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Citrix Workspace App

,D,OCTyI'I B OQHO KaCaHune K BallnM BUNPTYyalibHbIM MPUINOXEHNAM 1N AECKTOMam

Citrix
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[TpenmylyecTBa NocTtossHHOW, be3onacHomn & Npou3BoanTenbHOU PadoThI

ITtoboe npurnoxeHne JTltoboe ycTponcTBO ITtoboe pacnonoxeHne

82% PykoBoguTenen nnaHUpyoT paspeLlnTb COTPYOHMUKAM perynsapHyo yaanéHHyo paboTty

© 2021 Citrix
Source: Gartner



HoBbI noaxoa K 6esonacHOMY
pnoctyny — Zero Trust




3alluTa coBpeMeHHOro nepcoHana HenpocTtas 3agaya

. Henpeackasyemble
HeynpaBnﬂeMble YCTPONCTBA
MNOAKJTHOYEeHNA
3 ; % 6 1 % 5 3%
NcnonbaytoT N0 Ha pabounx ClOs & CISOs oxupatot NHBecTupytoT B 6onee BbICOKYHO
YCTPOWCTBaXx, KOTOpoe YBENNYEHUSI PUCKOB OT HE pabounx KOMMPOPTHOCTb MOBUNBHOM PaboThl
pabotogaTtens NPocus He YCTPOUCTB c kopnopatueHbIM 10O & gaHHbIMK

NCNnoJsib30BaTb
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Bam HeoOxoaum LenoOCTHbLIU NoAxoA K 3awmuTe
AOCTyna K pecypcam

PykoBoacTeo

9 NMopaepxkka
Monutukmn NMOoCTOAHHBLIN

EnvHas BCeX TUMNOB

KOHTEeKCTHOIO MOHUTOPUHT
AO0CTyna N OUEeHKa

YCTPOUCTB U
NPUMOXEeHUN

TouyKa BxoAa

[MTonb3oBaTenu

Cifrix



3alluTa nonb3oBarens oT oWnbdoK Ha Bxoae - App Protection

- —. . —— (
— — Screen
= | Capture

[ToBbllWweHNe 6esonacHoOCTH
Workspace app
c App Protection

Windows
Apps &
Desktops

Linux
Apps &
Desktops

Web
Browsing

[

Citrix
Files




AHannTuka 6e3onacHoCTu

CraHgapTHasa aHanuTuka [MpoaBuHyTaa aHanUTMKa

OnucaTtenbHoe AnarHocTuyeckasn NMporHo3Has MNMpeanucbiBaowan
YTo cnyymnocb? Kak 3To npousowno? YTo nponsonpet? Yto genatn?

CKkaumBaHue YKpageHHble lNMNoTepAa BaXKHbIX BbNoOKUpoBKa
Yype3smepHoro y4yeTHble AaHHble AAHHbIX nonb3oBaTtens

Konuyecrsa $aiinos cCifrix



AHanutuka 6e3onacHoOCT noBeaeHunsa

ObHapyXeHue n cMardyeHue
Yrpo3 OT JOBEPEHHbIX
BHYTPEHHUX MoSib30BaTenemn
CO 3/bIM YMbICITIOM

Jlerkoe BbigABreHune
BbICOKOPUCKOBbIX
NoSib30BaTENEN C NMOMOLLbIO
aetanms3auum rno noBeaeHuto

KoppekTupyrouwime oencrtesum

= Citrix Cloud

Security

Users

User Risk Profile

# High Risk Users

0

High Risk User

SCORE

CHANGE

TREND

USER

8dbc96fc-152¢-6445-0cee-d07039150038

53fbabeb-51b3-c0eB-2374-3613¢e969224

4dle2eac-cadf-918d-682d-1¢618ade87fc

See More

NnoJib30BaTess

High Risk User Change

SCORE CHANGE
.
mm

!

TREND

Maria Smith v
casdemo3

Lastiweek~ | Onboarding
k

USER

4dle2eac-cadf-918d-682d-1¢618ade87{c

3d17b66d-6f3c-2153-2bd2-4fad296315¢a

8171874¢-2eca-face-7412-91303599095¢

272dd2¢7-1d98-279¢-f77¢-cBd8LIADITIS

See More
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AHanutuka be3onacHocTn pabo4vero npocTpaHcTBa

/ Citrix

Workspace

NoBepeHune
nonb3oBaTenA
& KaTteropum

SaaS Apps M i
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Mobile Apps i
Virtual Apps i /
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YcTpouncTtea

ML mopenupoBaHue,
NMpodunu
& oLieHKa pUCKOB

\
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(P@

KoHTeHT

Cetu

MapTHEpckas
aKocuctema

o

Risk Meter

. YBeaomneHue
| & NonuTtnka KoHTPONA

MonuTtuka

/

I‘IpmmeHﬂemoe N aBTomMatnsnpyemoe C ajJiropptTmamm MmallmMHHOIo O6Y‘-IGHMFI
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ObnayHbin cTek besonacHocTu ¢ Citrix Workspace

ObecnevnBaeT 3aLlULLEHHOE U npomn3BoanTesibHoe LI,I/ICprBOG pa60qee NPOCTPaHCTBO AJ14 BCEX COTPYAHUKOB

O6na4yHasa koHcornb Citrix

Secure e

Access
Remote Browser | App protection policies

MHTerpauunsi Co CTOPOHHUMM
nocrasLLnkamn aeHTudmkaumnm

IE
0 9 o

Mnowagku @

Internet Bce npunoxeHus
GC) Access >
Q= S =
Monb3oBatenu Rl—_/ < 3
@© % PPT
% Zero Trust Network Access .
— = Secure kS
YcTponcTtea = Workspace SSO & security controls for web and SaaS 8
= ©
= c
i <
o X
2 b=
= O
>

I_IJ'IaTd)OpMa MpoeHTndukauma c BCTpoeHHbIM MFA

Workspace

[ocTynHOCTb 1 ONacTUYHOCTb

Cifrix
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[MpenctaBnsem Citrix Secure Internet Access

Secure Web Gateway | Firewall

Cloud Access Security Broker Cl |T| X

Secure Internet Access
Malware Protection | DLP | Sandbox

[ocTtaBnsiemble U3 obnaka, KOMMNIEKCHbIE CEPBUCHI
be3onacHocTK Ans npsamMmoro gocrtyrna B IHTepHeT

3alluTa Bcex nosib3oBartesien MHoXecTBO UHTEJINIEKTYalIbHbIX CornacoBaHHo€e npunMeHeHmne

Ha Bcex nnowagkax OBWXKOB ObiCTpee GnokupyoT yrpo3bl MNONNTUK
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[Mpencraenaem Secure Workspace Access — Zero Trust anga scero 10O

{ 2
Hdoctyn 6e3 VPN K
noKanbHbIM pecypcam

{ 2 D
N
N
N
N

SSO gnsa SaaS, Beb,
MOBUITbHBIX U BUPTYanbHbIX
NPUIOXKEHUN

Be6 cdomnbTpaumsa n
U3onsauua 6paysepa on4
3alLUTbl OT HEpPa3pPEeLLEHHbIX
NPUNOXEHNN

Beb, BupTyansHoe &

TpaguuMoHHOoe
B LUO
¥JIRA

X Confluence

g« 8

Mnowaaku Beb & BuptyanbHoe 1O

B ny6rninyHom obnake*
Citrix
Workspace”

&

Citrix Secure Workspace
Access

S\ Azure -}.:"-"'a"?'nazon

webservices™

Google Cloud Platform

SaaS npunoxeHus

) office36s @ concur

KoHeuHble ycTponcTea

2,0

KoHTeKCTHbIN gocTyn (ex. cTaTyc
YCTPOMUCTBA, pa3MmelleHune) C
MHOIrOPakTopHOWN ayTeHTUdMKaLeN

YnpaBneHue gaHHbIMU C
KOHTponem n3 obnadHoro
NPUNOXeHnd

Zero Trust gocTyn ncnonb3y4
aHanuTuky ans SaasS v Beb

Cifrix



[ToBbILLEHHAA 6e30NacHOCTb N NPON3BOAUTENBHOCTb

Citrix Workspace

Secure Internet

Access

BesonacHbI gocTyn K
MINYHBIM U
HeCaHKUNOHNPOBAHHbIM
NPUNOXEHUAM

Identity-aware, Zero
Trust Access

Secure access to sanctioned
applications within Citrix Virtual
Apps & Desktops environment

SANCTIONED APPS

UNSANCTIONED
 APPS
L &'

Protect from Web &
Unsanctioned Apps

Threat protection from accessing
unsanctioned apps and malicious
sites

Stop Threats Entering
from Branch & Home

Protect your enterprise from threats
at entry point

Secure
Workspace

Access

BesonacHbIn gocTtyn K
aBTopusoBaHHbIM UT-
NPUITOXKEHUAM

Multi-Cloud Security,
Visibility, Governance

Fine grained policy and control for
SaaS apps via CASB



Secure
Workspace Access
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“be3onacHOCTb — KOrga oHa caenaHa
XOpOLLO, OHa HEBUAMMA.

Ho korga oHa caenaHa nnoxo, Bce 06 aToMm
3HaT ®”

“Pabouee MecTo coTpyaHuKa — OOSMKHa
ObITb KOMOPTHO N Be30nacHo,
cnonb3ynte XxopoLwmne MHCTPYMEHTbI ©”
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https://www.citrix.ru/contact/form/inquiry/
https://www.citrix.com/content/dam/citrix/en_us/documents/analyst-report/making-remote-access-real.pdf
https://www.citrix.com/content/dam/citrix/en_us/documents/analyst-report/making-remote-access-real.pdf
https://www.citrix.com/content/dam/citrix/en_us/documents/analyst-report/making-remote-access-real.pdf
https://www.citrix.com/content/dam/citrix/en_us/documents/analyst-report/making-remote-access-real.pdf
http://www3.weforum.org/docs/WEF_Future_of_Jobs_2020.pdf
https://www.citrix.com/products/citrix-workspace/form/securing-a-remote-workforce-wp/
https://www.citrix.com/products/citrix-workspace/form/securing-a-remote-workforce-wp/
https://www.citrix.com/content/dam/citrix/ru-ru/documents/solution-brief/secure-internet-access-sb.pdf
https://www.citrix.com/content/dam/citrix/ru-ru/documents/white-paper/understanding-secure-access-service-edge-sase-architectures.pdf
https://www.citrix.com/content/dam/citrix/ru-ru/documents/white-paper/understanding-secure-access-service-edge-sase-architectures.pdf
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