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I MpoAykTbl nAaTdopmbl CipherTrust Data Security Platform (CDP)

Thales CipherTrust Data Security Platform

LLIndopOBAHUE U TOKEHU3ALLMS YNPABAEHME KAIOHOMM
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I ae wndgpoBaTtb N ynpaBnaTb Kno4yammn?

YpoBeHb |IT nHpacTpyKTypbl

[MpunoxeHns

dannsbl

l CXO / NeHtbl / Ouncku

$

«MHorve opraHusaumm NOHNMaOT NPENMYLLECTBA LUMGPOBAHWSI. .. HO UCMbITbIBAIOT

TPYLHOCTM C BOMPOCOM, A€ UMEHHO crneayeT WndpoBaTb AaHHbIE?».
Jon Oltsik, Senior Analyst, Enterprise Strategy Group
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I 3awumTa gaHHbIX Ha pa3sHbIX YPOBHAX “cTeka Puckos”

YpoBHU 3alnTbI Pucku

Banom npoBangepa
MoTeps koHTpons/
CoBmecTHas
OTBETCTBEHHOCTb

O6GnayHbIN cepBUC

YpoBeHk

MpunoxeHus/ MpunoxeHun/Ba
DBAdmins, DB

Ba3bl [1aHHbIX Users

dannoBasn
cucrtema

PelweHue

CipherTrust Cloud Key Manager [BYOK]
CTE for laaS Environments [BYOE]

SDK and REST API
ProtectDB
Key Management for Native Encryption

CipherTrust Transparent Encryption

Key Management for KMIP Devices
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YHpaBneHMe Knro4vyamMmun ansda KopnopatTuBHbLIX CUCTEM

Database (TDE) key management

Data storage

vendors, Big Data ORACLE » __ _

Cloud Key Life Cycle

EXADATA §(3dli SéNer
O PURESTORAGE Ma nqgement
DATASTAX® ‘ TDE Key
‘mongo : Management
o : Client
LEMC v
Azure Office 365
NUTANI A u
, rreeenee > T H IO\ L E s salesforce
KMIP.
Clients ‘
PKCS#11

Hewlett Packard
Enterprise

NetApp

Home-grown apps, web servers, CAs

gt icocn f APACHE oracie NeiVX]
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I NMpoayktbl THALES gna ynpaBneHus Kn4vyamu

| LieHTpann3oBaHHOe ynpaBneHue kniodamm n nonmTukamm -
nnatdopma THALES CipherTrust Manager

#% Common Criteria

» FIPS 140-2 Level 1 BupTyanbHble anniaeHchl
- [HoctynHbl B Azure, AWS, VMware, HyperV, n KVM coBMeCTUMbIX
doopmaTtax

> FIPS 140-2 Level 2 annapaTHble annnaeHcsl

> FIPS 140-2 Level 3 annnaeHcol ¢ nHTerpnposaHHbiM HSM
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I NMpumep - NetApp Storage Encryption (NSE)

| BHewHee ynpaBneHue knroyamu
“NetApp‘

Alliance Partner

LLlndpposaHune

BbicTpoe 1 npocToe MacluTabrupoBaHune
MpocToe ynpaeneHue Krnovyamm

OTKa30yCTOMYNBOCTb

VvV V V V V V

MHorononb3oBaTtesfibckas 3alnuLeHHas
cpena XpaHeHusa 1 yrnpasrieHUA Krinro4amu

KomnnaeHc I THALES
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KMIP ana VMware VM Encryption

KMIP
VMware vCenter ~ I THALES I

] KnioueBble

5 npevmyLiecTsa
T > LUudpposaHue
» KomnnaeHc
KEK — KMS npepoctaBnsiet Kntou LLncdpoBaHus PJ
Knro4en, salmiieHHbIn KMS cepeepom 3akasuvka ’ EbICTpoe N NnpocToe
DEK - knto4 wudpoBaHus AaHHbIX (4UCKOB) P/ MaCLLITa6VIpOBaHVIe
reHepupyetcsa B ESXi vSAN
3awumuleH knodem KEK B KMS Storage > |_|p0CT06 ynpasnexHne
KImrodamMmu
[daHHbIe VM .
V M 3awmiueHsl knoyom DEK, > OTKa30yCTOI/I‘-II/IBOCTb
3aLUULLIEHHBIM KITHOYOM
KEK B KMS » MHorononb3oBaTtesnbcKka
A 3allmueHHad
cpeoa KMS

B THALES
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MuoroypoBHeBoe LIWPPOBAHUE

Hanpumep, ana PCI DSS komnnaeHca

TDE areHT Ha [Nonb3oBaTtenb

cepsepe CYB[
MpunoxeHue

|
oo ((QEmg .. o .
| Basa gaHHbIx
\ |
.. darinosan’ Mereprep

. ccTemMa  TOMOB
’””

BcTpoeHHoe windgposaHme
VMWare gns 3awmThbl
BUPTYyaribHble CepBepoB
NPUITOXEHNN

’

"
"

Oracle Tablespace
Encryption Keys

Encrypted fablespaces

SQL Server Database
Encryption Keys

Encrypted Database
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YpoBHM 3alimTbI

MpunoxeHus/
Ba3bl [JaHHbIX

dannoBas
cuctema

YuyTeHHble pUCKU

YpoBeHL
Mpunoxexnun/bL

DBAdmlns DB
Users

KoHTponb Ha ypoBHe
o]

User/groups for System/
LDAP/AD/Hadoop/Containers
Includes Privileged/Root Users
for APT/Malware protection

Kpaxalyteps
¢husunyeckmx m
BUPTyalnbHbIX

HocuTeneun

3awumTa AaHHbIX Ha pa3HbIX YPOBHAX “cTeka Puckos”

CipherTrust Application
Encryption

CipherTrust Transparent
Encryption

KMIP Key Management
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KoHTponb gocrtyna
ans nonb3oBaTerien un npoLueccoB

ABTOpPM30OBaHHbIE

Onepauus: Read File
Bnemsa: 2PM 11/14/2014
O6bekT: HR ERP Directory

nosrib3oBaTesin

[pynna: Finance

« Directory

Tpynna: HR CipherTrust Transparent Encryption

Mpunoxexue: ERP

HR ERP Directory

=

Mpunoxenue: IE 9.0
HeaBTOpM3OBaHHb|e Onepauusi: Read File Read * File Type
Bpemsi: 5pm 11/14/2014
O6bekT: HR ERP Directory e « File Name Monutuka goctyna #1
User  Applicatiol File Permissions SDNte Monb3oBaTtens: HR-Group
. et .
[pynna: SystemAdmin / Process © . Device/Disk App ERP

Mpunoxenue: Cat

Onepauws: Read File Opp Read Only
Bpemsi: 2PM 11/14/2014 Time: Any

(0[] : HR ERP Direct
e e Resources: HR ERP Directory

MpuBUnernpoBaHHbIe
(root)

®® E©

BnokmpoBaTb JOCTYN U caenaTtb 3anvch B
XypHan

MonuTukn goctyna K pannam MoryT BbiTb 04eHb n3bupartenbHbl. [JocTyn nonb3oBaTenen MoxeT
perynupoBaTtbCs B 3aBUCMMOCTU OT UCMONb3YEMOro NpUNoXXeHus, Tpebyemblx onepaunin BpeMeHu
UIN PECYPCOB, K KOTOPbIM HY)XXEH OOCTYn.
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I PacwupeHusa u gpononHeHuna Kk CTE

CTE Live Data CTE Container CTE for
Transformation Securit SAP HANA Intelligence

||||||a | QT ANA O
I Tpanchopmauums | Wudbposarre | WudpyeT aaHHbie 1 | Motosas mHTerpauus
NaHHbIX 6e3 JaHHbIX B XypHansl SAP Hana C OCHOBHbIMU SIEM
OCTAHOBKM KOHTenHepax Ha | He Tpebyer cuctemamu
CEPBMCOB OCHOBE MONNTYK nameHenuin B B[, | JoGaensieT ueHHyto
besonacHocty cdannax n CXA MHOPMAaLIMIO BCEX
| He Bnuser Ha cpeny COBbITUAX JOCTYM
Docker nnn
OpenShift




CTE aag Big Data

Data .
Source Analytics
‘ Big Data Lake
OE: ™ ~
“o ---------- .o —
loT ¢ o
s " ashboar
11)) A -lﬁ ‘-
Audio/Visua I [ ]
P L~
@runnnnuns .
é’ﬂ/ CipherTrust Reports
Social Media Téanspc;eni
é R ncryption #.......... ® nﬁ ot
, @urrnuns . 010°M0010
™
L Fil Predictive
ST Analysis

| besonacHocTb BOAbLLIMX
AQHHbIX

> LLnMdopoBaHME, KOHTPOAb AOCTYMNA, U
KYPHOAMPOBAHME AAS OA30BbIX CUCTEM
NPOCTPAHCTBA ACHHbIX

2 3ALUMTA MCTOYHUKOB AQHHbIX OT
HECAHKUMOHUPOBAHHOIO CMCTEMHOTO
AOCTYNna

> 3ALLUMTA XXYPHOAOB M OTHETOB

| 3awmta noAbzoBaTeAEi 1 30H
Hadoop

» Pacmpsert LumMdppOBAHME M KOHTPOAb
AOCTYMA AAS MOAb3OBATEAEM, TPYIM, 30H
Hadoop
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3awumTa AaHHbIX Ha pa3HbIX YPOBHAX “cTeka Puckos”

YpoBHMU 3alUTLI Y4TeHHble PUCKUN

YpoBeHk, E—— _ L
Mpunoxexnun/bL CipherTrust Application

MpunoxeHuns/ DBAdmlns DB Encryption

Ba3bl [1aHHbIX Users

KoHTponb Ha ypoBHe

ocC .
User/groups for System/ CipherTrust Transparent

®aunnosas LDAP/AD/Hadoop/Containers Encryption
cucTemMa Includes Privileged/Root Users
for APT/Malware protection

(L(E:;K:éaigﬂu —7 KMIP Key Management

BUPTyalnbHbIX
HocuTenen
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Thales Application Encryption — RESTful

Jon Doe www.acme.com

Web Server
|
o_ a

v

RESTful Tokenization Server
Request/Response

Jon Doe _Appllcatl_on
Encryption Service
1111 2222 3333 4444

Application

Application Server

Encryption Key
*Key exchange at initial Request / Response*
request or policy changes

_—

== 1 cvlil}

Database, Big Data

I]_6 or File Storage T H /.\ L E 5
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OvnHamunyeckoe MacknpoBaHue
3alWmTa gaHHbIX NPU UCNOSIb30BaHUU

- 3 | ]
Byxrantepus KnueHtckumn
cepBuc

0544-4124-4325- :
3490 3490 Tokenization Server

I < > |

Application
RESTful
Cepsep Request/Response Encryption Service
MpunoxeHun
B B[] aaHHble
TOKEHUN3NPOBAHbI Encryption Key
*Key exchange at initial Request / Response*

__ npOAyKTVIBHaH request or policy changes

I

|

B PAN vnu gp.
CeKpeTHble AaHHble

i 1 cvlll}

TokeH
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I MakeTHas TpaHccopMmaumusa AQHHbIX

Policy

Source Database

Batch Data
Transformation

ApPp

Transformed Database

By Policy:

Local Encryption

Or
Tokenization

a

RESTful

THALES |

Key Management

v

(B

Tokenization Server
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I NMpenmywecTBa peweHnn

KE
| OpyxectBeHHas k | YctpaHsieT MHOXecCTBO | 3awwenHoe
norib3oBaTtersio PUCKOB ynpasrneHumne Kro4amu
Kpuntorpagus > 3alumta AaHHbIX BO3MOXHAa Ha > LEeHTpanus3oBaHHoe
> MpospauHo ans nobom yposHe ynpasrneHue Kniovamu ans
nonb3osaTenei MHJOPMAaLIMOHHOWN CUCTEMBI BCEX KPUNTO-pELLEHNN
> LLINpOKMA NEpEUeHb > Lndpposarme cainos -cTporoe Thales
noafaepX1BaeMbIx cpes pasrpaHn4eHne noriHOMOoYmnm » CHWXeHne nsgepxek no
Mexay paspaboTynkamu, CPaBHEHUIO C
» Ana apMuHmCTpaTopa Het Nonb30BaTeNsiM1 1 onepaTopamm pacrnpeneneHHbIM
HEeo6x0AMMOCTY BbiTb Ge30nacHOCT HeynpaBrsieMbIM

3KCMepToM B Kpuntorpadpum XpaHeHMeM KIoden

» [0TOBbIE UHCTPYMEHTBI
peanuayloLime KpunTo-
cTaHaapThbl
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I O6HapyXeHue U KAaccuUdUKaLUa AGHHbIX AASl UX 3ALLLUTDI

Q@
Remediafion

Detailed
reports

Risk analysis

Discovery
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HacTtpou noAuTUKH, 3anyCcTU CKAHMPOBAHUE, U Kaaccucduumpym

Add Data Store » Add scan x

@ romemiDecioton () Dstasiores

Avaaie Data Stores [0

MNone

® Public

Internal

@ Private

® Restricted

Kaaccrdpoukaums

Add Classification Profile
Add scan

[ Y I TH—

@ oresnitecioion @ Duasie () Claifcation Prafies
ok Dot Ot
a Awailable Classibcation Profies (7). Setected Classifcation Profies (1) I
¥ 1061 134 vatyoes | 134tal W sosctedory O GOPR - Gensral Data Protection Re.
[ Catagary o O3 APA- Austraiia Privacy Amandmant
¥ AmaricanExpeess @ Financsl Gl O APP1- Act on Protection of Personst
e e e T ——— ) CCPA-Caifarnia Carsumer Privacy... =
¥ Austrian Mailing Address & Personsl Data Europe D) HIPAA - Heaith insurance Port
¥ Austrn Pasiport Hunber 2 PusonaData Furope O3 KVHX - Turkish Parsonai Dista Prots
¥ Austrian Pursonstsmmeis F Nathonal 0 Europe O PCI0SS - Payment Card Industry Oa. )
¥ AstrianssH o Natlonal i Europe ) SHIELD - Privacy Shisid Framewark
¥ Austrian Telephane Number & Personsl Dota Europe:
¥ Belgian Driver License Numiber & Personsl Data Europe
¥ Belgian Natioral Number 13 National 1D Europe.
¥ Balghan Passport Numbsr & Porsonsl Data Europe.
110 1064 134 o 1 2 3 Ll
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UHdbopMauUs O AQHHBIX U PUCKAX MOMOTAET 3ALLUTUTb BAXKHYIO MHCpOpMALLMUIO

& Utacnecrs
185,084 3181 349,302
‘Object Name: Risk Type
sensitive_data_sql.targz 18856 File
10-MB-Test.txt 6627 File
10-MB-Testxlsx 6627 File
4e825086372e1e44_blobs bin 208 File

St 0013382

AHOAM3 PUCKOB

60 out of 137

Path

file://D:\CompanyFiles\Sales documents

file://D:\CompanyFiles\Sales documents

file://D:\CompanyFiles\Sales documents

file://C:\Windows\WinSxS\ManifestCache

Store

‘Windows Server

‘Windows Server

‘Windows Server

‘Windows Server

OT14eTbl U AQLLOOPAbI

189,084
Scmbame 4 Escation Dution
(GOPRscan o Windous Serve 7020 am e
kot Diarvered

Sevaitive ot Dt i

Seruith Dot Obfocts

60out of 137

MpospayHoe
wmdppoBaHUE
CTE
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TokeHusaumsa
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CIMNACKBO!

Oner CMupHoOB

osmirnov@dnadis.ru

THALES

Thales © 2019 All rights reserved




