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Society for Worldwide Interbank Financial
Telecommunications (SWIFT)

SWIFT — MexpayHapoaHas MeX6aHKOBCKaa cucTteMa nepepgayn uHPopmaumm u
COBEpLUEHMA NaaTeXKeM.

AnbAaHC ocHoBaH B 1973 roay; coyypeautenamu BbICTYyNUAU 248
6aHKoB M3 19 cTpaH. LUta6-kBapTupa SWIFT HaxoauTtca B benbruu,
Hepaneko ot bproccena. SWIFT asndaeTca KoonepaTtUBHbIM
06LLECTBOM, CO3/laHHbIM MO 6e/IbrMMCKOMY 3aKOHOAATEe/IbCTBY,
NPUHAANEXUT ero 4vneHam. [lo coctoaHmio Ha 2021 ron, uYneHamu
SWIFT aBnswoTtcsa 6onee 11 Tbic. (pMHAHCOBbLIX OpraHM3aumMn B 6osee
yem 200 cTpaHax MMpa, B TOM u4mucae okoso 1000 Kopnopauui.
CpeaHnit o6opoT 6os1ee 30 M/IH COOBLLEHMM B AEHD.

Aapecauya abOHEHTOB B CMCTEME OCHOBAaHa Ha Tak Ha3sbiBaeMom BIC
(aHrn. Business Identifier Code, paHee wu3BeCcTHOM KaK Bank
|dentifier Code), npucBanMBaeMOM B COOTBETCTBMU C MEXAYHAPOAHbIM
ctraHgapTom ISO 9362. Takxe nHorga nmenyetca SWIFT-BIC, SWIFT ID
man SWIFT code. Ha npakTMke ana coseplleHua niaTtexa B EBpone
AOCTaTOMHO 3HaTb HamMeHoBaHWe M IBAN-Koa 6GaHKOBCKOro cyeTta
nonyyatena (yxe cofepxawmn mHTeprnipeTupoBaHHbiM BIC B CBOEM
cocTaBse).




NMHumpeHTbl B SWIFT

XunweHne n3 6aHKa baHrnageuw

2016r. Xakepbl CMOr/IM B310MaTb cUCTEMY (DMHAHCOBBIX TpaH3akumi SWIFT, KoTopas ucnonb3yeTtcs B
KayecTBe CTaHAapTa A/19 MEXX6AHKOBCKOro B3aMMOAEeNCTBMS.

XaKepbl MNbITa/IMCb BbIBECTU U3 BaHKa HOXKHO-a3MaTCKOM cTpaHbl $951 MAH. bosbluas YacTb TpaH3aKUUM
6blna 3a6/I0KMpPOBAHa, 0AHaKO $81 MJIH BCe yrKe Yy/JasioCb BbIBECTM Ha CYETA MIOPHbIX 3aBeAEHMM Ha

dunmvnnuHax, nocae Yyero cnefbl 3TUX AEHEr OblJI NOTEPAHDI.
MCTOYHMK
https://www.cnews.ru/news/top/2016-04-25 hakery vzlomali swift

XuleHne u3 poccCMMCKoro 6aHKa

15 pekabpa 2017 roga 6bl1a 3adMKCMpoBaHa ycneluHas
KubepaTaka Ha OJMH U3 POCCUUCKMX GAHKOB C BbIBOJOM
AeHer 3a pybex u4epe3 MeXAYHapoAHY CUCTEMY
nepejaymM duHaHcoBoM MHdbopmaumm SWIFT. B o63ope
FinCERT rosoputca: «B baHKk Poccmm HanpaBneHa
MHdopmaLmMa 06 OJHOM YCMELHOM aTakKe Ha paboyee
MecTo onepaTtopa cuctembl SWIFT. O6bvem
HeCaHKLUMOHMPOBAHHbIX onepauum B pesyabTaTte JaHHOM

ataku coctaBun 339,5 munnunoHa pybénem»
NCTOYHMKMH

https://habr.com/ru/post/345058/
https://www.kommersant.ru/doc/3501353



https://www.cnews.ru/news/top/2016-04-25_hakery_vzlomali_swift
https://www.cnews.ru/news/top/2016-04-25_hakery_vzlomali_swift
https://www.cnews.ru/news/top/2016-04-25_hakery_vzlomali_swift
https://habr.com/ru/post/345058/
https://www.kommersant.ru/doc/3501353

SWIFT Customer Security Programme (CSP)

B otBeT Ha ataku xakepoB B 2017 roay 6bina paspab6otraHa SWIFT Customer Security
Programme (CSP)

KoHuenuua obecneyeHunsa 6esonacHocTM nosibloBatenen (CSCF) SWIFT coctomT mus
22 o6aszaTeNibHbIX M 9 peKoMeHAYeMbIX Mep 3alMTbl M DNEeMEeHTOB KOHTpona (3K) anA
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Customer Security Programme (CSP)

Helping customers strengthen their
cyber defences

SWIFT's Customer Security Programme (CSP) helps financial institutions ensure
their defences against cyberattacks are up to date and effective, to protect the
integrity of the wider financial network. Users compare the security measures they
have implemented with those detailed in the Customer Security Controls Framework
(CSCF), before attesting their level of compliance annually.

With solid attestation and compliance rates, the CSP reflects a community of highly
engaged users committed to stopping cyberattacks in their tracks. And, as the cyber

Customer Security Programme

threat landscape evolves, so too does the CSP.

In 2021, SWIFT introduced two key measures:
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Roadmap Customer Security Controls Framework

B Havyane anbAHC 006£43biBasl YYaCTHUMKOB [MPOBECTM CamMoaTTecTaumio no ob6A3aTeNibHbIM MU,
ONUMOHAJ/IbHO, PEKOMEHAOBAHHbIM 3/1IEMEHTAM KOHTpoAaA, a ¢ cepeauHbl 2020 roga Heob6xoAMMO
NpoOBOAMTb  HE3aBUCUMMYIO aTTecTaumio Ha cooTtBeTcTBue TpeboBaHMAM SWIFT CSCF (Customer

Security Controls Framework).

Bce pesynbTathbl aTttectaumm nyoaukywtca B KYC Registry (KYC-SA), KoTtopoe ABNAETCA
LLeHTPaNibHbIM MpPUJIOKEHMEM N8 MOJIb30BaTe€/IEM , YTO CMOCOGCTBYET MpPO3pavyHOMY OOMEHY

MHpOpMaLMEN O COCTOAHMM 6e3OHPCHOCTM C KOHTRARCHFaMKesl YNIDAB/ICHNA lmcmrm "
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Self-assessment is possible but not
compliant anymore as from end 2021

Self-assessment is possible and remains compliant in 2020 !




SWIFT CSCF 2021 vs NIST Cybersecurity Framework 1.1
vs ISO 27002 (2013) vs PCI DSS 3.2.1

baHkam nerko BkAoUMTb SWIFT CSCF B AeMCTBYIOLLYIO NOJUTUKY MHDOPMALMOHHOM 6E30MACHOCTH,
T.K. ee pa3paboT4MKMU NPUHUMAIOT BO BHMMAHME 3paBbli CMbIC/1 M HOBEWLUME NepeoBble NMPAKTUKM
M YUYUTBIBAIOT CNeUMdUYECKYo ANS Nonb3oBaTens MHMPACTPYKTYPY M KOHDUTYpaLmu.

SWIFT CSCF 2021 KoHuenuua kubepbesonacHoctn | I1SO 27002 (2013) PCI DSS 3.2.1
NIST Bepcun v1.1
1.1 3awmTa cpegbl SWIFT Ynpasnenue goctyrnom (PR.AC) YnpaBneHnue Tpeb6oBaHue 1. YCTaHOBUTb U
O6ecneyeHue 3aWuThbI PR.AC-5: 3awuTa 4enocTHOCTH ceTH, | 6e30nNacHOCTbIO CeTU | NoaaeprKmMBaTb KOHMUIypaumio
NoJIb30BaTE/IbCKOM JIOKA/IbHOM BK/lOYatoLLan B ce6A pasjesieHne Ha (13.1) 13.1.3: 6paHamayapa ANA 3almThbl
MHPpacTpyKTypbl SWIFT ot noAceTu B TEX C/lyYasax, Korjaa 31o pasgesieHne Ha AaHHbIX B/lajenbLa KapThbl.
noTeHuMaIbHO LenecoobpasHo noacetm MprmeHsaemMble nogpasgenbl: 1.3
CKOMMNPOMETUPOBAHHbBIX

3/1eMeHTOoB 0bLlen UT-cpeabl 1
BHELUHEW cpeapbl.

1.2 KoHTponb 3a Ynpasnenue goctyrnom (PR.AC) YnpaBnenue goctynom | Tpe6oBaHue 8. OcywecTBnaTb
NPUBUNETMPOBAHHbBIMU YYETHBIMU PR.AC-4: ynpaBneHue npaBamu Ha nonb3oBaTesien (9.2) NMAEHTUDUKaLMIO U
3anMCcAMM onepaLmMoHHOM CUCTEMbI AOCTYN C Y4€TOM MPUHLMIMOB 9.2.3: ynpaBneHnue ayTeHTUdUKaumIo 4ocTyna K

OrpaHMymTb U KOHTPOAMPOBATb HaUMEHbLUMX NPUBUIETUM U npaBamm KOMMOHEHTaM CHUCTEMBI.
pacnpegeneHue U UCrnoab3oBaHMe paszeneHna 06s3aHHOCTEMN. npusunermposaHHoro | [lpumeHAemble noapasaensi:
YYeTHbIX 3anucein onepaumoHHOM ZAocTyna. 8.1, 8.5

CUCTEMBI YPOBHSA aZIMMHMCTpaTOpa.




O6Aa3aTe/ibHble U pEeKOMEHAYEeMble 3/1eMEeHTbl KOHTPOA
CSCF 2021
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1. OrpaHmMyeHue pgoctyna B UHTepHeT M 3awmuTa Hanbosiee BarKHbIX CUCTEM OT
o6wen UT-cpeapl
1.1 O6ecne4veHue 3awmTtbl cpeabl SWIFT

1.2 KOoHTpO/1b 32 NPUBUNErMPOBAHHBIMMU YYETHBIMU 3aMUCSMM ONMEPALUMOHHOM
CUCTEM

1.3 3awmTa naaTdopmbl BUpTyanmsaumm

1.4 OrpaHuyeHne goctyna B MHTepHeT
2. YMeHbLUeHMe KOo/IM4YeCcTBa NOoTEeHUMa/IbHbIX BEKTOPOB aTaK U YA3BMMOCTEMN

2.1 3awmTa BHyTPEHHEro NOoToKa AaHHbIX

2.2 O6HOBNEHMA CUCTEMbI 6E30MACHOCTH

2.3 lMoBbllLIEHNE HAAEKHOCTHU CUCTEMBI

2.4A be3onacHOCTb MOTOKAa AaHHbIX 63K-oduca

2.5A 3awmTa BHELWHEN Nepejaym JaHHbIX

2.6 KoHpUMAEHUMAaNbHOCTb U LLEe/IOCTHOCTb CeCCHU onepc"

2.7. CKaHUpoBaHME Ha YA3BUMOCTb CUCTEMBI
2.8A AYyTCOPCHHI KPUTHUHECKU BaXKHbIX BUAOB A€ATEJIbH(
2.9A. CpeactBa KOHTPOA TPaH3aKUMOHHOIO 6u3sHeca
2.10 MoBblLLEHUE HAZEKHOCTU NMPUIOKEHUN
2.11A CpeactBa KOHTpo/1A RMA

3. O6ecneyeHune pumsnyeckon 6e30nacHOCTM cpesbl
3.1 ®un3myeckan 3awmra




O6a3aTtenbHble U peKOMeHAYyeMble
anemMmeHTbl KoOHTpona CSCF 2021 (npoaonxeHue)
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4. MNpepoTBpaweHe KOMNPOMETaLMM YYETHbIX AaHHbIX
4.1 MNMonnTuKa naponen
4.2 MHorodaKTopHasa ayTeHTUdMKaumA

5 YnpaBneHune naeHTMUKaLMOHHbIMU SaHHbIMMK U
pasrpaHu4eHue NoJIHOMOYMUM

5.1 JlorM4eckmi KOHTpOab A0CTyna

5.2 YnpaBneHue ToKeHaMun

5.3A lNpouecc npoBepKM nepcoHasa

5.4. ®U3nYECKoe U IOrMYeCcKoe XpaHeHMe naposien

6. O6HapyKeHne aHOMa/IbHOM aKTUBHOCTU B CMCTEMAX U
KYpPHanax TpaH3aKumm

6.1 3awmra oT BpeZLOHOCHbIX NPOrpamm
6.2. LlenocTtHOCTb NporpaMMHOro obecneyvyeHms
6.3. UenoctHocTb 6a3bl JaHHbIX17
Moapo6Hoe onucaHue CBogHaA TabaMua no
3/1IeMeHTaM KOHTPOJ1s 6e30nNacHOCTH
6.4 BeaeHue XypHana onepaumi 1 MOHUTOPUHT
6.5A O6GHapyKeHWe BTOPKEHMM
7. MnaH pearpoBaHMA Ha UHUMOEHTbI U
UH(popMHpoBaHUue
7.1 lNnaHnpoBaHMe pearMpoBaHMsA Ha
KMOEPUHUUAEHTDI

7.2 O6yyeHne 1 uHdopmupoBaHue B chepe
6e30M0acHOCTHU

7.3A TecT Ha NpOHMKHOBEHME
7.4A OueHka pUCKoB 8




O6nactb npumeHenmna SWIFT CSCF 2021

User Environment
== ——— - |
Scope of Security Controls
[ P i
Back Office I I
1 Data exchange ]
[
Local SWIFT Infrastructure I Sonnection to |
! (SWIFT Secure Zone) I 1
Back Office | _| Middleware/ | 2 I '
Using Data exchang MQ  Data exchange i
Middleware Servers cWIE tare e
. l | SWIFT network
Client [ Operator
(End User/Admin) |
v o

30Ha 6e30MacHOCTM COAEPHKMUT BCE KOMMOHEHTbI IOKa/IbHOM MHGpAcTpyKTypbl SWIFT, HO He
orpaHu4ymBaeTcs MMU. OHa BKIOYAET B cebAa: MHTEpdENC 0OMEHA COOBLLIEHMAMM,
KOMMYHMKALIMOHHbIN

MHTepdenc, rpadpmyecknun nHtepdenc Ha 6ase 6paysepa, SWIFTNet Link, annapaTHbiM MoAay /b
cmucTemMbl 6e3onacHocTu (HSM), koHHekTop SWIFT, npoMexXyTo4YHbIM cepBep M

Nnto6ble npumeHumsble MK onepaTtopa, npeAHasHayYeHHbIE UCKIIOYMTENbHO ANA PpaboThbl MU
aAMMHUCTPUPOBAHMS IOKaNIbHOM MHDPACTPYKTypbl SWIFT.
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OcHoBHble MoMeHTbl SWIFT CSCF 2021

Bce KomnoHeHTbl SWIFT foaXHbl 6bITb B 0TAE/IbHOM (PU3MYECKU OT OCHOBHOM
UHpaCTpyKTypbl baHKa KOHTYype 6e30nacHOCTHU (CBOM cepBepa U
KOMMYHMKaLMOHHOE 060opyaoBaHMe)

bpaHaMayapbl TPaHCMOPTHOrO YPOBHA, CO34al0LMe rpaHULy KOHTypa
6e30MacHOCTHU, AOJIXKHbI ObITb PU3UYECKU UM BUPTYaAJIbHO NpeaHa3Ha4veHbl AN
3alUMTbl 30HbI 6€30MacHOCTM.

OnepaTopbl/agMHMHUCTpPATOPbI paboTaloT ¢ KoMNoHeHTaMu SWIFT nokanbHO
BHYTPU KOHTYypa 6e30nacHOCTH

B cnhyyae yganeHHou paboTbl onepaTtopoB/aAMUMHUCTPATOPOB A0JIKEH
MCNOJ1Ib30BaTbCA jump-cepBep

2FA pna onepartopos/agMUHUCTPATOPOB

dunsnyeckmmn AOCTyn K cepBepam U Ap. 060pya0BaHUIO OJTKEH
KOHTPOJIMPOBATbCA U TOJIbKO A1 a4MUHUCTPAaTOPOB CUCTEMbI.

KenatenbHo otgeneHue ot obwmx KoprnopaTtuBHbiXx UT-cepBucoB
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Directory of assessment

oviders

Directory of CSP assessment
providers

SWIFT has created a Directory of CSP assessment providers for your reference
when looking for assessment providers in your country. These companies can help
you to assess your level of compliance toward the implementation the CSP
mandatory and advisory controls that apply to your connectivity configuration with
SWIFT.

In listing firms in the Directory of CSP assessment providers, SWIFT has taken into
account certain criteria, including:

/ cyber security services experience & credentials

/ strategic focus on cyber security services

Customer due diligence

You are responsible for completing your own due diligence when selecting and
contracting CSP assessment providers or any other entity offering such services. You
should, for instance, verify that individual consultants working for the selected
provider:

/ Have sufficient training and knowledge of SWIFT and SWIFT security —
including understanding of the SWIFT security control framework and
detailed mandatory and advisory controls

+/ Hold recognised industry qualifications: consultants should maintain
industry recognised security qualifications or certifications such as QSA,
CISSP, CISA, CISM, ISO, SANS.

/ Are otherwise suitable for your needs and purposes
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OTnpaBKa oT4yeTa

1-3anTun B npunoxxeHmne KYC-SA

[Ana 3anosiHeHUA pe3ybTaTtoB Heobxoammbl poau MpegocTtaBasowero (Submitter) - anuo,
KOTOpoe OyAeT 3ano/IHATb AaHHbIE B NPUAOXKEHUE, 1 YTBepKAaatowero (Approver) - amuo,
YNOJNHOMOYEHHOE YTBEPAMTD 3amnosIHEHHYIO PDOpPMY caMoaTTecTaumumn (AMPEKTOP Mo
MHpopMaLMoHHOM 6e3onacHocTH - Chief Information Security Officer, CISO, uam amuo ¢
aHaNI0rMYHbIMKU PYHKUMAMM).

2-3anoNHUTb YepHOBUK ATTecTauumm
3anoNHUTb OMPOCHUK Ha OCHOBE MOJIy4EHHOro oT AyauTopa otyeTa
3-3aBepLlunTb 1 OTNPaBUTb aTTecTauuio

Mocne 3anosHeHUA YepHOBUKA (OpMbl ATTECTALMM Ha3HAYEHHDbIM YTBEpXAaowmi (Approver)
yTBEPAMT U HaNpaBMT Ha Ny6/IMKaumio prHaNbHYO Bepcuio attectaumm. SWIFT nposeput
aTTecTaumio Ha NpeaMeT yKaszaHHOM MHgopmaumm. MNocne ycnewHoro 3aBepLlueHma JaHHOM
NPOBEPKM CcTaTyc ATTectaumm 6ygeT nepeseseH B «0nyo6JIMKoBaHO»

13



CNACHUBO 3A BHUMAHUE

AHZPEA CTEMAHOB
HavanbHMK YnpaBneHusa uHdpopMaumMoHHoOM 6e3onacHocTu JlenaptaMeHTa no 3awmTe aktmBoB baHk COKO3 (AO)
Andrey.Stepanov@banksoyuz.ru
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