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CepsucHas mogenb
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Kuéep6esonacHocTb

KoHTponb npunoxeHun
AHTUBMPYCHas NpoBepka
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CeTeBas CBA3HOCTb

CeTeBas 6e30nacHOCTb PesepBurpoBaHmne kaHanos cesian

MapwpyTtnsaumsa go UOos
LLinpposaHme kaHanos cBsa3n
3alumnTa OHNanH-CEPBUCOB Full-mesh cBa3HocTb
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TCO cepBucHon mogenu

A
[Nognuncka Ha cepBuUC
3aWnTbl + TMLEH3UN
CopepxaHue
cneumanmcToB

KomMnnekTbl 3anacHOro
obopynoBaHua

MeHbllue ckmnaka Ha 1214514

3akynka o6opynoBaHus 1
3aMeHa CBOMMU CUnamMm

MNomeleHve n apeHaa ApeHpgyeTe TONMbKO
cepBuC
AnnapatHoe obecneveHne

[NocTpoeHmne 3awmnThbl Ncnonb3oBaHne
CO6CTB€HHbIMI/I cnnammum cepBmcCa 3allunThbl
PocTtenekom P L
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TCO cepBucHon mogenu
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CepBucHas moaesnb

Eirj DKOHOMUSA

" 30PEKTUBHOCTb

CHMXeHne CTOMMOCTU BNageHus

CoBOKynHas CTOMMOCTb BlageHus
cepBucamn geLuesne Nokynky, BHEOPEHUS 1
nocnepyowen nogaepxkn Nb-peenun

YcTpaHeHue gedurumnta KagpoB
OTCyTCTBUE HEOOXOAMMOCTHY CO3aaHNs
oTaena s BbICOKOKBaJ'II/Id)VILI,I/IpOBaHHbIX
Mb-cneupanncTos

IKOHOMUS

CHUXeHWe 3aTpaT Ha 06opynoBaHNe

1 NepcoHan, nepesop, KanntanbHbIX
n3aepxek B onepaunoHHbIe
[NpodeccroHanbHaa komaHna
HacTpoiika, o6cnyxmBaHue n paséop

WHUMOEHTOB 6€30MacHOCTU TyYLIMMK
cneumannucTaMmm otTpacnm

PocTtenekom

Conap

TexHONoOrMyHoOCTb
;% M HaOEeXHOCTb

[ OCTynHOCTb

3awmuta n MOHUTOPUHT 24 Yaca B CyTKK
6e3 NepepbIBOB 1 BbIXOAHbIX
HapeXHocCTb

3kcnnyaTaums pacnpeneneHHon
OTKa30yCTONYMBOW MHGPACTPYKTYPbI
'M6KOCTb

MpocTaa MacwTabrupyemMocTb U BbicTpoe
N3MEHeHNe NapameTpoB YCIyru
CkopocTb

BbicTpoe noaknoyeHne K cepencam
1 onepaTvBHOE pearnpoBaHne
Ha UHLUMOEHTbI

»  CobnogeHve
=

3aKoHOJaTeNnbCTBa

CooTBeTcTBUE TPEObOBaAHUAM
BbinonHeHue TpeboBaHWi

no MHPOPMaLMOHHON 6e30MacHOCTH
HOD,XO,EI,FlLLI.I/Ie cpencTtBa 3allnThbl
akennyaTaums cepTdnLNPOBaHHbIX
peLeHnn NMonpyoLWmx BEHLOPOB
ﬂI/ILl,eH3l/Il/I perynatopos

KomnaHua asnseTcs nuueH3naTom
OCT3K Poccuun, ®Ch Poccun
1 MnHo6opoHbl Poccumn

OTcnexmuBaHne N3aMeHeHnn

Mepbl 3aWnTbl BCerga CooTBETCTBYIOT BCEM
HOBbIM 3aKOHaM W1 perfiaMeHTam

10



Crtpaxu

Crpax 1. CepBuc — 310 kabana, a TpaTbl HEBO3MOXHO NpefackasaTb

CepBI/IC MOXHO yBeJ'II/I‘-II/ITb/yMeHbIJJI/ITb NN OTKAKOHYNTL NPakKTU4YeCkKn B nobon MOMEHT

Crpax 2. Taxeno otkazaTbCs OT MPUBbIYHON MOAENN 3aTpaT
CAPEX ato HapgexHo, OPEX - pauroHansHoO

Crpax 3. Ecnun Bce cnomaeTcs, npoBanaep He NOHECET HNKAKOM OTBETCTBEHHOCTU

SLA, penyTtaums, KOMNeHcaums NpocTos, $UHaAHCOBAss OTBETCTBEHHOCTb

Crpax 4. CepBuc-npoBangep 3abepeT 4yacTb KOMNETEHUMN y WTaTHbIX MIB-cneumanncTos, n oHn
OCTaHyTCs 6e3 paboThl

Oa tak n 6yner

Crtpax 5. Bapyr y cepBuc-npoBangepa HET HYXHbIX IMLEH3NN N cepTudrKaToB

EcTb

PocTtenekom
Conap
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kocuctema Solar MSS

KoHTponb 3awwTa
o YA3BUMOCTEN OT CeTeBbIX Yrpo3 [ FortiGate
([ ouays } ' vm UTMm © Check Point
YnpaBneHune JawmTa
Haeblkamun NB SA WAF BEG-NPUNOXEHWIA
| AHTUOUWMHT = { PT AF I

LlndposaHune
KaHanoB CBA3U

C-Teppa LWnio3
AIMKLL «KoHTUHEHT»
ViPNet Coordinator HW

3auwnTa
r\fl):’(ilT S 0 I a r M S S SE(?\:—)HEKTPOHHOPI noYThbI SFortiMail

KoHTeHTHas
$unbTpaumd

3awwmTa Anti- CF
ot DDoS-atak DDoS
SRW Sandbox

3almileHHada /} Q\ 3awura
aneHHaqa pabota OT NPOOBHUHYTLIX Yrpo3
[KOMI‘IﬂeKCHDe pelieHve }yﬂ P PoA YTeIX ¥TP { Check Point SandBlast ]
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Unified Threat Management

CepBuUC 3alUnTbl OT CETEBbIX Yrpo3

PocTtenekom
Conap



Cepsuc s3awntbl oT ceTesbix yrpod (UTM) [Eiek

ObecneunBaet CEeTEBOro nepmMeTpa Npu NOMOLLM HECKObKUX
B3aMMOCBS3aHHbIX CPEACTB 3alUUTbl: MEXCETEBOrO akpaHa, IPS, aHTnBupyca, Be6- n cnam-eunbTpos

Pewaemblie 3apgaun
KomnnekcHasa 6opbba C ceTeBbIMM Yrpo3amMu

[MpuMeHeHne eguHbIX NOANTUK MHGOPMALMOHHOW
6e30MacHOCTW BO BCEN OpraHnsaumm

LeHTpanusauus goctyna B ceTb ans ¢unmanos
KpyrnocyTtoyHas 3awmTa OT atak

dunbTpauns Tpadrka n KOHTPONb NCNONL30OBAHUS
BEO-NPUNOXEHNN

Poctenekom
Conap

Kniouesbie npenmyuwiecTtea

BbicTpoe nogknioyeHne HOBbIX TOYEK

O6begnHeHne pa3pO3HEHHbIX PYHKLIMIN 3aLNTbI CETU
Bcerpa akTyanbHble HACTPOWKM U CUrHaTYpPbl
MrHoBeHHOEe npuMeHeHne eguHbix b-nonutmk

EpuHag cuctema ctatuctukm no VIb
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CpaBHeHMe cTonMOCTU BriageHus. Manas cetb marasumHoB

20 000 000
CpencTso AnnapaTHbin 18 000 000
3aWmTbl: MExCeTeBon 16 000 000
akpaH/NGFW/UTM 14 000 000 MopepHusauus/obHoBREHVE
obopynoBaHns
12 000 000
1 rnaBHbIM OPUC 10 000 000
Konunuectso N ¢ I
opnCOB: 8000 000 I
¢ 20 marasnHos I
6 000 000 |
MponyckHas 4000000 :
CMOCOBHOCTb C 2 000 000 |
BK/IOYEHHbIMU no 200 M6uTt/cek 0 l
(])yHKLMﬂMM 1ropn 2 ron 3ron 4rop 5ropn 6 rop, 7 ron,
6e30nMacHOCTM:
e TpaguuUMOHHAas 3aKyrnka ===CepBuc
Poctenekom

Conap 15



CpaBHeHMe cToumMocTun BnageHms. CpegHsaa ceTb Mara3mHoOB

AnnapaTHbIn

Cpepnctso .
3ALNATHE: MeXceTeBomn
' akpaH/NGFW/UTM

10 KpynHbIX

KonuuectBo +

odpuncos: 200 marnbix
MarasvHOB

[NponyckHas

CMOCOBHOCTbL C

BKJTIOMEHHbIMU po 1Téut/cek

OYyHKUMAMM

6e30nacHOCTU:

Poctenekom

Conap

120 000 000
110 000 000
100 000 000
90 000 000
80 000 000
70 000 000
60 000 000
50 000 000
40 000 000
30 000 000
20 000 000
10 000 000
0

MopaepHusauums/o6HoBREHWE
obopynoBaHus

1ron 2rop, 3ropg 4 rop, 5rop 6 rog, 7 ron,

=—TpapnLMOHHas 3aKyrnka === CepBuc
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Sandbox

CepBucC 3alunTbl OT
NPOABUHYTbIX Yrpo3

PocTtenekom
Conap



CepBucC 3aWunTbl OT NPOABUHYTbIX Yrpo3 (Sandbox) [Efck

CepBuc obecrnednBaeT KOMMIEKCHYIO 3alLMTy OT NPOABUHYTbIX U paHee HENM3BECTHbIX Yrpo3
, PYHKLUMOHMPYS KaK CaMOCTOSITENBbHO, Tak U B CBA3KE C CEPBMCAMMU

Pewaemblie 3apgaun KnioueBble npeumyliecTBa

O6HapyXeHne CNOXHO AeTEKTUPYEMbIX YrPO3 B MNopknioyeHne 3a 5 paboynx gHen

noyte n Beb-Tpadunke 5
AHanuna yrpo3 HesameTeH Ans nofib3oBaTenen

CHuxeHue 3aTtpat Ha NOCTPOEHME U N He BAMSIET Ha X paboTy

aKcnayaTaumio CUCTEMbI 3aLUMUTbI 5 5
besonacHbI gocTyn K cogepxumomy danna

MpoBepka CKPbITbIX Yrpo3 B 3amdpoBaHHOM yXe Ha aTane ero aHannaa

Tpaduke npotokonos SSL/TLS )
3awmTa oT 06x0aa, AeNCTBYOLLas Ha YPOBHE

PacwupeHnune Bo3amoxHocTen cepsmncos UTM un npoueccopa

SEG no npoTMBOCTOSHMIO akTyasibHbIM Yrpo3am
[eTannanpoBaHHble OTYeTbl 06 yrposax u

aHanmManpyemom Tpaduke

B ocHoBe cepBuca — nyywas necoyHmua
cornacHo ot4yeTy NSS Labs 3a 2019 rog

Poctenekom
Conap



CpaBHeHMe CTOMMOCTW BnageHus

lNponaBogutens:

PocTtenekom
Conap

Check Point

30 000 000

25000 000

20 000 000

15 000 000

10 000 000

5000 000

1rog

MopepHuzaumns
060pynoBaHus

2ron 3roa 4 rop, 5ropg

= TpagnLMOHHas 3aKyrnka === CepBuc

6 rog

7 ron
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Web Application Firewall

CepBuc 3aWmTbl BEO-NPUNOXEHNIA

PocTtenekom
Conap



Cepsuc 3awmtbl Be6-npunoxenmn (WAF) [Efck

O6HapyxuBaeT n bnokmpyet , KOTOpble NPOonycKkalT TPaAUUMOHHbIE
MEXCEeTeBbI€ 3KpaHbl U CUCTEMbl ObHapyxeHus BTopxeHun (atakmn OWASP Top 10, O-day, ataku L7)

Pewaemblie 3apgaun KnioueBble npeumyliecTBa

3awmTa ot atak n3 cnucka OWASP Top 10 BbicTpoe nogknoyeHmne HOBbIX TOYEK

(SQL-nHbekummn, XSS m 1. a.)
MNpUMeHeHne akTyanbHbIX HACTPOEK U CUTHaTYpP

3awmTa ot DDoS-aTak ypOBHS NPMAOXEHNN
CHuxeHune 3aTpar Ha NepcoHan n obopynoBaHme

BbisiBNeHne aHoManbHOro NnoBegeHns
M aTaK HyneBoro aHs KoHcynbTaumm no npuMeHeHuio cepeuca

3awmTa OT YI3BUMOCTEN BEOG-NPUNTOXEHNN

KpyriocyTouHbI MOHUTOPUWHT U pearnpoBaHmne

Poctenekom
Conap 21



CpaBHeHMe CTOMMOCTW BnageHus

18 000 000

16 000 000

14 000 000 O6HoBNeEHME 060pPYOOBaHUS
Positive 12 000 000

[MpownsBoguTens: .
P A Technologies

10 000 000
8 000 000
6 000 000

NpounazsogntencHocTb: 1000 RPS 4000 000

2 000 000

0

1rop 2roa 3ron 4rop 5rop 6 roa 7 ron,

= TpapnLMOHHas 3aKyrnka ===CepBuC
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JTInyHbIN KabuHeT Solar MSS - eguHoOEe OKHO

CTaTMCTUKa No pa3pelleHHbIM/3a6N0KMPOBaHHbIM 3anpocam

c 2\
| CBA3b C NMNYHbIM MEHEOXEPOM

TEXHNYECKOW NOAAEPXKKON

nOD,KHIO‘-IeHI/Ie HOBbIX CEPBNCOB
B B OOWH KNUK
‘I O 2 ‘I 3 6 25.03.2020 13:00 95450 (93,45%)
25.03.2020 13:00 3aénokuposamsie 6686 (6,55 %)

| Twbko HacTpanBaeMble BUOXETbI

| [eTanuavpoBaHHas CTaTUCTUKA
Mo aTakam 1 yrposam

4 T . N | WMHdopmaums o cTaTycax

nogrnncokK Ha CepBUCHI

| [TOHATHbIE OTYETDI
- J 015 NpencTasneHns pykoBoaCTBY

PocTtenekom
Conap 23



OT4eT no cepsucy

KOHOUIEHLIMANIEHO

t PocTenekom
Conap

OTYET MO PE3Y/LTATAM PABOTHI
CEPBVCOB MH®OPMALIMOHHOWM
BE3OMACHOCTY

B KOMMAHMW DEMO

3A MEPVOR C 21.06.2020 N0 22.06.2020

PocTtenekom
Conap

R e

LOAHHBIE CEPBUCA 3ALUUTLI OT CETEBbIX YIPO3
(UTM)

ceressix yrpos et y nepuserpa
" e nepcokan, W yCrpasesne aTax. B ocose
cepamca nexurr UTM — CPeACTE0 yHIHUMPOBIHHOR JSUITS OT YrPo3.
Mpumerenye UTM No3BOAET 05LEMHHTS PAIPOTHENHLE (YKL JBUINTS CETH, COIAATS SAWHYIO TONKY BLXOAS 8 MkTepHeT 1
s Tou

CTATUCTUKA TPAGUKA
Ha pacwe NOKa3LBAETCA AMHAMIKE BXOALIEND W MCKOAALIEND TPadwea 33 nepwar ¢ 21.06.2020 no 22.06.2020

TON NPUNCKEHNA NO OELEMY TPAGUKA

H pacua 32 nepuas M 100
3a nepuo © 21.06.2020 no 22 06,2020

24



OT4eT NO cepBUCY

KOHOWIEHLMATIEHO

Tpacomx 06:2020 o 22.06.2020

'Pomnemu KOHOUAEHLMANLHO
Consp
B otvere conepMTCR CTarucTika mmﬁm MHOPMALMOHHOR " P P
Solar MSS — (MSS) Pocrenexom-Conap.
3a nepwog ¢ 21.06.2020 no 22.06.2020
Unified Threat Management 3aWMTEI OT CeTeaLIX Yrpoa
noauzamm .05.2021 o o=
CBOOHASA CTATUCTUKA CEPBUCA UTM
BE3ONACHOCTL
OBHAPY)KEHHGLIX BUPYCOB SABNOKMPOBAHHBIX
0 3ANEPUMOA e 8'68 k SANPOCOSB 3A ﬁ;:lo;l
1 1 BTOPXEHMM 3A NEPVOLO O KPUTUNECKMX BTOPXKEHAN
3ANEPYOA
IKCNNYATALMA
2.509 6 SSZ ™o a== 245031 M6 1Seveo

PocTtenekom
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[[no6anbHbIN TPEHA

@ Secureworks

@ Trustwave

Verizon ..&mamec

@ i1

YnpaBnsemble cepBUCbl 6€30MacHOCTH

Capgemini ATRT

o
(MSS) - 6usHec Tenekom-onepaTtopoB O in® @

BAE Systems @ Centurylink

° @ Hlert Logic

Fujitsu @

ABILITY TO EXECUTE

> As of March 2019 © Gartner, Inc

PocTtenekom COMPLETENESS OF VISION
Conap 26



KoHTakThI

LleHTpanbHbin odpuc

125009 r. Mocksa,
Hukutckun nepeynok, 7ct

+7 (499) 755-07-70

info@rt-solar.ru

Y3HaTb nogpo6Hee unu 3akasaTb CepBUC

presale@rt-solar.ru

Poctenekom pr
Conap B 5




