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COBPEMEHHbIN MUP VXKE BOonee uem

NOOKMHOUEHHbIN

CErOAHA

Industrial Control Systems (ICS)
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HepaBHMe HanageHus Ha I“IpOI\/IbILLIﬂeHHbIVI

"é"l !% ";
2019 2021

2018

A.P. Moller Maersk Mondelez Saudi Aramco Norsk Hydro Oldsmar, Florida
Shipping & Logistics Food & Beverage Oil and Gas Metals & Mining Water Utility
Ransomware: NotPetya Ransomware: NotPetya OT-Specific Malware: Ransomware: TeamViewer Remote

Attacked twice in a year TRITON LockerGoga Access Breach
COST: $300 million COST: $150 million Undisclosed cost COST: $70 million
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blog talosintelligence.com

PoetRAT: TALes

RAT (remote access trojan) Ha Python, Sggﬁﬁéﬁr

HanpasneHHbli Ha cuctembl SCADA

Ncnonbl3oBaHue tembl COVID-19 RO ———

+ Azerbaijan government and energy sector likely targeted by an unknown actor.

- From the energy sector, the actor demonstrates interest in SCADA systems related to wind
turbines.

» The actor uses Word documents to drop malware that allows remote control over the victims

+ The new remote access trojan, dubbed PoetRAT, is written in Python and is split into multiple
parts

cisco SECURE ( ; 5 ¢ ates. All rights reserved. Cisco Pub



https://blog.talosintelligence.com/2020/04/poetrat-covid-19-lures.html

Henb34 3alnTUTb TO, UETO HE 3HaeLUb

MHOrme 3akasumkm He MMetoT
MOMHOW KapTUHbLIM MO
YCTaHOBNEHHOMY
obopynoBaHnto Ha OT-ceTn

.ICIIISIéIOI' SECURE ( Cisco and/or its affiliate | rights reserved. Cisco Publi

el
o[ o
¢« e

HeT yeTKoro MOHMMaHMS, «KTO-
C KEM-KaK» KOMMYHULMPYET B
OT-ceTtu

PelueHna no aBToOMaTU3aumm BHEOPAOTCSA B
TEUEHMM OONroro BPEMEHM 1 3aUacTyro 6e3
YETKOW MOMUTUKM YMNPaBNEHNS
6e30MaCHOCTbIO



lepapxusa noTpebHOoCTEN NpKY PearmMpoBaHMm Ha
MHUMOEHTHI

YT06bl 3aLLUNTUTL CBOU A

HM3HEC-aKTMBbl PeakLms Ha ‘ Mo>keTe nn Bbl NpuHATL NPOBEepPeHHble KOHTPMEPDI A/1f NPeoTBpaLLeHns
WMHUMOEHTHl OOMKHa 6bITh aTaku/BTOpP>KeHNs?

bbICTpas. MoskeTe nm Bbl HabtosaTh 3a A€NCTBUAMMU «NPOTUBHMKa» B PEXUME PeanbHOro
BPEMEHW BO BpeMs aTakv/BTOpP>XeHUs?

HUNT MoskeTe N Bbl 06HaPYXWTb yKe BHEAPEHHOTO «MPOTUBHMKA»?

MoxkeTe nm Bbl cOTpyaHMYATL C HaZeXHbIM MapTHEPOM, UTO6bI COpBaTh
camy aTtaky/BTOp>eHwue?

Korga mos «kpacHasa komaHga»

MMUTUPYET aTaky, CUCTEMA _ MoskeTe nn Bbl 06HapyXUTb AENCTBUA «MPOTUBHUKA» B BaLLen
OOMKHa ONpenenaTb ataki co cpepe?
« »

BCEX «(DPOHTOR _ KTo coBepluaet ataky? Kakune nx BO3MOXHOCTM?

MoxkeTe 1 Bbl TOUHO knaccMpuLmMpoBaTh pesynbTaTbl
ECcTb BOBMOXXHOCTb obHapyxeHus?
onpeaenvTb NPobnemMsl ¢

MoxkeTe nm Bbl 06HapyX1Tb HeCaHKLMOHNPOBaHHYO
CO6MOOEHVEM MOANUTUK AKTIBHOCTb?
KomnaHuu 1 He
EcTb v BU3yanusauus cBA3ell BalUX akTMBOB?

COOTBETCTBME NyYLLUNM

MNPaKTUKam
Mo>keTe i1 Bbl Ha3BaTb BCe aKTUBbI, KOTOPble
3awnuaere?

Source: https://github.com/swannman/ircapabilitie

alraln
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https://github.com/swannman/ircapabilitie

[ToenmyLiecTBa B3anmopgenctema IT n OT

BHegpeHne nyumnx npakTmnk
Brepperne SOC

®

HaBbiku B

KubepbesonacHOCTHU
CeTeBble 3HaHUSA
Monutnkn 6e3onacHocTn
JeTtekuna n peakums

®

[—— OTpacnesBble 3HaHUA
oT

3HaHKWSa NPoLEeccoB
KpuUTnuHble y3nbl
KoHdourypaums
060pynoBaHMS

Industrial
control
traffic

HenpepblBHOCTb NPOM3BOACTBA
OTanoHHas Mogenb NPOU3BOACTBEHHOM CETH

cisco S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



APXUTEKTYPA - STanoHHas Mogens [lepabto

«  Access control lists (ACLs)

IT ceTb U Aceess + Intrusion detection systems (IDS) and
RESTful AP SIEM (Syslog) ndustrial DMZ intrusion Prevention systems (IPS)
(HTTPS) ISE/DNA-C (PxGrid) - VPN services

»  Portal and remote desktop services
*  Application and data mirrors

*  AAAidentity services
*  Network management

) +  Asset inventory
Industrial zone )
*  Anomaly detection
Cyber Vision +  Plant-wide services

Center «  Traffic enforcement (plant to IDMZ, north/south)

«  Traffic Enforcement (Cell to Cell, East/West )

* QoS Prioritization
J—. Area zone . Sxp
*  Netflow

| | » Industrial deep packet inspection (DPI)
,,,,,,,,,,,,,,,, nter-cel ) ) . .
(ISA3000) Stateful firewall and intrusion prevention (IPS)
*  Hardware bypass
*  PoE/PoE+
+ Layer 2 NAT
«  802.1X
+  MAC Authentication Bypass (MAB)
Cell zone

*  Quality of Service marking
+  Netflow (IE3x00 and IE4000 only)
»  TrustSec tagging (IE3x00 and IE4000 only)

alvaln +  Edge compute (IE3x00 only)

cisco



OTanoHHada mofens [lepabko B peanbHOCTU

CYBER VISION @ Explore / Alldata ¥ / Purdue Model (beta) v & v @

~7T N
5) & Sep 11,2019 1:34:29 PM - Sep 11,2019 2:34:29 PM (1h) @LIVE o)

Reports

Alldata* v LEGEND

E
Events = |mportant
Control system behavior

Monitor ) IT Behavior

; ; TRELF L e R o B -
All components and activities === Network analysis \ < % =
= Others ¥ SN 0, DAO -2 - SRS R ]
A G- o8- B0 G0 ol g RS
Criteria Selectall Rejectall Default -8 o Q’ . Y oz
YVl Yy~ s =
& COMPONENT TAGS A D0 = PN HEG
SGTSGIRR - S e - v o
Components without tags o4e o5
» < Device - Level 0-1 g
» < Device - Level 2 { a, o ;u' N -
E- 26 - B - 0 o (-
» < Device - Level 3-4 L - - 2
» < Network analysis
»  Software
P System - = H
-
A~ ACTIVITY TAGS A e
o

Activities without tags
» < Control system behavior
» < Device - Level 2

» < IT behavior




Tunbl cUCTEM 0obecneyeHna 6e30nacHOCTU
cetem ACY TT1
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[louemy BaykeH aHanmMa Tpaduka Ha CEeTEBOM YPOBHE

Touka npocMoTpa Tpadumka
(DPI) umeeT 3HaueHue

D d
Purdue level 3 K

«  3epkanupoBaHue Tpaduka Ha
YPOBHE arperaumm aaet BMOMMOCTb
TONbKO B3aMMOOENCTBUS TUMNA
OnTmMManbHO «CeBep-tOm

BonblWMHCTBO AaHHbIX He
nokKaaeT npeensl auemnku ° 3epKanMpOBaHme Tpa(*)l/IKa Ha

YPOBHE AUelkK — 0Oporoe peLleHue

Purdue level 2

[loporo

CeHcop Ha ceTeBOM YPOBHE BUOUT
[ononHuTenbHoe
O60py,D,OBaHV|e, BblAeneHne BCe UTO I'IO,EIKTII'OLIGHO K CeTu
SPAN-Tpaduka

Purdue
level 0-1

cisco SECU RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



[louemy BaykeH aHanma Tpadouka Ha CETEBOM YPOBHE

RSPAN yeBenunuuaerT Jitter
Purdue level 3 [R5 - bnokuposaHue Head-of-line,
Bbi3BaHHOE Tpadomkom SPAN,
oTpULaTeNbHO BNUAET Ha
YYBCTBUTENbHBIN KO BDEMEHMN LMK
yrpaBneHus

RSPAN B ceTax LAN BnugeT Ha
NPON3BOAMNTENBHOCTb

Purdue
level 0-1

SPAN i

traffic

alraln
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[louemy BaykeH aHanmMa Tpadouka Ha CETEBOM YPOBHE

Cyber Vision Cen_ter

Welcorms b Ciucn ©ybar Ve

MOHUTOPUHI HA YPOBHE
cetu

= (CeHcopbl Cyber Vision Ha ypoBHe
CeTeBOro 060PyaOBaHNA

= HeT He06X0OMMOCTHN YCTAaHOBKM
HOBOIro 060PYOOBAHNSA

= HeT BAMAHMA Ha
Application-Flow | npon3BoONTENTbHOCTb U
@ Veronarroe BPEMEHHbIE 3a0ePXXKN B CEeTH

alraln '
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AKTUBHbBIV U [1aCCMBHbBIM ONMPOC YCTPOWCTB

OnpepnenseT yCTPOMCTBA 3a CUET NPOCNYLLUMBAHUS Tpaduka
* HeT B3anMMogencTBms C NPOM3BOACTBEHHBIMKW YCTPOMCTBAMM
*  CeHcopbl Ha ceTu NonyyaroT nHopMaumito 6e3 SPAN ceTtu

AKTUBHbBIN OMpPOC

*  /I3yyaeT NpOMbILLUIEHHBIE MPOTOKOMbI B3aMMOOENCTBNA 3a
CUET NacCKBHOIO Onpoca
«  CeHcopbl oTnpasnaroT hello 3anpochl Ans 06Hapy>KeHMS

YCTPOWCTB
* [lonyyeHne nogpobHO MHOPMaLMK 06 YCTPOMCTBAxX

3aMKHYTbIN KOHTY
obecneurBaeT
100% BMAMMOCT
0e3 nepeboen

‘ases’ SECURE



3aMKHYTbIN KOHTYP OenaeT akTUBHOE

OOHapy>KeHre 6e30MnacHbIM

Basic active discovery solutions scan
networks overloading devices with
ARP requests

@Tm
Qo
O

‘asco SECURE

Closed-loop between passive and
active discovery enables precise
and non-disruptive requests

Center knows the exact
1 protocol to use thanks
: to passive discovery




KOHTpOﬂb YUaCTHMKOB CETWN. MNMOJTHAA

MHBEHTAPNI3aLNA

ABTOMaTMUECKOE onpeaeneHne Bcero
obopynosanua (IT u OT) BHYTpU ceTu

CO0op gaHHbIX MO BCEMY 0O0PYA0OBAHMIO

rpyI'II_IVIDOBKa YUYaCTHNKOB CETH

MeTagaHHble (Tarm) no Ka)xaomy
060PYyNOBaAHMIO M ero B3aMMOAENCTBUIO
C OPYrMMM yUacTHUKaMK CeTu

il
cisco

O6becneueHuve 3aWwmThl
SNEMEHTOB MHAYCTPUANbHON

ceTu

May 29, 2018 3:16:34 PM

Jun 20,2019 4:16:34 PM

66 Components

Component

) Dell
192.168.105.241

B0 149.178.42.70

B&H 232.108.116.18

B AMBRE
B 1016116254

@ SIMATIC 300(1)

8% 10504

8| owst

i 239.192.24.4

B Hirschmann
192.168.1.254

) Fisher 10.4.0.14

() WIOT-1F903A

W f02: 1:fffb:3b4b

(=] 1M151-3PN

Group

Maintenance

Yokoge

ntumVP

Manuf 10

(1y22d1h) ® LIVE

First activity

Apré,

Oct 5,

Apré,

Apré,

Apré,

Apré,

Apré,

Apré,

2017 10:5%:14 PM

2017 6:03:16 PM

2017 10:58:44 PM

2017 10:58;

58 PM

2017 10:58:44 PM

2017 11:29:22 PM

2017 10:58:45 PM

2017 10:58:45 PM

15,2017 6:03:14 PM

Oct 5,

Apré,

Apr 6,

Apré,

Apré,

2017 6:03:14 PM

2017 10:58:44 PM

2017 10:58:45 PM

2017 10:5%:14 PM

2017 11:2%:22 PM

Lastactivity *

Jun18,

AM

Jun18,
AM

Jun 18,
AM

Jun 18,

AM

Jun18,
AM

Jun18,

AM

Jun18,

AM

Jun18,

AM

Jun18,

AM

Jun18,
AM

Jun18,

AM

Jun 18,

AM

Jun18,

AM

Jun 18,

AM

2019 12:23:34

2019 12:23:34

2019 12:23:34

2019 12:23:34

2019 12:23:34

2019 12:23:34

2019 12:23:34

2019 12:23:34

2019 12:23:34

2019 12:23:34

2019 12:23:34

2019 12:23:34

2019 12:23:34

2019 12:23:34

@Explore / Alldata =

192.168.0.1

239.192.24.4

192.168,1.254

10.40.14

105022

F02::1:7fb:3b4b

192.168.0.2

34:17:ebid1:c9:97

20:6b:f5:62:7:80

01:00:5e:6c:74:76

00:24:9b:08:43:6f

00:22:25:21:0:86

00:0e:8c:84:5b:36

84:87:69:¢

dd:ae:52:aa:dc:93

01:00:5e:40:18:04

ec:74iba:03:98:6b

1e5:1f:92:54

3:33:7:1: 3k

08:00:06:8b:f6:16

Component list ¥

Tags

Read Var , # Write Var ,

# Engineering Station , 4 Remote access

DS Server, # Public 1P

# Multicast, @ Public 1P

Windows
Read Var , 4 Write Var ,
Wireles: Sdule, < DeltaV

Read Var , 4 PLC

Read Var , 4 DINS Server , # Time Server

Windows ,  Deltav’

Read Var , € Write Var , & Windows ,

eltav

#Multicast, #Public 1P

Time Server

Read Var , # WriteVa

Read var , € Write Var, < Daltay

#Multicast, #Public 1P

10 Medule
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16071

Vuln
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KOHTPOMNb B3aMMOOENCTBUM

Onpenenenns BCEX CBA3EM M B3AMMOOENCTBUM
MeXay YYaCTHMKAMK CETH
[HeTekuUmsa HEe HY>XXHBIX KOMMYHMKALNA N
: - =
YCTaHOBKa T3roB Ha BCe KOMMYHMKaLMK ONs | ¥
oo R0 = o Ml e
yrpaLleHnsa aHanmaa Ry —
_— >\ =6l
EENS
\.g.\ S \‘\k
PexxrM OHNanH 1 NPOCMOTP 3armcu ==
- 8/S. - - Y Pl
E o [SIAE - T - ]
G 6 o @D. 0 :

NHCTPYMEHT CEerMeHTauumn 1 3aLlmThl CETH

il
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Map Expert

CYBER VISION

Reports

Events

Monitor

Search

il
cisco

5]
All data
All components and activities
Criteria Selectall Rejectall

@ COMPONENT TAGS
Components without tags
» < Device - Level 0-1
» < Device - Level 2
» < Device - Level 3-4
» & Network analysis
»  Software

»  System

v ACTIVITY TAGS
Activities without tags
» < Control system behavior
» < Device - Level 2

» < IT behavior

Default

@ Explore

Alldata v

Sep 11,2019 1:30:09 PM - Sep 11, 2019 2:30:09 PM (1h) @LIVE

>

LEGEND

Map - Expert ¥




"(ll's'élc',' CYBER VISION @ Explore / Alldata ¥ / Map-Expert ¥ [@3 |~ e v
@ Sep 11,2019 1:32:29 PM - Sep 11,2019 2:32:29 PM (1h) ®LIVE ) < X
Reports S7 300 Cell 19
All data » LEGEND “,,M,g i
B p:-
Events A MAC: 00:1b:1b:02:c4:87
( ‘ Siemens e:97:d7
Monitor i s 10 from my Auto Rob
All components and activities
Sanrer * ? = o ? L 08 OF OF O 0 B8 R A B AR [ X - T Manut - Engonarn ¥ MAC: 00:1b:1b:0e:97:d7
earch
Criteria Selectall Rejectall Default L = o — SR
e acs. m‘ a Mainterar » B Sep 11,2019 1:50:37 PM i Sep 11,2019 1:50:37 PM
3 % = - U0 R meom
£ COMPONENT TAGS N 2N d MM
'IVAK m
A s Tags Profinet, = Profinet DCP
Components without tags Tl
» < Device - Level 0-1 A 9m Corg ¥ S
o = Goe ~ o ]
» < Device - Level 2 q‘a/" -° oY ? o e
» < Device - Level 3-4 $ ! { L 3 >
» & Network analysis | ia ) e
»  Software | !
» * System =/ o s : b8y s - is] £ o 2 « B3
| o i\ s A ® BB @ A (B)
A~ ACTIVITY TAGS A = . : SRR - Y - TR 1 o
I = o %
- L D D
Activities without tags e bl |
) d
» Control system behavior 1
» < Device - Level 2
Q

T
!

» < IT behavior f

@ 15800 ' 1.01MB

il
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MeTagaHHble Onda aHanmTUKm

XapaKTepuUcTMKM YCTPOMCTBA 1 ero
B3aMMOJENCTBUA TPAHCIMPYIOTCA B TarK and
0BNEeryeHHoOro aHanmaa u KOHTPons
nonb3osaTtenem

O6LLMI A3bIK, HET NPUBA3KN K BEHOOPAM

He Hy>KHO 6biTb 3KCNEepPTOM B MPOTOKOMaxX as
MOHUMAHKMS KapTUHbBI PaboThl CETH

ABTOMaTMYeCKas NPuBA3Ka K MHDOPMaLMK Mo
YCTPOWCTBY M €ro aKTUBHOCTM

HoBble Tarn MOXHO gobasuTb 1 yepes RESTTu
API

YBUOETb aKTMBbI N UX B3aUMOLOENCTBUE B
YHUMOULUMPOBAHHOM doopMaTe

il
cisco

181 COMPONENT TAGS

Components without tags

v

-

v

Device - Level 0-1
10 Module (3)
Wireless 10 Module (2)
Device - Level 2

# Citect Alarm Server

# Citect 10 Server

@ Citect Report Server

# Citect Trend Server

# Engineering Station (3)

# Master

¥ pLc(9)

# SCADA Station (3)

# Slave

# Train

Device - Level 3-4
Admin Server (1}
DNS Server (2)
Database Server
Email Server
File Transfer Server
HTTP Client
Historian
Host Config Server (3)
Key Management Server
License Management Servi

Log Server

¥ & Network analysis

-

# PortScan

# Port Scan Target

# PublicIP(19)

Software
Active Directory
CadeSys
DFs
Lotus notes
Microsoft Exchange
NSIS
NetLogon
Pl Osisoft
WINS
WM
WinRM
Windows (10)
Windows Audio
Windows CSP
Windows Connection Mai
Windows DTCPing
Windows File Protection
Windows Messenger Servi
Windows Metwork DDE
Windeows Plug and Blay
Windows SCM
Windows SecondaryLogos
Windows Task Scheduler

Windows WebClient

Vv ACTIVITY TAGS

Activities without tags

Control system behavi

Block Download
Control action (1)
Controller Info
Controller Name
Data Push

Device Init (1)
Diagnostics
Emergency Braks
Firmware Download
Firmware Update
Force Variable
Heartbeat

Hot Reboot

Insert Program
Installed Modules
Memary Formatting
MNetwork Configuration
Operational change
PLC Clock

PLC Reservation
Password Change
Program Download (4)
Program Upload (2)

Programming CPU

v

IT behavior
Active Directory Replication
Admin (1)
Antivirus
Authentication (1)
Database
Emai
Host Config (11)
IT File Sync
IT File Transfer
Key management
License Management
Log
Net Management (3)
Met Routing
Ping (10)
Power Manzgement
Printer Manzgement
Procedure Cal
Praxy
Remote access (1)
Streaming
Time Management (9)
VPN
Web (3)
Windows DFS Replication

Windows Discovery

¥ $F Network analysis

# Authentication Error

# Broadcast (81)



Icnonb30BaHWE NPECETOB

OuNbTPbl ANA NPOCMOTPA HYXKHbIX rpymmn
UMM TUMNOB JaHHbIX HA OCHOBAHWW TAroB

Pasbop 60nbworo o6bema gaHHbIX

[epencrnonb3oBaHMe NPeceToB ApYrMMu
NoMb30BaTENAMM

[peponpeneneHHble NpeceThl BHYTPM
CUCTEMbI, BOBMOXXHOCTb CO3AaBaTb CBOM

@Dokyc Ha TO, UTO BaXXHO

il
cisco

il

Presets

@ Explore / All Presets v

Network qu Asset nt Communications man: agement Security Control system integrity  Basics
Low volume & Unestablished & Multicast/Broadcast
Connections traffic only
# Low Volume
LAY blished € Mul # Broad
Microsoft Windows Microsoft Flows ) IPV&

stations

Windows Task Scheduler WinRM

Windows Messenger Service

OT Flows

Netwark Configuration

DeltaV protocol LonWorks

OT components a

communications

DNS IT File Transfert
OPC-DA 1Pv6
Remote access © - Control System
Engineering Flows
DCE-RPC Remote access
# Remote Admin Server Start CPU Block Download
Operational change
IT components o

Massively
Connected
Components

IT Infrastructure
Flows

Process Control
Flows

Write Var Re:



KOHTPOMb YA3BMMOCTEN YUACTHUKOB CETU

S aL e
T i
% : @ @ 234 Vulner
= ABTOMATUUECKMN KOHTPOMb MNPOrPaMMHbIX U ' I
arnnapaTHbIX YA3BUMOCTEM ] . 0 457
B et Vunesasisty in SBAAT

= [leTanbHasg MHGOPMaUMS MO KaxXOom
YASBMMOCTH

= BCTpoeHHasa 6a3a JaHHbIX, MOMOMHAETCS
Cisco Research Teams

e Deceaen © g

7.8
Ncnonb3oBaHWe NyulumnXx NpakTuK
obecneyeHusa 6e30nacHOCTHU
mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmm s
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[leTanbHasa MHPOPMaLMS MO KaXkgoMy YCTPOMUCTBY

CBOWCTBa YCTPOWCTB

KapTa B3auMogencTBms

N3meHeHne nporpamm PLC

[lepeMeHHble

asco SECURE

MOHWUTOPWHI BCEX MPOLIECCOB
W NapameTpoB

Variables accesses

Variable
>M20

vM21

> M80
>M8.1

>M82

Component

SIMATIC 300(1)
P-192.168.0.1
00:0e:8c:84:5b:a6

B Addtogroup (3 Create group

@ Basics @ Security A~ Activity

Properties  Tags

Properties

siemens AG A&D ET

ame:CPU 315-2 PN/DP

vV 2.5.8

3

£ 6ES7 315-2EH13-8ABO

S C-VIRS834720@7

Types Accessed by
2 components (2 accesses)

2 components (2 accesses)

Siemens 192.168.0.10

READ SENTRYO-XP-1

2 components (2 accesses)

READ 2 components (2 accesses)

2 components {2 accesses)

E Apr 6,2017 11:29:22 PM

La i # ReadVar,
E May 26,2019 12:21:13
AM

& Automation

FLC

First access.

Apr6,2017 11:29:22 PM
Apr 6,2017 11:29:22 PM
Apr 6,2017 11:29:22 PM
Apr 6,2017 11:29:22 PM
Apr6,2017 11:29:22 PM
Apr 6,2017 11:29:22 PM

Apr 6,2017 11:29:22 PM

v LEGEND
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