OpraHunsaumns npoueccoB 6e3onacHoOm
Pa3paboTKN N TUNOBbIE POV YHACTHUKOB

Amutpuia LLimonnos,
PykoBopguTtenb otaena 6esonacHocTu
NpOorpamMmmMHbIX NPOAYKTOB

lkaspersky



Agenda

Y10 ecTb Be3sonacHasa pa3paboTka

(SDLC)
* Ponun e pamkax SDLC
* [lpouecchl n npakTNKn

* NlHcTpymeHTapui



Kaspersky: pazpaboTka B undpax

lkaspersky



PaspaboTka B JIK: undpnl 4

B Microsoft ) Linux

* Bce nnatdopmbl OC (1 paxke ./
android m

AAAAAA

L |

ASTRAMLNUX  \acOS

* MHO>XeCcTBO A3bIKOB NPOrpaMmmMmnpoBaHNS S
asperskyOS*

cneunduUveckine) n pasHboie NX BEPCUn

" PROGRAMMING
" JavaScnpt LANGUAGE

* VicnonHsaemblin kop, HaunHas ot aapa OC ¢, C#
3akaH4mnBas Web nnmn makpocamum excel G+ - pgthonm
€\ & 0



Paspa6oTka B JIK: umdpsi 5

* ~800 paspaboTumnkoB

* >200k cTpoK KOpga MeHAETCS
€>XXerogHo

* ~70 npoayKTOB (MPUIOXKEHWNIA)

Ha nopaepIkKe
* 100+ KpynHbIX penn3os

NPOAYKTOB €)XerogHo



PaspaboTka B JIK: undpnl

~ 100 nameHeHUn B geHb

03:28:20
02:46:40
02:05:00
01:23:20

00:41:40

00:00:00 oo LI &
06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00

— Succeeded Current: 01:24:11 Failed Current: 00:07:38 — Cancelled Current: 00:04:45
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SDLC - unkn 6e3onacHoii pa3paboTku

2. REQUIREMENTS

1. Core Security
Training

Requirements

Gates/Bug Bars

and Privacy Risk
Assessments

2. Establish Security 5.

3. Create Quality 6.

4. Perform Security 7.

3. DESIGN

> 4. IMPLEMENTATION 5. VERIFICATION 6. RELEASE

8. Use Approved
Tools

Establish Design
Requirements

Execute Incident
Response Plan

14. Create an Incident
Response Plan

11. Perform Dynamic
Analysis

Perform Attack 9. Deprecate Unsafe 12. Perform Fuzz 15. Conduct Final

Surface Analysis/ Functions Testing Security Review
Reduction

Use Threat 10. Perform Static 13. Conduct Attack 16. Certify Release and
Modeling Analysis Surface Review Archive

OTHOocUTeNbHasi CTOMMOCTb yCTpaHeHus ownbok/ysa3BMmocTeii

30
25

20

15

10

Tpe6oeanus/
ApxutekTtypa

MNocne
BbiMycka penvaa

KoauHr TecTuposaHue Pewenne o penunse



kaspersky



SDLC. JTiogu n ponn 10

* KomaHpa paspaboTkn
* MeHep)xep npoekTa
* ApxntekTopbl

* PaspaboTumnkn

» Security champion
* MeHep)xepbl NPOAYKTOB

* QA (koHTpONb KauecTBa)

* OTpen 6e3onacHOCTN NPOAYKTOB



SDLC. Jliogu n ponn — Security Champion

* Security champion — k1o oH?

HaxoaunTtcs BHyTpn KomaHAabl
« Kak npaBunio apxmTeKkTop Ui BenyLnii
pa3paboTumk
3HaeT 06 usmMmeHeHunsax
[MpoBoaNT NpepBapuTenbHbIA aHaNN3
6esonacHoCcTH

[puBnekaeT oTaen 6e3onacHOCTN NPOAYKTOB

n



SDLC. JTiogu n ponu. Security Champion. CnoBo ckentukam.

* Cepbé3Ho? Ham pa3paboTumnkoB TO He xBaTaeT...

* 3OTO He BaKkaHcus. OTO porb.
* [pexe ero B3aTb? BY 3bl X He BbinycKaloT.

* BblpawmBaTtb BHYTpU. BoBnekaTb.
« Kak moTtmBupoBaTb?

« Xopowwin kop, = 6e3onacHbIii Koga.

IE',aTb BO3MO>XXHOCTb CcAe/laTb KOO XOpPOLUNM.

p

12



SDLC. JTiogmn n ponu. Security Champion. C yero HauaTb. 13

NpeHTudmnumpoBaTb BCe N3BECTHbIE PUCKN
(KkomaHAabl UX 3HAIOT)
* OnuncaTb apXUTEKTYPY — HANTU HOBbIE PUCKW

* He AyMaTtb O CTOMMOCTU NCnpasneHnd Ha 3TOM s v /

aTane, NpuopnTeE3npPOBaTb chammon
* [locTapaTbcs onucbiBaTb PUCKN 6e3 NPUBSA3KM K s \ .
v

peannsaumm — NPoCcTO CyTb NpobiemMbl

 CospaTb security backlog



SDLC. Jliogu n ponn. Security Champion. O6pa6oTka pnckos. 14

Bnapeney npopykra:

* Bblgenntb KBOTY Ha UcnpaBneHnua 6esonacHoOCTH
Ecnun Hy>xHO — 3anpocunTb y pykoBoacTBa.

*  OUuUEeHNTb CTOMMOCTb KOHKPETHbIX UCMPaB/IEHNIA

« 3annaHnpoBaTb NCNpaBneHns B banxkariwmne

pennsbl

* WmeTb nnaH b (cpoyHblie 06HOBNEHNS, Hanpumep)



kaspersky



SDLC - unkn 6e3onacHoii pa3paboTku

2. REQUIREMENTS

1. Core Security
Training

Requirements

Gates/Bug Bars

and Privacy Risk
Assessments

2. Establish Security 5.

3. Create Quality 6.

4. Perform Security 7.

16

3. DESIGN

> 4. IMPLEMENTATION 5. VERIFICATION 6. RELEASE

8. Use Approved
Tools

Establish Design
Requirements

Execute Incident
Response Plan

14. Create an Incident
Response Plan

11. Perform Dynamic
Analysis

Perform Attack 9. Deprecate Unsafe 12. Perform Fuzz 15. Conduct Final

Surface Analysis/ Functions Testing Security Review
Reduction

Use Threat 10. Perform Static 13. Conduct Attack 16. Certify Release and
Modeling Analysis Surface Review Archive

OTHOocUTeNbHasi CTOMMOCTb yCTpaHeHus ownbok/ysa3BMmocTeii

30
25

20

15

10

Tpe6oeanus/
ApxutekTtypa

MNocne
BbiMycka penvaa

KoauHr TecTuposaHue Pewenne o penunse



SDLC. [lokymeHTbI

HasBaHue pokymeHTa

PykoBopacTBO no paspaboTke 6e3onacHoro nporpaMmMHoro obecneyeHus

Mpouecc Secure code review

Secure coding guideline (checklist)

Mpouecc mopgenupoBaHus yrpos

MHcTpykuma pna Security Champion no npoueccy MmogennpoBaHns yrpos

I'Ipou.ecc cTaTn4yecCcKoro aHaamsa koga

I'Ipou.ecc ANHaMn4yecKoro aHasjimsa Kkoga

I'Ipou.ecc NCrnoJib3oBaHN4g CTOPOHHUX oubnnoTtek

Mpouecc pas3uHr TecTMpoBaHUS

Mpouecc ynpaBneHus ya3BMMOCTSMM

I'Ipanma npoeepgeHunda TeCctnpoBaHngd Ha NPOHNKHOBEHWEe

17



SDLC. O6yueHue 18

Require- Design Implemens Verification Release Response
ments tation

SDL. BeopHbivi kypc Bce
PaspaboTunkun, Pykosoantenn komaHga,
BesonacHad pa3spaboTka C/C++ P A Y A A
PXUTEKTOpbI
PykoBoauTenu komaHa, ApxuteKkTopbl, Securit
MopennpoBaHune yrpos Y A A PP P Y
champions
. PykoBoauTenun komaHa, ApxutekTopbl, Securit
Fuzzing Y A A Ap P Y
champions
BesonacHocTb Web npunoxxeHnuii Bce

PaspaboTtumkn, PykoBoauTenn komaHp,
ApxuTekTopbl
Paspa6oTtuunkn, PykoBoauTtenu komaHa,
ApxuntekTopbl

BezonacHocTb MOBGUNbHbBIX I'Ipl/lﬂO)KGHI/IVI

OcHoBbl KpunTorpadum



SDLC. O6yueHue

https://itsecgames.blogspot.com/

https://owasp.org/www-project-snakes-and-ladders/

https://owasp.org/www-project-security-shepherd/

https://owasp.org/www-project-cornucopia/

T

19

[ [4

dcua &
NULL Life
arusello o
androide ©

OWASP Cornucopia

an extremely bugqy web app |



SDLC. O6wume TpeboBaHus 20

==
ation

Basic security requirements

Secure communication

Prevent local privilege escalation

Mitigate risks of sensitive data disclosure

Up-to-date third party software

Perform static analysis

Perform dynamic analysis

Mitigate network vulnerabilities (incl OWASP's Top 10)

SDL procedures completeness



SDLC. MoagenupoBaHue yrpos

21

Data Flow Diagram

MeToponoruu:

1 STRIDE Lol Validate user
2. DREAD

3. PASTA RM, o

4. Kill Chain % Account ]os
5. OWASP S

6.

data

STATIC
PekomeHpauuu rypy: -

1. KoHueHTpupoBaTbcs Ha BaXXHbIX NPOAYyKTax/Mmoaynax
2. OnucbiBaTb 1 06CYyXAATb UBMEHEHUS

3. Pucosatb Anarpammbl, CXeMbl, aeasibHO — apXUTEKTYpPY (Ha AoCKe,

6ymare, roe ynobHee)
3apaBaTb BONPOChHI «a YTO eCnn»
NpeHTnédunumpoBath puckmn 6e3 npuBsa3kn K peannsauuu

ok

STATII!NERV
elevationot
privilege

THE VALL VALUE OF
THREAT Moﬂmmﬁ

i//”"

m D1n FOREWORD BY
P 010"”“““- HOWARD SCHMIDT;, -
; 1, 00110101101 ) B

Query s
) . 01011010900101g1 65011
..... mixed? R . et T S
mages efc f 040100101Q101044010§ : :
?roa(ucfs PQODUCT Load produc ¢ R\\ MO&ORE :

by Tim Wi
and Loren:

modeling

designing fr security




SDLC. MoagenupoBaHue yrpos 22

Training e Imple.m ent Verification Release Response
ments tation

OcHoBHble aTanbl:

1. CospaHue pnarpammel (DFD, sequence, etc.)
1. paHuubl poBepus

2. CywHocTtn

3. MoToku paHHbIX

4. XpaHunuwa

2. OnucaHue »
MoTenumansHsii puck

CYLLHOCTEMN:

NHTepddeiicnl n36bITOYHasa NOBEPXHOCTb aTaku

MapcuHr aaHHbIX BbINOJIHEHWE 3/IOHaMepPEeHHOro koaa (B T.4. yaaneHHoe)
CeTeBoe B3anmopeiicTene packpbiTe faHHbIX, NepexBaT ynpasneHns
N3ameHeHne okpy)xeHns nokasnbHoe NoBbileHNE NPUBUIETUA

XpaHeHue AaHHbIX pacKpbiTe gaHHbIX



SDLC. AHann3s ncxogHoro Kkoga 23

ments tation

C6op apTedakToB peBbIO U MOCTPOEHME OTYETOB O MOKPLITUN

+120-10

WITH REVIEW WITHOUT REVIEW

60 0 :

+90-13

Q
REVIEWED +1221-385

100% Q

I \ith review [ VVithout review s

Q
+242 -87

Q

=

Q

+34-15

Q

+458 -3872

o

+154-59




SDLC. NHcTtpymeHTbl. CTaTnvecknii aHanus 24

ments

B VirtusiDub - Microsoft Visusl Studso (Administrator) e Q Al B x
DIE DT VEW PROECT BULD DESUG TEAM TOOIS TEST ANAUZE PVSSTUDIO WINDOW HELP signin Y
o-c @ -cmw «| P tocal Windows Debugger ~ g - IR

maincpp = X

& vdics

NHcTpymeHTb!I:

~]© creste varsinon

mdre -] (Gobal Syope) =
DAURD CUr_10 = !(ar‘(_l?\ +
\ <

@ o-ea® os-
pioe p-

do { \
if (cur_id != soﬁus_nkxvz\t‘
if (!find_xlator_by_id16

DriverPtrTranslator *d

#include <stdlib.h>

‘«Free SAST», google it
* Clang
* GitHub code scanning ) ) ——

.

° Llnt Iv‘"*q -l ‘ 10 } else if (op == '-') {
BRSO Levels 412 248 330 Amigers GA OF 64 G5 33 o £ 44 4\ VirtusiDubp . - Taking false branch -

« etc.. e RE e )

result = left - right;
return result;
} else if (op == '*') {

& - Taking faise branch |

result = left * right;

°[1naTHbIE:
* Coverity (synopsys) s =
- SVACE (UCI PAH) o e

17 result = left / right;
* etc..

18 return result;

2
3
4  int calculator(char op, int left, int right) {
5 int result;
if (1(dpt = new Driver .
dpt->prev = NULL; ! 3 (o =LA
dpt->next = active_ope

dpt->id16 = cur_id; . = Takng felom e —

CraTtuueckuin aHanusaTop Ao/MmMKeH paboTaTb Ha
Ka)kAOoM KOMMUTE

Community &


https://t.me/sdl_static

SDLC. NHcTpymeHTbl. CTaTnyecknin aHanus. Svace/ 25

ments

SVA C E B LlVI ¢ pa X: B8 Delivery / CoreTech Builds performance <3

Asgard jobs duration

MpoaykToebii kog ~1.5 M SLOC
KomnoneHnTbl ~10 M SLOC
3rd party kog ~40 M SLOC

04/01 04/08 04/16 04/23 05/01 05/08 05/24 06/01 06/04

~ 4 yacoB Ha cbopKy npoaykTa

Asgard jobs duration probability

12 + issue Ha pa3BuTne PpyHKUMOHana / ycTpaHeHne owmnbok

Mpeano>xeHus no 6opbbe ¢ false positive

Community &0


https://t.me/sdl_static

SDLC. NHcTpymeHTbl. lnHamnuecknii aHanms 26

NHCcTpyMeHTbI:

8 Application Yerifier 4.0
Eile Edt View Help

L3 To use AppWerifier select an application to test (Ctrl+A), dhick the checkboxes next to the tests, and exec
= properties and bogs. To stop kesting an application chick Ctri+D. For more detailed information see the Help

*Application Verifier

— Applications ~ Tests
Mame =) Basics
Ia Frooramm.axe [ Exceptions
[wiHandles
[v]Heaps
Clear All Applications [w! InputCutput
% . = — [wLocks
* - sanitizer (address-, memory-, etc.) i e ey
Disable All Tests [ Threadpoc
Restore Defaults WITLS
-] Compatibility
[ |Low Resource Simulz
[ Luafriv
#-[ I Miscellaneous
[ [ ]Printing

*Driver Verifier

Soes

Community &,



https://t.me/sdl_dynamic

SDLC. NHcTtpymeHTbl. CoobwecTBO 27

T

o

O6wue Bonpochl

AnHamnueckuin aHanns, ¢pasnHr

o

) CraTtuuecknin aHanuns


https://t.me/sdl_dynamic
https://t.me/sdl_static
https://t.me/sdl_community

SDLC. CHuxeHne puckoB ucnonbsoBaHna OpenSource 28

ments

[Mpoueccer:

1. lMpoBepka Ny6ANUHbIX y93BUMOCTE
2. MMpuopuTtezauns
3. lNepepaua 3anpocoB Ha ucnpaesneHns B NPOAYKTbI U

KOMMOHEHTbI
1. SLA=1peHb

O &L M

bilities and Exp

[MpoAyKTbl, KOMMNOHEHTbI, CEPBUCHI:
1. YcTpaHeHue ys3BuMocCTeN,
obHoBNEeHne 6ubnnoTek

open source



SDLC. VIHcTpyMeHTbl noucka ayTeHTMPUKaTOPOB B Koae 29

* Kopa copepxut ayTeHTndUKaATOPbI N NAPONN AN NMHTErpauumn ¢ BHELLHNMIN

cncremMmamnm

* B Balwlem opraHmsauumm HeT HUKaKUX naponeii B koae? — Bbl olmnbaeTech

| Has Work ltems @ Has comments
* CucTtema noncka no Kopy  wowosie @@ - O Secrets

B8 devices |E| a 7/ mongodb: //<user>:<password>@hostname.com:<port>/database-name?ropt:
* Machine learning pBm>xkok =« G T

iz m@‘@llil i [] std::cout << "my-devices.net Password: " << std::flush;
i VIHTeran,Vlﬂ C CI/CD > W Crypto ll‘ ‘l”ll Date of finding: 06/15/2021 21:28:21

> W8 Data |I| [] options["password™] = "";
® O6pa60TKa p,ed)eKTOB ” W Foundation o Date of finding: 06/15/2021 21:28:20

> ms 8=

[] _proxyPassword = password;
> mJWT (14 0]

Date of finding: 06/15/2021 21:34:48



SDLC. TectupoBaHue 30

e

O Cases count:

NMpoaykToBbie TecTbl

Bonee 10 000 TecT keiicoB
Bonee 8 500 TecToB npoBepsieTca 3a penus
[o 14 pHeln - nporoH ¢ pukcnpoBaHnem pe3ynbTaToB

Pe3ynbTaTbl NPOX0XXAEHUSA TECTOB NepenaloTcs B
KomMaHay cepTudukauvm

OCHOBH ble T“nbl TQCTOB: ci_smoke_bvtpvi_testappscr_unit - KES Status Count

Automated 3653

Waiting for approval 59

* End To End TecTbl

 IOHUT TecThbl
* NIHTerpaunoHHbie TeCTbI

Planned 0

Not Automated 0

Rejected 21

Rework 323
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Require-
ments

Implemen-

Verification Release

Training Design

tation

*BugBounty nporpamma
*[Tnatpopma Hackerone
o $100 000 sosHarpaxpaeHue

|1 Hacktivity Directory Inbox Hacker Dashboard Program Dashboard Program Settings Job Board

Launched on Sep 2015

Kaspersky is the world's largest privately held vendor of Internet security solutions

for businesses and consumers. Bounty splitting enabled ()

http://www.kaspersky.com -

@kaspersky

Reports resolved Assets in scope Average bounty AVEragE Response Time 5 days
186 - - {\3 Bookma

Average Triage Time amonth
Policy ~Hacktivity Thanks Updates(0)
Average Bounty Time 23 days
Policy Response Effic
Average Resolution Time
Because security is the critical to everything we do, Kaspersky launched its public bug bounty program August 1, 2016, and ® 100% of 9

in 2018, the company updated the program in accordance with its Global Transparency Initiative . We recognize the value Meet response

that security researchers can provide in helping us maintain the high standard of security and privacy for our customers. Based on last 90

This includes coordinating vulnerability research, mitigation, and disclosure. This policy outlines Kaspersky's definition of Total Bounties

Average Bounty
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- Require- Implemen- T

Vcnonb3oBaHue
l1abyioHOB

C JoKkasaHHoM
6e30nacHOCTbIO

JoBepeHHbIi

8 8 £ 5 8 = 8 © o v » = = w = -3
g o iB
E Y i
: ] :

B

8 &4 £ @ 8 2 & s ® v @ m o~ w = e 93

£ iB

g 2
H

N3onauuq YMeHblueHune
AOBEPEHHOIo Koaa ANOBEPEHHOro Koaa
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HepoBepeHHble KOMMOHEHTHI
N30JIMPOBaHbl, OHU HE BNUSIOT
Ha 6e30MnacHOCTb

Bbicoko-poBepeHHble
KOMMOHEHTbI, NOBbLILLAIOT
LLeSIOCTHOCTb JaHHbIX

JloBepeHHble KOMMNOHEHTHI
N30JIMPOBaHbI N Tenepb
paboTaloT TONbKO C BbICOKO-
LeNTIOCTHbIMU JaHHbIMW
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Training e L 0t Verification Release Response
ments tation

4.5 CgoncTBa be n, 1e Mogenkio

Onepauml upgrmde, KoTopasi JIOJDKHA BBINOJHATECA B peaJIEHOH CHCTEME TOJBKO

B K k O S JIOBEPEHHBIMH CYILHOCTAMH, IOIPAa3yMeBaeT OTCYTCTBHE HH(OPMAUMOHHBIX IIOTOKOB K
a S pe rS y M Onen b M a HﬂaT H O ro 00bEeKTy, YPOBEHb LIENOCTHOCTH KOTOPOIO NPEMONAragTes NOBLICHTb. B poTuBHOM ciiyuae

MCTOYHHK TAKOro PIHd)OpMaLlHOHHDI"O TOTOKA MOXET CTaTh MEHEE LIEJIOCTHBIM, YEM NPHEMHHK.

B pEEJIBHOﬁ CHCTEME JUId FApaHTHH OTCYTCTBHS TAKHX [OTOKOB HCHONB3YIOTCH CIECIHANBHBIC

Ko H T p on 9' L'.en O C T H o C T M H a O C H o B e cpezietBa (Hanpumep, kpuntorpaduyeckue). Takue cpe/icTBa HE PACCMATPHBAKTCA B PAMKAX

sMojenu. [TodroMy TpH aHANM3E MOJETH HAa TPEAMET CBOFCTB GE30MACHOCTH, KOTOPHIE OHA
0DeCreunBaET, MBI PACCMATPHBAEM TONBKO TAKHE BEIYMCICHHS CHCTEMBI IICPEXOJOB, Ha

pa C I_IJ M p e H H o ﬁ M oﬂen M E M 6a KOTODBIX JIOBEPEHHBIE CYIIHOCTH HE BRINOJHAKT ONEPALHH, KOTOPhIE MOIYT HapyIIHTh
LENOCTHOCT CHCTEMBI.

Haszosem bes P u op &) i O
P @ x TaKHe BB CHCTEMBI  TIEp TS, nHa
KOTOPBIX P CYIHOCTH He YIOT upgrade.

Teopema 1 n0Ka3kIBaeT, 4T 1HGO BC i) IIOTOKH Halpas/IeHsl 0T He

5 e 3 O I-I a C H O C T b p a C LIJ M p e H H O ﬁ M o‘u.en M MeHee LeIOCTHBIX E}’LLEH())([;E;P? x:)ﬁl-bfwma 6o pacmnpeHHe 30HBI 38XBATA KOHTPOJIS HOCHT

CTPOTO OTp: 3aKTIOYACTCS B TOM, 4TO B JTOM CIy4ac B
MHOKECTBE 3aXBAUCHHBIX KOMIIOHCHTOB BCEIJid YXKE€ MMCEETCS CYLIIHOCTE C YPOBHEM

ﬂ O K a 3 a H a M aT e M a T M q e C K M s::ﬁ}c{z;::}:m?‘;);ﬁznso :!I:E[g{ H;;ilzl:{u(b;m)fploo}!)l.lm LENOCTHOCTH KOMIIOHEHTa, K KOTOPOMY

(usilty”)

3axsayeHsl He 3axgayersl

Secure by desigh MOXHO NpUMeHUTDb
KO BCen cucrteme

Puc. 10. Ocpanuvenue pacuaupenus 3o1sl 3ax6ama Konmpeis
Fig. 10. Restriction of the area of compromised components
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| CERTIFICAT

ATE

ZERTIFIKAT

TOV

AUSTRIA

CERTIFICATE

Certification according to |IEC 62443

Security for industrial automation and control systems
Part 4-1: Secure product development lifecycle
requirements (IEC 62443-4-1:2018)

In accordance with TUV AUSTRIA SERVICES procedures, it is hereby certified
that

Kaspersky Lab JSC
Leningradskoe sh. 39A bid.2
125212 Moscow

Russian Federation

applies a secure product development lifecycle in line with the above standard
at a maturity level of 3 for the following scope

Kaspersky Industrial Cybersecurity for Networks

Based on inspection report: AU-20042706
Initial certification 2020-08-01
Valid until 2023-08-31

Certification Body
at TUV AUSTRIA SERVICES GMBH Vienna, 2020-09-01

This was in with TOV AUSTRIA SERVICES auditing
and certification procedures and is subject to regular surveillance audits.

TUV AUSTRIA SERVICES GMBH  DeutschstraBe 10 A-1230 Wien  www.tuv.at

040008201 |
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Bonpochbl?

SECURITY IS

EVERYONE'S
RESPONSIBILITY

OAmutpuia LLimonnos,
Dmitry.Shmoylov@kaspersky.com

PykoBopguTtenb otaena 6esonacHocTu
NpPOrpamMmMHbIX NPOAYKTOB

lkaspersky



