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Ucnonb3osaHue Mitre Att&ck ana nposepeHuna apdpekrmsHoun
OUEeHKn Kubeppuckos ¢ yuetom nuHdopmaumm o6 MHUMAEHTAX,
aTaKax U yA3BUMOCTAX
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OueHKa pUCcKos

Yaule Bcero, oLeHKa PUCKOB UCMOJIb3yeTca ANA peLleHus
3a4au:

1. [lns 3aKpbITUA PErynsaTopHbIX TpeboBaHUi

2. B KauecTBe perynaTopHoOro pblyara ans
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CsA3b ¢ apyrmumn Mb npoueccamu

Threads = Techniques !?

C KaKMMM npoueccamm MOXKHO yBA3aTb MPOLLECC OLLEHKN PUCKOB:
1. BobiABneHue ya3BuMoOCTEN

2. MOHUTOPUHT UHUMAEHTOB

+ AOMNONHUTE/NIbHO
1. Threat Intellegence

2. TecTMpoBaHMe Ha NPOHMKHOBEHME
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BanAHMe yA3BMMOCTU Ha BEPOATHOCTb

YA3BMMOCTb — NPUYMHA BOSHUKHOBEHMA Yrpo3bl.

Mpumep:

Vulnerability Adversary Behaviors fLrom MITRE ATT&CK®

{

T1190 T1552 \
CVE-2018-17900 T1078
) allows (Exploit Public-Facing enables (Unsecured leads to .
(Unsecure Credentials) Application) (Valid Accounts)

Credentials)
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BanAHMe MHUMAEHTOB Ha BEPOATHOCTb

NHUMAEeHT — cneacTeme peanmsaumnm yrposbi.

Mitre
att&ck
3N10yMblLWNEHHUK
Yrposa MHMupeHT
Ya3pumoctb ¢ SOC

Mcnonb3oBaHMe eauHOM 6a3bl yrpo3 NO3BOJIUT NPOBECTU HONee KOPPEKTHYIO OLEHKY OLLEHKM PUCKOB.
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Tl

[naBHana uenb NpoLecca ynpasaeHMa yrpo3amm — obMeH OnNbITOM O TOM, KTO W KaK aTaKyeT Apyrme KOMNaHuUu.
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MpumepHO 25% MHANKATOPOB coAEepPHHKaT ONMUCaHMe aTaku, rPYNNUPOBKN UAKN UHYIO aTpubyuuio
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CTaTncTMKa 3a HoAbpb 2021
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LleneBaa cxema
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[lpenmyLlecTBa

1. bonee 3dpPeKTUBHbLIN pacyeT BEPOATHOCTU BO3HUKHOBEHMA YrpPO3bl.
2. OnpepeneHue aKTyalbHbIX Yrpos

3. bBonee ToyHOE onpeaeneHme akTyanbHbIX Yrpo3 cnocobcTeyeT adpdheKTUBHOMY pacnpene/ieHnto pecypcoB
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benakos N.A.
bia@bspb.ru

Cnacmbo 3a BHMMaHue!




