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Top 10:2025 List

1. A01:2025 - Broken Access Control

2. A02:2025 - Security Misconfiguration

3. A03:2025 - Software Supply Chain Failures

4. A04:2025 - Cryptographic Failures

5. A05:2025 - Injection

6. A06:2025 - Insecure Design

7. A07:2025 - Authentication Failures

8. A08:2025 - Software or Data Integrity Failures

9. A09:2025 - Security Logging and Alerting Failures
10. A10:2025 - Mishandling of Exceptional Conditions
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// Policy @: Any User can create a list
// and see what lists they own.
permit(
principal,
action in [Action::"CreatelList",
Action::"GetOwnedLists"],
resource == Application::"TinyTodo");

// Policy 2: Admins can perform any action.
permit(

principal in Team::"admin",

action,

resource in Application::"TinyTodo");

// Policy 4: Interns can't create task lists.

forbid(
principal in Team::"interns",
action == Action::"CreatelList",

resource == Application::"TinyTodo");

// Policy 1: Any User can perform any action
// on a List they own.
permit(principal, action, resource)

when {
resource is List &&
resource.owner == principal
3

// Policy 3: A User can see a List
// if they are either a reader or editor.
permit(
principal,
action == Action::"GetList",
resource)
when {
principal in resource.readers ||
principal in resource.editors

¥

Fig. 2. Cedar policies for TinyTodo
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src.repeat_n(label: "step", n: 5.., |src: &mut Source<'_>| {
src.select(

label: "api_method",

variants: BUGAZOO_API_METHODS,

|src: &mut Source<' >, variant: &str, _| match variant {
"signup" => client.signup(sxc),
"login" => client.login(sxc),
"logout" => client.logout(sxc),
"create_ticket" => client.create_ticket(sxc),
"add_ticket_tag" => client.add_ticket_tag(sxc),
"assign_ticket" => client.assign_ticket(src),
"create_filter" => client.create _filter(sxc),
"list_tickets" => client.list_tickets(srxc),
_ => unreachable! (),

[

)5
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fn logout(&mut self, src: &mut Source<'_>) -> Effect {
let (user_ix: usize, token: String) = match self.choose_logged_in_user(src, label: "logout_user") {
Some(state: (usize, String)) => state,
None => return Effect: :Noop,

o

let effect: Effect = match self.http.post_empty(path: "/logout", token: Some(&token)) 1
CallResult::0k(()) => %
self.users[user_ix].token = None;
Effect::Success

3

CallResult::ClientExrroxr(_) => Effect::Change,
%
self.check_sql_log(context: "logout");
effect
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