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dokyc 6onee 75% aTakKk HanpaBNEH Ha BEO-NPUNOXXEeHUS

< > Web Application

Application Servers Database Servers
Operating Systems Operating Systems Operating Systems

CeTb

Firewall sawmiwiatoT oT ceTeBbIX aTak,
noptbl 80&443 OTKPbIThI

CurHatypbl IPS onpepensitoT ToNbKO U3BECTHBIE YIPO3bl:

BonblIoe KOMMYECTBO NOXHbIX cpabaTbiBaHuit
HeT 3awuntbl SSL-Tpaduka
®  HeT NpuBA3KMU K NPUIOXEHUIO UMK NOJb30BATESIO

Firewall [IPS
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YTO MHTEpeCcHO 3N10yMbIlLNIEHHUKaM?

Kpaxa nepcoHanbHbIX AaHHbIX 1 4PYrou
KOHdUAEeHUManbHON nHbopmaumnm

XuwieHue aeHeXHbIX cpencTe nonb3oBaTenen

ATaku Ha nosb3o0BaTesiel canTa NyTeEM 3apa)keHus
CTpaHuL, caiiTa BUpycamm 1 pasMeLLLEHNS CCbISIOK,
COAEPXALWMX NHCTPYMEHTbI B3/lOMa

MoHn)xeHne No3numn pecypca B NOUCKOBbDIX
cuctemMmax

N HapyLeHne PeEKTaMHON NOMNTUKN NYTEM
MaHMUNYyNaUuMn c Kogom canTa

HapyweHnue paborocnoco6HocTu Be6-
NPUNOXXeHWN!, BKNoYas yaaneHue Nimn ncka)xeHune
dannos, 6a3 gaHHbIX 1 T.M.

MopmeHa copgep)xaHua cTpaHuy (pasmelleHne
NPOTUBO3aKOHHOIO NN NTOXXHOI0 KOHTEHTA,

B TOM 4ucne, noaaesibHbiX HOBOCTEN,
HenpaBWUIbHbIX LeH Ha TOBapbl, TOXKHOW
KOHTaKTHOM nHdopmaumn, agpecos
3N1EKTPOHHOM NOYThbl U T.4.)

BbinonHeHne MOLWEeHHNYeCKUux neﬁCTBMﬁ
OT Nnua nonb3oBaTenemn

BoTHeT akTMBHOCTM (peknamMHbIn BrogXeT yxoauT
Ha Heuenesble KKK, conBaroTca

aHaAJIMTNYECKNE METPUKN MO npop,a»(aM)

MpoHukHoOBeHUE B UHDPACTPYKTYpPY
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Komy Hy)Ha 3awuTta ¢ nomouybio WAF

Bce BEPTUKanu Ou3sHeca, ncrnonb3ywuine NHTepHeT B Ka4eCTBE Cpebl B3aMMOOENCTBUS
C noJsib3oBaTtesniaAMn N 3aka34ynmkamu (CaVIT, Be6-npmno>|<eH|/|;| 4yaTbl U T.Ll,.)

BusHec-npouecchl NOCTpoeHb! (ONTUMU3NPOBaHLI) Grarogapsi Be6-npunoxeHusm/cantam
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Bce 6usHechbl UHTEPHET-UHOYCTPUMN, UHTEPHET
T3K, npeanpustus MarasuHbl 1 pasfinyHble cailTbl (UrpPoBbIE,
pa3BneKaTesibHble, HOBOCTHbIE U T.4,.)
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NMpuuuHa noasneHuna WAF Premium

Mpepnocbinku:

O6bI4HO cepBUC-NpoBaiepamMy NPefoCcTaBASETCA UHCTPYMEHT unbTpaummn
B 30Hy OTBETCTBEHHOCTW HE BXOOMT 3KCMNJlyaTaLumsa peLleHnsl, MOHUTOPUHT U pearnpoBaHNe Ha aTakun, BHECEHWE NpaBu
6NOKMPOBKYU

Y10 mbl npegnaraem B KomnnekcHou ycnyre WAF Premium:

1. KoHpurypuposaHue

YnpaBneHue koHbuUrypaumnen sawmiiaembix Be6-npunoXKeHni.

ToHKasa HacTpoKrKa NPoxoXxaeHnsa Tpaduka Yyepes y3nbl GunbTpauum ¢ y4eTom cneundmrkm 3awmaemMblix
BeO-npunoxeHnn

2. 9kcnnyaTtauua

BbisiBneHne noXKHbIX cpabaTtbiBaHUII MEXaHU3MOB GUNbTPaLMN U KOPPEKTUPOBKA NPOoduna 3aLunThbl.
AkTyannzdaums npoduns 3awmTtbl ¢ y4eTom cneundurkm tpaduka.

MacwTabnpoBaHne KOMNOHEHTOB NO MEPE POCTa Harpy3kun Ha BEO-NPUNOXeHME.

3. MOHMTOPUHI U pearnpoBaHue Ha UHLUUAEHTbI

MOHUTOPVIHI 1 pearnpoBaHne Ha UHUMAEHTbI B pexume 24/7.

MpepocTaBneHne 0TY4ETOB NO 3adNKCUPOBAHHBIM MHUMAEHTAM 1 00paLleHNsIM B TEXHUYECKYIO CNY>X0y no 3anpocy
3aKa3uuka.
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chH KLNOHaJIbHbIE BO3MOXHOCTMN yCnyrm

Heuntpanusauyua puckoB us cnucka OWASP TOP 10

WAF Premium 3agencTtByeT pasHoOOpa3Hble MEXaHU3MbI 3aLLUThI
— OT CUTHATYPHOro N ANHAMNYECKOro aHann3a Tpaduka
00 HacTpauBaeMbix NpaBun 6e3onacHoCTr

MNpepoTBpawieHne 60THET-aKTUBHOCTHU

WAF Premium onpepensiet n 6noknpyeTt NnoA03pUTENbHYIO
aKTUBHOCTb Mo undpoBoMy oTnevaTky bpaysepa — Habopy Takux
NPM3HaKOB KakK 4aCOBOM NOSC, B KOTOPOM HaxoguTcs
Nnonb3oBaTesb, a TaKXe A3blK, CMMCOK pacLUMpPeHNiA

n Bepcus bpayaepa

BoisaBneHune yﬂ3BI/IMOCTeI7I U npeporepalleHne nux
AKcnnyaTauum

WAF Premium BbISIBNSIET y93BUMOCTU C MOMOLLbIO MAaCCUBHOMO
CKaHepa, a MeEXaHN3M BUPTYasibHOro NaT4MHra no3BongeT
onepaTMBHO NpenoTBpaLlaTh 3KCNyaTaunio HangEHHbIX OWNOOK,
He [0XNpasch Cnegyrowero penmnsa Bedb-npunoXxxeHns

NMoBepeH4YecKkut aHanus

WAF Premium 3awumuiaeT oT atak MeTogom nepebopa (brute-force)
1 ckaHnpoBaHus kaTanoros (dirbusting) no umeHam dainos

Ha cepBepax BeO-NpunoXxXeHuin. 3Ty 3agayy BbINOMHAKOT
TEXHONOrMY NOBEAEHYECKOrO aHaNn3a, KoTopble 0OHapYXnBatoT
aHoMmarsibHOe NOBELEHME, N aNrOPUTMbl OFPaHNYEHNS YacTOTbl
3anpocos (rate limiting)

BbissBNneHMne nonbITOK UCMNOJIb30BaHUA
CKOMMNPOMETUPOBAHHDbIX YYE€THbIX 3anucemn

WAF Premium npepgoTBpalyaeT aTaku Tuna credential stuffing,
NCMonb3ya cOOCTBEHHbIE Ha3bl AaHHbIX N HACTPanBaeMble NpaBua
Koppenauumn
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MpuHUMnbI paboTbl ycnyru

* Tpaduk nonb3oBaTenei, NOCTyNaLWNA 3aKa34MKy U3 MHTEPHETA 1 HanpaBfiEHHbIN Ha 3aWMLLaeMoe BED-NPUNOXEHNE, NPOXOOUT Yepes
yanbl punbtpaumm WAF Premium

* Bxopgsawme 3anpocbl MPOBEPSAOTCS B COOTBETCTBUM C HACTPOEHHON NONUTUKOM 3awwnTbl. Ecnn oHn copepykaT B cebe cnepbl Beb-aTaku
(BpemoHOCHOI akTUBHOCTHN), TpaduK NoMeYaeTCs Kak 3N10BpeaHbI 1 bnoknpyeTcs, npexae YeM AoCTUYb BEO-NPUNOXEHUS

ﬁ? . |o+
3110yMbILWNEHHUK .
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laaS ®3-152




#CIo0dMTS

OcHOBHOM BONpoOC KnveHTa — Bnagensuya UCIMAOH

Mo>kHO nn B Poccum nonb3oBaThCA «06Ma4HbIMU TEXHONOrMAMMNY
npu 06paboTke NePCOHaNbHbIX JaHHbIX?

«HAA»
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Peanunsauua UCIMNOH: nnocbl 06navHoOro peweHus

Peanu3auunsa Ha co6¢cTBEHHOMN
UHudpacTpykType

Bbicokue €ONHOBPEMEHHDbIE 3aTpaThl
N CTOMMOCTb Bl1agEHNA

YHUKaNbHOCTb Ka)Xa0i cuctemMbl 3awwmTbl MNOH

Honrunii cpok peanuaauun (NpoeKT, NoCcTaBKa,
BHegpeHne)

HeobxogumocTb MOHUTOPUHIra n N3y4eHNnA
3aKOHOOaTEJIbCTBa

HeobxopgnmocTb pa3paboTku JOKYyMeEHTaLMn
Ha UCMNOH

HeobxognmocTb MMeTb B LUTaTE
BbICOKOKBaJ'IVICI)VIU,I/IpOBaHHbIX cneunanncTos

Peanu3auunsa Ha o6na4yHomn
NHdpacTpyKType

Hunskue €O0NHOBPEMEHHDbIE 3aTpaTbl U CTOMMOCTb
BnageHnA

OTpaboTaHHOE TUMOBOE peLleHnEe
B 0bnayHom nHdpacTpyKType

OnepaTtuBHOE pa3BepTbiBaHue (0T 1 HS)
MOHUTOPUHI 1 obecneYyeHne COOTBETCTBUSA
3aKOHOJATENbCTBY — 30HA OTBETCTBEHHOCTM

ncnonHuTend

Bce HeobxoguMble WaboHbl JOKYMEHTOB
npenocTaBnseT UCNONHUTENb

CepTudurumMpoBaHHbIE CMeunanncTbl UCMOMHUTENS
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MpepocTaBneHne B NoNb30BaHWUE BUPTYanbHOM
UT-uHpacTpyKTypbl, YOOBNETBOPSOLWEN TPeOOBaHNAM
3akoHogaTenbcTBa PO no 3awmTte uHpopmauuu, ans pasMeLLeHns

Iaa S 152 ¢3 MHGOPMALMOHHbIX CUCTEM NEPCOHASbHbBIX AAHHbIX KNUEHTa
|

BesonacHasa obpaboTka NepcoHanbHbIX JaHHbIX B 3alULLEHHOM

%k ok %
obnake, NONHOCTbIO COOTBETCTBYOLWEM TpeboBaHnam P3-152

<T——m Q
B0o3MOXHOCTb 3akntoyueHUs opuLuanbHOro OTaenbHbIA 3aLULLEHHDbIN
AOroBopa-nopy4eHus Ha o6pa6oTky NAOH aTTecToBaHHbIN cerMeHT obnaka gng
1 MOMOLLb B MOArOTOBKE HEOOXOANMOIA pasMeLleHNss MOLHOCTEN 3aKasymnKka 1

OOKyMeEHTauum obpaboTku MNOH
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YTO nonyyvyaeT KJINEeHT
B 3awuuwieHHomMm cermeHnTe #CloudMTS

lapaHTuio BbIMONHEHUSA TpeboBaHUN ° ° C3W n CK3U gna peanusaunmn UCMOH Ha ypoBHE
21 npukasa dCTIK BUPTYasbHbIX MaWWH U NIOKaNbHON BbIMUCTIUTENIBHOIA
Ha YpOBHe CPefCcTB CBA3K CETU N0 CXEME apeHSbl
1 nHdpacTpyKTypbl — aTTecTar
Ha obnako (Ha npoaykTbl laaS)
Habop TUNoBoii JOKYMeHTaLmu, ® ® MoanepykKy B Cryyae NpoBEAEHNS MPOBEPOK

yacTHyto mogenb yrpo3 ang UCIOH B obnake PKH, ®CT3K
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SOC
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Security Operations Center (SOC)

SECURITY
OPERATIONS

CENTER

LleHTp o6ecneveHus 6e3onacHocTu (SOC) obbeamHaeT TexHonornm (NporpamMMHbIe 1 annapaTHble) 1 ntogen ana obecneyeHms
KOMMMEKCHOW 3alunTbl OT KMOEpPyrpo3 Nnpv NOMOLLM MOHUTOPUHIra U pearupoBsaHus (B pexume 24 /7)
Ha cobbITua (MHUNAEHTbI) nHPopmaumnoHHon besonacHoctu (UB).
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Llenb u cocTtasnsawwmue SOC

SOC 3aHumMaeTcs KoHTponeM 3awuTtbl UT-MHOPaCTPYKTYpbl U CHUXEHUEM PUCKOB, SocC

3a CYeT NCMNOoNb30BaHNS 3KCNEPTOB KMbep-6e30nacHOCTM N COBPEMEHHbIX

TEXHONOrn 06HapyXXeHns, aHannsa u NpefoTBpaLLEHNS UHUNOEHTOB

(cuctem SIEM - Security information and event management 1 TexHonorui 8 =>8 § % ﬁ

knbep-passenku Threat Intelligence) Q rr-':>
Jlrogn TexHonornm [Npoueccol

SOC cTpounTcsl Ha 6a3e TEXHONOrMM MOHUTOPUHIa U pearupoBaHns Ha Yrpo3bl,
nopaepxmeaetca nogbmm (cneunanuctamm VIb) n no3BonseT KOHTPoONMpPoBaThb
npoueccbl UB, koTopblie HauMHaTCsA ¢ 0OHapy)XXeHUs yrpo3 1 3akaH4YMBaTCs
X NpefoTBpaLLEHNEM.
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NMpo SOC MTC

C 2005 ropa

cywecTByeT
KopnopatusHbii SOC

C 2016 ropga

npenocTaBAseM ycnyrum
Kommepyecknm
3aKasyukam

KnueHTbl

HECKOJ/IbKO OECATKOB
K/TMEHTOB B Pa3/INYHbIX
chepax oeaTeNnbHOCTH

CoTpyaHMKHM

BbICOKOKBaNNGULUNPOBaHHbIN
wrat coTpygHukos SOC

SOC

OAMH N3 KPYNHEenLwmnx
SOC He Tonbko B Poccun,
HO 1 B EBpone

SIEM

peannsauns KpyrnHoro
npombliwneHHoro SIEM
Kak cepBuc

JinueH3ua

nuueH3ng PCTIK T3KN N22012
Ha yCnyrm no MOHUTOPUHTY
NHPOpPMaLMOHHO
6esonacHocTu cCpeacTB

1N cuctem nHdpopmaTmsayun
(NYHKT «B»)

700 MmnH.

obpabaTtbiBaeTcs
okos10 700 MJIH. cobbiTui
B CYTKU

24]7

MOHUTOPUHT
N pearnpoBaHue Ha
NHUMOEHTbI 24 /7

CepTtudukar

Ceptundukart ISO 27001
«[pepocTtaBneHue ycnyr
MOHUTOPUHIa N pearnpoBaHus
Ha NHUMAOEHTbl MIHGOPMALMOHHOWN
be3onacHoOCTU»
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Uepapxusa sawmrtbl ¢ nomouwbio SOC

OTpenbHble MHCTPpYyMeHTbI VIB obecneymnBatoT 3alimTy oT NPOdUbHbIX YaCTHbIX Yrpos,
O[HaKO He 3alMLLaI0T 3aKa34MKa KOMMNJIEKCHO OT MHuMpeHToB UB

KoHTponb cobbitnin UT n Ub-nHppacTpyKTypbl B pexnme
24 Ha 7 (KomnieKkcHas 3awmnTa)

Habop cuctem 3awmtbl - aHTUBMpPYC, firewall, 3awmrta
oT DDoS-atak, WAF n gp. (MHCTpYMEHTbI 3aL4nThl)

YpoBeHb knueHTckon T nHpacTpyKTypbl 1
npouna3BoacTBa (npeamMeT 3aLymnThbi) WndpacTpykTypa UT
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Kynun SIEM - nonyuun SOC?

SIEM 570 TexHONOrus, KOTopas NO3BoNIET CObUpPaTb CObLITUS 6E30NaCHOCTN C Pa3INYHbIX
MCTOYHUKOB (B TOM yuncne cpeacTs 6esonacHocTun), obpabaTtbiBaTb M XPaHUTb UX.

SIEM HE BKJIKOYAET:
CoTpyaHUKOB No 6e3o0nacHOCTHU
Mpouecchbl, cnepaywoWMX HanpaBneHUn:

. Mopaepxka nHopacTpykTypbl SOC;
. MOHUTOPUHI cobbiTUIA Be3onacHoCTY;
. PaccnepoBaHne MHUMOEHTOB;

. [NocTosiHHOE ycoBeplweHcTBoBaHne SOC.



#ClomdMTs FTOCCONK

O6HapyxeHve. [lpeaynpexaerve. JlMkenaauus .

NMopkniwo4vyeHue K TOCCOMNKA

[NocTosiHHOEe ycoBepweHcTBoBaHne SOC. MTC asnsietca KopnopatuHbiM LeHTpoMm FocCOMKA
(FocypapcTBeHHasa Cuctema O6Hapy)xeHus, MpegynpeXxaeHnua u NMKBMAaLuMmn nocneacTBumn
KomnbloTepHbix ATak)

Bo rnase FocCOMKA ctont HaunoHanbHbI KOOPOUHALMOHHBIN LLEHTP MO KOMMbIOTEPHbIM
nuunpgeHtam (HKLLKW)

CybbeKTbl KpuTnyeckom nipopmaymoHHon nHppactpyktypbol (KUN) o693aHbl coobwats HKLLKU
O NPON30LEJLWNX KOMMNbIOTEPHbIX NHUMaeHTax (PegepanbHblil 3akoH 0T 26.07.2017 N2187 d3

«0 besonacHOCTM KpUTU4eckon nHbopmaumoHHo nHbpacTpykTypbl Poccninckon epepaumn»)

flBnseTca pononHUTEeNnbHOM onuuen npu noaknoyeHnn SOC
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Tapuduxkauyna n Habop onuyumn SOC

B ocHOBE CTOMMOCTN yCNyru NEXUT KOIM4ecTBO obpabaTbiBaeMbix cOObITUI
(Events per second - EPS)

. B kauyecTBe BONONHUTENDbHbIX ONLMN (B COCTaBe KMeHTcKoro goroeopa SOC):
. KOHTponb yI3BMMOCTEN BHELWIHENO NepumeTpa / CKaHMpPOBaHNE Ha YI3BUMOCTH
. [NpoBeneHue aHannsa u paccnegosaHug nHumaoeHtos b

. MopknioyeHne K FocCONMKA
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AHppeu lNacTtyxoB

MeHepyxep presale #CloudMTS

+7 921 858 96 61

andrey.pastukhov@it-grad.ru
www.cloud.mts.ru



http://www.cloud.mts.ru/
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Y3HaBaunTe nepBbIMU:

* 0 HOBUHKaX N OOHOBMEHNAX NPOAYKTOB
#CloudMTS

e 00 aKTyanbHbIX MEPONPUATUAX

* 0 MOocnegHNxX Ba)HbIX cObbITUAX MecsALa

[logonnwnTechb Ha PaccbinKy:
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Cnacub6o!



