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PenTUHI KOHTpUbBLIOTEPOB B PostgreSQL-15 no gaHHbIM Enterprise DB

Postgres Professional B
Tponke nuaepos!
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UccnepoBaHua «BaHunbHoOro» PostgreSQL

Projects Using Scan  Abou Community | “popovgiposigresproduy

PrOJeCtS On Ccverlty Scan Did you know Coverity Scan found XSS security vulnerability in

PostgreSQL_REL_16_STABLE 1,825,268 C/C++
Postgres 1,203,170 C/C++
Postgres Pro 1,323,387 C/C++
C O B nttpsy/coverage postgresgl.org w ©@ L @ f =

4] Wmnopr saknagok.. @) HauansHan crpanmua  $F Yacto nocewwaembie m PostgreSQL: Security ..~ ¥ Most Visited @) Getting Started ¥/ RSS-newta HosocTeii... W RSS-newta Hosocteii.. @) Comments on Busnec.. @) Mopran sakynok » [ Apyrue saknagx

LCOV - code coverage report

Current view: top level Hit Total Coverage
Test: PostgreSQL 18devel Lines: 408928 515934 79.3 %
Date: 2024-09-22 09:11:47 Functions: 24669 27616 89.3 %

Legend: Rating: | medium: >=75%  high: >=90 %

. Diretoy | = LineCoverage$ = | Functions$ |
contrib/amcheck I ] _— 96.2 % 51/53
contrib/auth_delay (S— Y B )
contrib/auto explain  — 89.3% 92 /103 100.0 % 6/6
contrib/basebackup to_shell —— 86.5 % 90 /104 100.0 % 14714




UccnepoBaHua «BaHunbHoOro» PostgreSQL

oss-fuzz / projects / postgresql / fuzzer / (&

‘ DavidKorczynski postgresql: fix build (#8963) B e04e7b4 . 2yearsago  \L) History
Name Last commit message Last commit date
[N Makefile postgresql: fix build (#8963) 2 years ago
O dbfuzzc [Postgresgl] Added initialization parts to fuzzers (#4357) 4 years ago
Y fuzzer_initialize.c postgresql: fix build (#8963) 2 years ago
D json_parser_fuzzer.c [PostgreSQL] Fix startup crashes (#4430) 4 years ago
D protocol_fuzzer.c postgresql: fix build (#6570) 3 years ago
0 simple_query_fuzzer.c postgresql: fix build (#8963) 2 years ago




O Kagpax

° Hy>KHbIX creunasimcToB HY>KHO BblpallBaTb CaMM

[ IyBOKOE NoOHUMaHMe KoAa M MPUHLUMMNOB PaboTbl HEOOXOANUMbI A/14
NpoBeaeHNA CTaTUYECKOro aHanmsa 1 ass3nHra



O caHuTansepax

$ CC=clang-11 CXX=clang++-11 CFLAGS="-fsanitize=address” CXXFLAGS="-
fsanitize=address” LDFLAGS="-fsanitize=address” ./configure --enable-tap-tests --
enable-debug

==1998448==ERROR: AddressSanitizer: odr-violation (0x000002c157a0):
[1] size=1 "trace sort’' src/tuplesortil.c:130:7
[2] size=1 "trace sort’ tuplesort.c:131:7

OPPEKTUBHO MOMOraeT HaxoAUTb NPObEMHbIE MeCTa



DEREF_OF_NULL.RET.ALLOC

Checker_severity: Normal
Checker _reliability: High

CTaTM yecKu ﬁ aHanus DEREF_OF_NULL.RET.ALLOC

Reviewed by: k.baranov
postmaster.c

Hy>Ha kBanupukauma senior Svacer link

Message:
Pointer '&port->remote_port[@]', returned from function 'strdup’' at postmaster.c:4381,
may be NULL and is dereferenced at postmaster.c:4473.

PasMeTnnm Becb KoJ,

AalJibLie - Jierye
v Attachments

@ Drop files to attach, or browse.
ABTOMATUYeCcKOoe co3gaHune

3a7a4 B Jira Ha MCMPaBNEHNE  + issue Links
is duplicated by

B spL-1137 Svace | postmaster.c ~  CLOSED
OXBaTblBaeM BCE I—lpoeKTbl DSMSvacelpostmaster.c ~  CLOSED
relates to
PGPRO-12025 Returned from function strdup may be NULL in postm... DONE

PGPRO-12100 MNMponuxHyTs B BaHWAAy ucnpaenenue Returned from f... BACKLOG



O ¢das3uHre

CRUSHER, SYDR-FUZZ, AFL++ PAH

TEHEPALIIOHHbII ®A33UHI Sqlancer u s ~
Squirrel ZESQLANCER ks

GA33UHI" CETEBOI'O ITPOTOKOJIA (libpQg)

DA331HI input-gyHKIMi THIIOB TaHHBIX (JSOnb,
int, line, varchar,...)

®A33UHI OIIEPALIMI HAJ] TUTIAMMU (Structure aster)

- J process timing 0 owver res 3
Aware FUZZIn 0 days, 2 hrs, 1 min, 2% sec
0 days, 2 hrs, 1 min, 27 =zec 3
none seen yet 1]
0 days, 2 hrs, 1 min, 27 =2c 1
J cycle progress 0 map coverage
1.591 (33.3%) -—'.3."* f 53.12%
LCOV - code coverage report i 0 (0.00%) ount - 16.06 bita/tuple
] stage progress O findings in :e::':.’.
Current view: top level Hit Total Covera ge splice 3 3 (100.00%)
. 6E8/22 (BZ.33%) 3 (100.00%)
Test: profdata.lcov Lines: 30 ss i, H :
: . i : 3.85M 0 {0 saved)
Date: 2023-05-30 21:10:58 Functions: 1 7 340.0/380 2304 (0 saved)
1 fuzzing strategy yields 0 item geometry

dizabled (default, enable with -D)
_m_ Line Coverage __ Functions | Gisabled (default, ensble with -D)
/PQdb/PQdbl I 100.0 % 30/30 100.0 % 141 dizabled (default, enable with -D)

riwv:

libpa/pg/sre/include/mb I _——— n/a N
1/1.34M, 1/2.51M 100.00%
- unuzed, unused, unuszed, unused
Generated by: LCOV version 1.14 ! P '

dizabled, disabled 100%
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SCA & SBOM

trivy

cdxgen

CodeScoring

[1lpoBepsaem Bce npoekTbl >80

Thank you for reporting these issues.
We will take a look and fix it as soon as possible.

Adding @ivan@vald.es

Regards,
Benjamin

Total 81 items

B & | & 68| |8 | 8|

Project

ee-manager-gui
plpgsgl_check 2.5.3

etcd

goppem
pg_probackup_ee-astral.8
shardman-utils
plpgsqgl_check 2.5.2

etcd 3.5.18

Start date

On Fri, Jan 31, 2025 at 1:34 PM 'KopotkoB Makcum' via etcd-maintainers <etcd-maintainers@googlegroups.com> wrote:
Hi, in version 3.5.18, the OSA vulnerability scanner found several vulnerable dependencies.
CVE-2024-45339, GO-2025-3372 - github.com/golang/glog v0.0.0-20160126235308 - fixed 1.2.4

CVE-2021-20329 - go.mongodb.org/mongo-driver@v1.3.0 - fixed 1.5.1

Best regards, Maksim Korotkov
Postares Pro

Last
updated

31.01.2025
31.01.2025
31.01.2025
31.01.2025
31.01.2025
31.01.2025
31.01.2025
31.01.2025

31.01.2025
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[Tpoueccbl cepTUdMKaLMOHHbIX ucnbiTaHum Postgres Pro

' Svace/Svacer

Penozuropuit POSTGRES PRO

CTaTudecKUid aHanus
MEXOHBIX HOAOB

Noru c6opku ?;Me“ﬂ i F____\
(LOGS) CpabaThiBaHHK AHANK3 Pe3yNLTaTOB
MCXOAHBLIE TEKCTEI NCTprbyTMBEI =
nl - Auctpuby /Npeayn pexae Hui pasMeTku Svace
Y 1 (SENIOR)
e J e g
- - o
= ” - - -: Fuzzing [ ]
MposeaeH e p— N
AWHAMUYECKOrD
aHanu3a koaa AHaNW3 pe3ynsTaTos
AWHAMMUYECKO D
smms smsm TECTMPOBAH MR

| BrIn HAEME] g } ottt ettt o) .
! OUEASMES Saaa ] pg_cert orchestr

05 ALT eZk f ’
MNoaroToBka TECTMDOBOYHOMD 1\.\‘_“ [poEepKa COOTEBETCTEMA
cTeHaa \ clean_env | : ]
AHanuz npae aocryna ? create_env ‘ Mposepka
Ppr— AHanW3 Tpatuka KNMeHT /cepeep ] . PE3yneTaToE aHanuza
- CeTesoe CKaHHpOBaHWE NOPTOB report-automation YAARTETRO R
AHanuz BSC u LDD e npeAbLABNEHHLIM
AHTHEWPYCHBIA aHaNK3 ft-automation | TpebosaH1AM
i AHaNME HCXOAHWKOB
! AHANU3 CHCTEMHBIX BEI30BOB
0 ) ! Preser EoHTERARHLSIINE
Pe3yNbTATH BEIOJIHEHHHX NPOEEROK (UFIX/ TRAFARET)
MK Nell _ TajH
MpoToKon X042 BHINONHEHUA TECTOB MaTepuansi NpoBEAEHHOrO 5 et
report-automation MpoeefeHHe (yHKLMOHANLHOMO TECTHPOBAH WA 0BCNeN0BAHMA ANA NEPEAaYH
B MCMbITaTensHY NabopaTopun
ApTetaKkThl BRIMONHEHHEIX HA CTEHAE : j [ OCT3K
TECTOB report-automation v
E .
MpoTOKON X043 BHINONHEHMA TECTOB E MoAroToBKa WCNPaBneHui
ft-automation i ‘
ApTe(aKThl BEINONHEHHEIX HA CTEHAE u e
Tectos ft-automation bt 2
- L]
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V.popov@postgrespro.ru
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