TE ®opym B AMNKOH

Nenaem aapo 0e3onacHbIM:
KakK He 3abnyautbcsa B
VA3BUMOCTAX Appa Linux

Cepreu AHHeHKOB
PykoBopguTtenb Otpena MccnepoBaHusa YassumocTen MMO. amicon.ru
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dKocucTema B AMNKOH
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[Mlopaep>kaHmne 6e3onacHOCTU Agpa B AMVKOH

ECTb Halla BeTKa a4pa, 3ajava:
1. Nony4ynTb cnucok CVE (DependencyTrack, cve-search, etc.)

e github.com/CVEProject/cvelistV5 - rnaBHbIN ICTOYHUK, MalLMHOYMUTaEMbIN (.Json)
 nvd.nist.gov - obecneymBaeT nonck no CPE, npepnocTtasnseT API

2. OThnnbTpOBaTh HEaKTYyaJibHble YA3BUMOCTU

* M0 BEPCUN AOPa

e No onncaHuto CVE n KoHurypaumm coopku

3. beknopTmnpoBaTb UCMPAB/IEHNSA YA3BUMOCTEN
* BDYYHYIO

e aBTOMaTM4eckn (tuxtape-cve-parser)



B AMVKOH

PUunbTpaLma No Bepcun



dunbTpaums no Bepcun B AMVKOH

cvelistV5 / cves / 2024 / 25xxx / CVE-2024-25744.json

Code Blame @86 lines (86 loc) - 3.02 KB

20 "descriptions": [

21 {

22 "lang": "en",

23 "value": "In the Linux kernel before 6.6.7, an untrusted VMM can trigger int80 syscall handlin
24 1

25 1,

26 "affected": [

27 {

28 "vendor": "n/a",

29 "product": "n/a",

30 "versions": [

31 {

32 "version": "n/a",

33 "status": "affected"
34 1

35 ]

36 }

37 1,

38 "references": [

39 {

40 "url": "https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=b82a8dhd
41 iy



dunbTpauymsa No Bepcuu

cvelistV5 / cves / 2024 / 26xxx / CVE-2024-26581.json

‘: Code ] Blame 308 lines (308 loc) - 13.1 KB

19
20
21
22
23
24
25
26
27
28
29
30
31
32
ck!
34
35
36
37
38
39
40

"descriptions": [

{

I

|I'Langll: "en",

"value": "In the Linux kernel, the following vulnerability has been resolved

"affected": [

{

"product": "Linux",
"vendor": "Linux",
"defaultStatus": "unaffected",

"repo": "https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git",

"programFiles": [
"net/netfilter/nft _set rbtree.c"

1,

"versions": [

{

"version": "8284a79136c384059e85e278da2210b809730287",
"lessThan": "c60d252949caf9aba537525195edae6bbabc35eb",

"status": "affected",
"versionType": "git"

Iy

:\n\nnetfilter:

n

B AMNKOH



dunbTpauymsa No Bepcuu

85
86
87
88
89
90
91
92
93
94
s
96
97
98
<fe
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115

"product": "Linux",

"vendor": "Linux",
"defaultStatus'": "affected",

"repo":

"https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git",

"programFiles": [

"net/netfilter/nft_set _rbtree.c"

1,

"versions": [

{

iy

i

"version": "6.5",
"status": "affected"
"version": "@",
"lessThan": "6.5",
"status": "unaffected",
"versionType": "semver"
"version": "5.4.269",

"lessThanOreEqual": "5.4.*",

"status": "unaffected",
"versionType": "semver"

"version": "5.10.210",

"lessThanOrEqual": "5.10.*",

"status": "unaffected",
"versionType": "semver"

B AMNKOH



dunbTpauus no Bepcun B AMVKOH

kernel.org Added as CVE Numbering
Authority (CNA)

Links that redirect to external websites 2 will open a new window or tab depending on the web browser
used.

News February 13, 2024

kernel.org is now a CVE Numbering Authority (CNA) for any vulnerabilities in the Linux

kernel as listed on kernel.org, excluding end-of-life (EOL) versions.

To date, 361 CNAs (359 CNAs and 2 CNA-LRs) from 40 countries and 1 no country affiliation
have partnered with the CVE Program. CNAs are organizations from around the world that are
authorized to assign CVE ldentifiers (CVE IDs) and publish CVE Records for vulnerabilities
affecting products within their distinct, agreed-upon scope, for inclusion in first-time public
announcements of new vulnerabilities. kernel.org is the 193rd CNA from USA.

kernel.org’s Root is the MITRE Top-Level Root.




[Mlopaep>kaHmne 6e3onacHOCTU Agpa B AMVKOH

HauynHaa c 13 dpeBpanga 2024 r. 3aTpoHyTble CVE Bepcun aapa yKasblBatoTCAa Yepes
KOMMWTbI U TOYHbIE BEPCUN, NCTOYHUK:
e git.kernel.org/pub/scm/linux/security/vulns.git

1o 3TOro Y MHOI X CVE YKa3aH cvelistV5 / cves / 2018 / 1xxx / CVE-2018-1095.json (O]
TONIbKO UCMpaBNAlOLWLNN penns.

. cvelistV5 Github Action 200 changes (0 new | 200 updated): oo

Code Blame 169 lines (169 loc) - 6.29 KB

1 {

2 "containers": {

3 "cna": {

4 "affected": [

5 {

6 "product": "Linux kernel through version 4.15",
7 "vendor": "n/a",

8 "versions": [

9 {

10 "status": "affected",

11 "version": "Linux kernel through version 4.15"

[ =
[5) N N VIR N}
e
-
—
-



B AMVKOH

CtopoHHue Tpekepbl CVE



CTopoHHUe Tpekepbl CVE B AMWKOH

B CTOPOHHUX Tpekepax MOXXHO HAaWTM KOMMUTbI, BHecLLIne/ucrnpasnsowme
YSA3BMMOCTb, 6os1ee ToYHble BEPCUN, KOMMEHTapUM.

HekoTopble N3 HNX:
e pbdu.fstec.ru/ - bBaHK gaHHbIX Yrpo3 6e3onacHoOCTN nMHpopMaumnn - PCTIK
e github.com/nluedtke/linux_kernel cves - ncnono3syetca B Yocto, 3aMOpoOXXeH
e gitlab.com/cip-project/cip-kernel/cip-kernel-sec - BkntoyaeT B cebs B TOM 4ucne
OaHHble N3
e salsa.debian.org/kernel-team/kernel-sec (npoekT Debian)

e git.launchpad.net/ubuntu-cve-tracker (npoekT Ubuntu)

CIP-kernel-sec no3ssonseT nobaBnsaTb Apyrne BETKM 018 aBTOMAaTU4Y€CKOro rnonckKa
NCNpaBAARLWNX KOMMUTOB / perpeccun.




CTopoHHUe Tpekepbl CVE - CIP-kernel-sec B AMWKOH

CVE-2018-1095.yml

description: |-
The ext4 xattr check entries function in fs/ext4/xattr.c in the Linux
kernel through 4.15.15 does not properly validate xattr sizes, which causes
misinterpretation of a size as an error code, and consequently allows
attackers to cause a denial of service (get acl NULL pointer dereference
and system crash) via a crafted ext4 image.

references:

- https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1095

- https://bugzilla.kernel.org/show bug.cgi?id=199185

- https://usn.ubuntu.com/usn/usn-3695-1

- https://usn.ubuntu.com/usn/usn-3695-2

- https://ubuntu.com/security/notices/USN-3695-1

- https://ubuntu.com/security/notices/USN-3695-2
https://www.cve.org/CVERecord?id=CVE-2018-1095

comments
debian/carnil: Introduced with e50e5129f384ae282adebfb561189cdb19b81cee (4.13-rcl)

reporters:

- Wen Xu

introduced-by:
mainline: [e50e5129f384ae282adebfb561189cdb19b81cee]

fixed-by:
debian/buster-security: ['version:debian/4.16.5-1']

23 mainline: [ce3fd194fcc6fbdcO0ce095a852f22df97baa401f]

stable/4.14: [a57ebl4b740e6175atf8b8941bec628403992dfa]
stable/4.16: [d97c42e8f9bc9054101d04d715T1322379bfalc9]
ubuntu/bionic: [96T89abf766d063c18fc9572ebb8afb938c17856]



CTopoHHMWe Tpekepbl CVE - BOY ®CTIK B AMVKOH

N3Bne4dyeHue Bepcunn aapa anga 3agaHHbiXx CVE n3 paHHbIX dbopmaTta XML.

vul matches = root.findall(f"./vul/identifiers/identifier[@type="'CVE'][.="{cve value}']/../..")
1f not vul matches:

print(f"{cve value}\tBDU value not found")
continue

for vul in vul matches:
bdu = vul[0O]
ver strings = set()
for v in vul.iterfind("./vulnerable software/soft/name[.='Linux']/../version"):
ver strings.add(v.text)
ver list = [(v,) + parse version(v) for v in ver strings]
ver list.sort(key=lambda ver: len(ver[2]), reverse=True)
ver text = check version(version, ver 1list)
output = f"{cve value}\t{bdu.text}"
if ver text:

output += f"\tVersion: {ver text}"
print(output)



B AMVKOH

PUunbrTpaLumsg
No KOH(PUrypauum



dunbTpaLms No KOHGUrypaumm B AMVKOH

e aBTOMaTUYecKas - aHan3 cObopku agpa Ha y4acTme B KOMMNUIALUNN KOMMUTA,
BHOCSALLEro ya3BMMOCTb (MHTepecHasa nges, TpyaoemMKO)

Urypaunn - npeasaraeMm 4yeaoBeky

* NoJIyaBTOMaTU4YeCcKas - NMPOCTON aHaIN3 KOHC
BAPWaHT BbIKJIIOYEHHOW ONL WX MO COBMaAeHN0 TOKEHOB C ONMMUCAaHUEM YSA3BUMOCTH

"CVE-2018-19854": {
"name": "CVE-2018-19854",
"description”: "An issue was discovered in the Linux kernel before 4.19.3. crypto report one() and

related functions in crypto/crypto user.c (the crypto user configuration API) do not fully initialize
structures that are copied to userspace, potentially leaking sensitive memory to user programs. NOTE: this 1is

a CVE-2013-2547 regression but with easier exploitability because the attacker does not need a capability
(however, the system must have the CONFIG CRYPTO USER kconfig option).",

"applicable": false,
“comment": "[OaHHbiM CVE He aKTyaneH: He 3apencTtBoBaH napaMeTp KoHourypauum CONFIG CRYPTO USER API*
| ¥
* py4YHasa - MOUCK MO KNYeBbLIM C/IOBaM B onncaHuax - bluetooth, wifi, etc.



B AMVKOH

Pe3ynbTaThl



Pe3ynbTaThbl B AMVKOH

e dunbTpaunmsa no sepcuam mn3 ClP-kernel-sec - 42% cnncka CVE

e dbunnbTpaumna no sepcnam n3 by - 60% cnucka CVE

e bunbTpaumda Nno KoHpurypauumm - 25% cnmcka CVE

e akTyanbHbIX CVE - 2.5%



B AMVKOH

Cnacubo 3a
BHUMaHue!
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