


OcHoBbl aHanu3a C3U B KOHTEMHEpPHOM
McrnosyiHeHuu ¢ nomouwbio Luntry

AHaTonun KapneHko
Luntry



whoami

e ABTOMaTK3aTop aBToMaTm3aumm B Luntry

e JltoOuTenb mutanowHslx popmatoB: SPb
Reliability Meetup, ITGM, TechTrain,
DevOops, DEFCON'sl, B4CKSP4CE,
DevOps40, SafeCode, BEKOH

e Beny kaHan «TexHonornyeckun bont
[eHoHa»

 Pucyto HecmellHble MeMbl

tg: @rusdacent 2/35


https://luntry.ru/
https://t.me/spb_reliability
https://t.me/spb_reliability
https://piter-united.ru/
https://techtrain.ru/
https://devoops.ru/
https://forum.defcon.org/social-groups
https://0x08.in/
https://t.me/devops40
https://safecodeconf.ru/
https://bekon.luntry.ru/
https://t.me/tech_b0lt_Genona
https://t.me/tech_b0lt_Genona
https://t.me/mem_b0lt_Genona
https://t.me/rusdacent

Cnacumbo

AHapen Cnenbix

JKCnepT UeHTpa
BHEOPEHUS U pa3BUTUSA
npaktmnk PblNO HTL,
"®oboc-HT"
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Mbi

WJin, LWJIn . ..

JoMmuHUupoBaHue
TEMHOW SHEeprum
NanyuyeHue
penukToBoro ¢oHa
375 000 nert

TemHble BeKa dopMUupoOBaHUe
ranakTuk, nraHeT v T.A4.

Nudnauns 4

h,

il
R
i
i

KeaHTOBEIE
dnykryaumm

MNMepBble 3Be3AbI
OK. 400 MMNNUOHOB neT

C Havyana pacuuMpeHus

13,77 munnuapaoosB netr
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. . « 1 OKaA3dJi1uChb 3

Momorwu [awe-pa3paboTunLie NOHATb, HA KAKOM YPOBHE NpoTeKaeT
abcTpakums

windows host
linux VM
minikube VM

docker image

kubernetes pod
docker image

hello.sh
hello.go
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. . . TOYHEee 340€eCb
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JKcnepT opraHa no cemebMKame (ucnbiTaTenbHON na60paTopvw|)

—‘;'-?'2—-& AEG.E 17]
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HaBanTte pa3douparbcs!
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NMnucemo ®CTIK Ne 240/24/38 ot
13 auBapa 2025 r

e VHBeHTapusauns o6pa3oB KOHTENHEPOB

e CNncok OeNCTBUN, paspeLleHHbIX Npu
B3aMMOAENCTBMM KOMMOHEHTOB CPeACTBa MeXay
cobou 1 BHELLHUMU KOMMOHEHTaMMU

e He 0omkHO GbITb N3GBLITOYHBIX pa3peLlaoLwmnx
npasun gocTyna

 [lpaBuna gocTtyna OomKkHbl ObiTb ONUCaHbI B
OOKyMeHTauun cpeacTtea

https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-
materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-
n-240-24-38 9/35


https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38

Buabl nocTaBoOK NpurioXxXeHNn B KOHTEMHEPHOM UCMOSTHEHUMN

- obpasbl
I'IPI/U'|0_I)_|‘(E|'|V”:I - YAML-onucaHus
- Helm
- opKecTpaTop ;

- runtime

\
KO ¢ n EHUS
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KoHTponb coctoaHua Kubernetes-knacrtepa

— AKTyanbHble Bepcum (akTyanbHble Bepcuun 1.32, 1.31, 1.30)

e MONy4aloT OOHOBIIEHUA TOMNbKO 3 NocneagHux pennaa

* 14 mecsues (6+6+2)

— Wcn paBJlieHHble KOMMNOHEeHTDbI

— HeKoppeKTHble HAaCTPOUKM KnacTtepa
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KoHTpoOnb cocTtofsHUA Knacrtepa (npumep)

e CIS Kubernetes Benchmark

e CTeHOnpoBaHue - 3TO Modenb pearbHOro Mmpa. ECtb orpaHnyeHunsi, HO
CTPEMUMCSH K pearibHOMY MUPY, a "XapAeHUHr" MOXET NOACBETUTb NMPOOEMBI.

e PekomMeHgauum NpaBokK ANt JOKYMEHTALNIO
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3. Control Plane Configuratio -

(O Error)

t (O Error)
4. Worker Nodes g '
. . ~ 3 Controls (O Error)
K1- W o figearagion Files \ )
OHTPOIb COCTOAHUA Aubernetes-Knacrtepa
. i (O Error)
4.2. Kubelet | )
DemoY Status T  Severity Mame T Success rate Resources
4.2.1 HIGH Ensure that the —anonymous-auth argument is set to false 0.00 %
Profile applicability: Level 1-Worker Node
Description Disable anonymous requests to the Kubelet server.
Rationale When enabled, requests that are not rejected by other configured authentication methods are treated as anonymous requests. These requests are then served by the Kubelet ser

should rely on authentication to authorize access and disallow anonymous requests.
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YnpaBneHue 6e30nacHOCTbLIO OOpa3oB

— INMNK (nepe4vyeHb nporpamMmMHbIX KOMNOHeHT) aka SBOM
— YA3BUMOCTHU

— HepocTtaTtku Dockerfile

— YyBcTBUTENnbLHaa nHdgopmaums

— BpeaoHocHoe N0 n MO agBOMHOro Ha3Ha4YeHus
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MMNK (npumep)

5.16.2.3 KOHTpOMMpoBaTb U aKTyaln3npoBaTb NepeyYeHb
3aBucumocTent MO B COOTBETCTBUM C perjlaMeHTOoM
KOMMNO3UUMOHHOIO aHa/m3a Ha npeaMeT Haanydma U3BECTHbIX
YA3BVMOCTEN.

5.16.2.4 OCcywecTtBndTb aHanIn3 3aMMCTBOBAHHbIX KOMMOHEHTOB,
COCTaBNAWIWMX MOBEPXHOCTb aTakW, Ha npegmMeT Han4yud
NM3BECTHbLIX YA3BUMOCTEW TnMpu cbopke (HenocpeACTBEHHO nepen
cbopkoi) MO (mopyneir MO, KomnoHeHTOB [M0).

FOCT P 56939-2024 15/35



yasBumocTu (npumep)

5.16.3.4 Pe3ynbTaTbl aHa/n3a 3aMMCTBOBAaHHbIX
KOMMOHEHTOB AOJ/DKHbl COAepXaTb caeaywine cBegeHuda:

- cBedeHnd O HaﬂMHMM/OTCyTCTBMM N3BECTHbLIX
yHSBMMOCTeM B 3aMMCTBOBaHHbIX KOMINOHEHTAX,

- cBegeHnd o0 KPUTUYHHOCTW BbIABJ/1IEHHbLIX yHBBMMOCTeﬁ
B 3aMMCTBOBaAaHHbLIX KOMINOHEHTAaX.

FOCT P 56939-2024 16/35



SBOM  Vulnerabilities Malware

Type: SBOM Report

Mame: registry.luntry.com-tests-malware-cryptominer-container-613a60b1

Updated: 05.11.2024 10:45:01

Registry: registry.luntry.com

Repository: registry.luntry.com/tests/malware-cryptominer-container
Tag: 2.0.2

Scanner Name: Syft

YnpaBneHue 6e3onacHoOCTbLO 06pa30B

Scanner Version: U.9%.0

Report Components(20)

Demo

Package T Version T

*  alpine-baselayout 3.4.0-r0

"

name: "alpine-baselayout
versicn: "I.4.0-zQ"
licenses:

- "GPL-2.0-only"™
type: "apk"
purl: "pkg:apksalpinesalpine-baselayoutfi.d.0-r07arch=xB6 f4idistro=zlpine-3.17.3"
foundBy: "apkdb-cataloger”
metadataType: "ApkMetadata®™

metadata:
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be3onacHoctTb Runtime

— HeunsBecTHble/HeNOHATHbIE/HeXenaTesibHble npouecchbl
— B3aunmopgeucteue ¢ ®C

— B3aunmoaeuctBue ¢ ceTbio

nncemo ®CTIK Ne 240/24/38 — cnucok 4encTemin, Npu B3aMMOL4ENCTBMM KOMIMOHEHTOB CpeacTBa Mexay cobor n KOMNOHEHTaMK cpeabl 18/35



CeteBas be3o0nacHOCTb

— YTO AOCTYNHO CHapyXu

THIS IS
NetworkPolicy

— Y10 XO0ANUT HapYyXy

— WUcnonb3oBaHue NetworkPolicy

— N3onauma Namespaces

nncbmo ®CTIK Ne 240/24/38 — cnucok AencTeum, Npm B3anMoaencTeunm
KOMMOHEHTOB CpeacTBa Mexay cobon 1 KOMNOHEHTaMK cpeabl
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CeTeBast 6e3onacHOCTb (npumep)

CepBMc 1 CepBI/IC 2 [ CepBuc 3
W —

NoeHTudpmkauma nHTepdencos B3aMmMogencTeus Moayneu 20/35

CepBHC1

CepBuc 3




CeTeBas 6e3onacHocCcTb (Npumep)
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AppArmor (npumep)

Ha ocHOBe aHanuUTUKKU MOXEM creHepupoBaTb MPodunb, YTO NO3BONSAET

dopmanmsoBaTb 1 3addMKCMpOBaTb onucaHne, 4Yto Obl cnegoBaTb MUHUMAIbHbBIM
NPUBUMNETNUSIM U OrPaHNYEHUSAM
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ddddddd

eeeeeeeee

Demo

aaaaaaaaa
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AHanu3 npaB gocTtyna

— Cnuncku cyobLeKkToB
— “*” B npaBax
— AocTyn K KPUTUYHbLIM pecypcam

— CoOcTBeHHbIe NpaBuna

n.5 nucema CTIK Ne 240/24/38 — 3anyck KOHTEMHEPOB C NONTHOMOYNAMU, MUHUMANbHO HEOBXOAMMbIMK ANA PYHKLUNMOHMPOBAHNA cpeacTBa 24/35
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RBAC 5TO A WEILY-@;LH‘“BKH HACTPOMUKM.

-

RBAC B KUBERNETES?
' -

o
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CmoTtpum RBAC

t

Group by Rule

Roles Subjects Rules Exceptions

B Cluster role B Service Account B critical

B Role User
B Group
None

Allow read Secrets

critical
Roles: 47
Subjects: 40

This Role/ClusterRole contains permissions that allow to retrieve Secrets with sensitive data.
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[lpoBepka Kubernetes-pecypcoB

— Pod Security Standard
— KoHTponb ncrtoyHuka/nognmcum obpasosn

— WUcnonb3oBaHne 6MOnnoTekn npasun

27135



Pod Security Standard

OnpegendaeT NONUTUKY AN NPOCTPAHCTB UMEH:
e Privileged — nonutnka 6e3 orpaHnyeHunin, KoTopasi 4ONyCcKaeT ackanayuio
npusmnerum

e Baseline — nonutnka ¢ MMHMManNbHbLIMWU OrPaHNYEHNSAMIU, OrpaHnyMBatoLLas
MCMoSib30BaHWE ackanauuu npuBunernm

e Restricted — nonutuka ¢ makcumanbHbIMW OrpaHU4YeHNUAMIN, COOTBETCTBYLLIAA
aKkTyanbHbIM pekoMeHaaunsiM no 6e3onacHoMy 3anycky NpUnoXeHUn B Knacrtepe

https://kubernetes.io/docs/concepts/security/pod-security-standards/ 28/35


https://kubernetes.io/docs/concepts/security/pod-security-standards/

Policy Engines

Runtime Policies = Policy Engines = Reaction Policies

Dashboard Policies Violations Library

Violations

Tatal Pass

4280 2813

Policy Engine . .

Total Audit Enforce Warn

15 15 0 0
Demo

kube-systemn
luntry
istic-systemn
boutique
bookstore

kyverno

Fail

1467

Diryrun

Policy Resulis per Namespace
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MukpocepBUCbI U NPUNOXEHUA
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Cmort

Demo

Microservices

== Namespaces ||,ﬂ

Deployment/bookstor Deployment/bookstor Deployment/bookstor
erreviews-v3 e:details-v1 e:ratings-v1

Pods Pods Pods

Resources Resources Resources

Cluster: main Cluster: main Cluster: main

MNamespace: bookstore Namespace: bookstore Mamespace: bookstore

noxeHmna

Deployment/luntry:lun Deployment/luntry:lun

Deployment/lunt
try-shom-scanner try-charon try-checker
Pods Pods Pods
Resources Resources Resources

Cluster: main Cluster: main Cluster: main

Namespace: luntry Namespace: luntry Namespace: luntry

Deployment/luntry:lun Deployment/luntry:lun Deployment/luntry:lun

try-shom-operator try-cmd-dispatcher try-gateway
Pods Pods Pods
Resources Resources Resources

Cluster: main Cluster: main Cluster: main

Namespace: luntry Namespace: luntry Namespace: luntry

Deployment/bookstor
erreviews-vl

Pods
Resources

Cluster: main

Namespace: bookstore

Deployment/luntry:lun
try-watcher

Pods
Resources

Cluster: main

Namespace: luntry

Deployment/luntry:lun
try-exporter

Pods
Resources

Cluster: main

Namespace: luntry

Deployment/bookstor
e:productpage-v1

Pods
Resources

Cluster: main

MNamespace: bookstore

Deployment/luntry:lun
try-networker

Pods
Resources

Cluster: main

Namespace: luntry

Deployment/luntry:lun
try-retention

Pods
Resources

Cluster: main

Namespace: luntry
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BmMecCcTO 3aKno4vYeHusa
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lMone3sHble CCbIIKU

e [1pukas Ne118. TpeboBaHus Nno beszonacHOCTU MHOPMaLMK K cpeacTBam
KOHTEMHepu3aunm (BbInncka)

e HaumoHanbHbi ctangapt PO TOCT P 56939-2024 "3awmta nHdopmauumu.
Pa3paboTka 6e3onacHoro nporpamMmHoro obecnevenus. Obwme TpedboBaHnAa"

e O noBbllleHnn 6e3onacHOCT CPeacTB 3alUUTbl MHpOpMaLMK, B COCTaB KOTOPbIX
pa3paboTyYMKM BKMNOYAKOT cpeacTBa KOHTENHepu3aLuum nnm obpassl KOHTENHEPOB
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https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-prikazom-fstek-rossii-ot-4-iyulya-2022-g-n-118
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-prikazom-fstek-rossii-ot-4-iyulya-2022-g-n-118
https://protect.gost.ru/v.aspx?control=8&baseC=6&page=1&month=1&year=-1&search=&RegNum=1&DocOnPageCount=15&id=252117
https://protect.gost.ru/v.aspx?control=8&baseC=6&page=1&month=1&year=-1&search=&RegNum=1&DocOnPageCount=15&id=252117
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38

Cnacunbo 3a BHMMaHue!

site: luntry.ru
tg: @rusdacent

channel: @tech bOIt Genona
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https://luntry.ru/
https://t.me/rusdacent
https://t.me/tech_b0lt_Genona

Bonpochb!?



