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BE3OINACHOCTb SUPPLY CHAIN
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OObLee NnoHATME Be30nNacHOCTU LIeNoYKU
noctaBok (Supply Chain) B KOHTeKcTe
pa3paboTKu

[02]

O630p MupoBbix ctaHaapToB SLSA, OWASP
SCVS, CIS SSCSG

[03]

Pa3bop atak Ha ueno4ky noctaBok (Supply Chain).
[MpyMmepbl TEXHUK 3NOYMBbILLNEHHUKOB U nNoaxoabl
AeTeKTUPOoBaHUS

[04]

OueHka pucka komnpomeTaumn yepes Supply Chain
3aBucumocTen. [etanbHbln 0630p METPUK ANg
CTOPOHHUX KOMMOHEHT, KOTOPbIE MOXHO U HY>KHO
CMOTpPETb




BBoaHbIE

Open Source-3aBUCUMOCTU Be3e
HE ncnonssoeats Open Source-3aBUCUMOCTU
HEBO3MOXHO

Vicnonessoeatk Open Source-3aBUCUMOCTH
Ba)XXHO ©Oe3onacHo

SECURE SUPPLY CHAIN




BBoaHbIE

“You can't trust code that you did not totally create
yourself. Especially code from companies that employ
people like me”.

Bbl MOXeTe gOBeEPATb KOAQY, TONLKO eCn Bbl Hanncanm
ero camn. OcobeHHO HeNb3a OOBEPATL KOaQy OT
KOMMaHWW, KOTopble BepyT Ha paboTy Taknx Kak a”.

Ken Thompson, 1984
“Reflections on Trusting Trust”




be3onacHocTb Leno4vkm nocrtaBok (Supply Chain)

ObecnevyeHne 6e30nacHOCTH , N0 KoTopomy 10
nonagaeT B opraHu3auunto, OT MOMEHTAa ero co3gaHus Unu NoKynku o

aTala UCMNOoJib30BaHNA.

SOURCE THREATS BUILD THREATS

A & 4 5 4 4 A&

Producer ——>— Source — Build —— Package —>— Consumer

Dependencies

DEPENDENCY THREATS
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[Touemy 6esonacHocTb Supply Chain — npobnema?

B 2018 . -
3aBrfiagenu nonysigapHou

ononunotekon B8 NPM

Packt Hih

Malicious code in npm ‘event-stream’ package targets a
hitcoin wallet and causes 8 million download...

Last week Ayrton Sparling, a Computer Science major at CSUF, California disclosed
that the popular npm package, event-stream, contains a...

28 HoRAO. 2018,

B EepomocTu

Reuters: npu atake Ha SolarWinds xakepbl yKpanu gaHHble

B 2020r. -
nocTaBKa ysi3BUMbIX
obHoBMNeHun angd
KINMTMEHTOB

KoHTppas3eedkn CLUA

XaKepbl, BaNoMaBLwue [T-koMnaHuo Solarwinds 8 NpoLLIom rody, NOXMTUNW AaHHBIE O

KOHTppa3BedblBaTeNbHbIX onepauuax CLUA W CaHKUMOHHON NOAUTUKE. ..

7 OKT. 2021 T.

B 2023r. -
BPEeOOHOCHbIM NAaKeT B
PyPl, noxoxun Ha
vConnector

B Bleeping Computer
Lazarus hackers deploy fake VMware PyPI packages in
VMConnect attacks

North Korean state-sponsored hackers have uploaded malicious packages to the PyPI
(Python Package Index) repository, camouflaging one of...

31 asr. 2023T.




TAK NMOYEMY BE3OINACHOCTDb
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[Touemy 6esonacHocTb Supply Chain — npobnema?

o (42%

B rog B cpeaHeM pacTteT KOJINHECTBO aTakK @
Yyepe3 LEeNnoYKy NMoCTtaBOK \ /
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[Touemy 6esonacHocTb Supply Chain — npobnema?

Administration  Priorities The Record Briefing Room  Espanol MENU

THE WHITE HOUSE

MAY 12, 2021

Executive Order on Improving the
Nation’s Cybersecurity

Em‘: » BRIEFING ROOM » PRESIDENTIAL ACTIONS

Share

By the authority vested in me as President by the Constitution and the laws of

the United States of America, it is hereby ordered as follows: f

Section 1. Policy, The United States faces persistent and increasingly

®

sophisticated malicious cyber campaigns that threaten the public sector, the
private sector, and ultimately the American people’s security and privacy. The
Federal Government must improve its efforts to identify, deter, protect
against, detect, and respond to these actions and actors. The Federal
Government must also carefully examine what occurred during any major

cyber incidenr and apply lessons learned. Burt cybersecurity requires more



[Touemy 6e3onacHocTb Supply Chain — npobnema?

THE WHITE HOUSE

SAAMALAALSALAL LA AL Shdiey deanatesen sasss B e

vendor’s current stage, next steps, and points of contact for questions;

(iii) incorporating automation throughout the lifecycle of FedRAMP,
including assessment, authorization, continuous monitoring, and compliance;

(iv) digitizing and streamlining documentation that vendors are
required to complete, including through online accessibility and pre-
populated forms; and

(v) identifying relevant compliance frameworks, mapping those
frameworks onto requirements in the FedRAMP authorization process, and
allowing those frameworks to be used as a substitute for the relevant portion

of the authorization process, as appropriate.

Sec. 4. Enhancing Software Supply Chain Security.

(a) The security of software used by the Federal Government is vital to the

Federal Government’s ability to perform its criti nctions. The
development of commercial software often lacks y, sufficient
focus on the ability of the software to resist an( te controls to
prevent tampering by malicious actors. There is d to implement
more rigorous and predictable mechanisms for ensu products
function securely, and as intended. The security and integrity of “critical
software” — software that performs functions critical to trust (such as
affording or requiring elevated system privileges or direct access to
networking and computing resources) — is a particular concern. Accordingly,
the Federal Government must take action to rapidly improve the security and
integrity of the software supply chain, with a priority on addressing critical

software.

13
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THE WHITE HOUSE

|H ] Administration Priorities The Record Briefing Room

—asasasa e B R Y St

vendor’s current stage, next steps, and points of contact for questions;

(iii) incorporating automation throughout the lifecycle of FedRAMP,

Sec. 4. Enhancing Software Supply Chain Security.

(a) The security of software used by the Federal Government is

of the authorization process, as appropriate.

Sec. 4. Enhancing Software Supply Chain Security.

(a) The security of software used by the Federa] Government igvital to the

ctions. The

Federal Government’s ability to perform its criti
development of commercial software often lacks , sufficient
focus on the ability of the software to resist att te controls to
prevent tampering by malicious actors. There is d to implement
more rigorous and predictable mechanisms for ensu products
function securely, and as intended. The security and integrity of “critical
software” — software that performs functions critical to trust (such as
affording or requiring elevated system privileges or direct access to
networking and computing resources) — is a particular concern. Accordingly,
the Federal Government must take action to rapidly improve the security and
integrity of the software supply chain, with a priority on addressing critical

software.
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O0630p cTaHOapTOB

SLSA (Supply-chain Levels for Software Artifacts)
OWASP Software Component Verification Standard (SCVS)

CIS Software Supply Chain Security Guide (SSCSG)

15



SLSA (Supply-chain Levels for Software Artifacts)

dpenmBOpK, YEK-NTNCT TPEOOBaHMN, KOTOPbIE A0 KHbI ObITh

yuTeHbl B 6e3onacHomn uenoyke rnoctaBok (Supply Chain)

SOURCE THREATS

BUILD THREATS

SLSA

Draft Version 1.0
Open for Comments

Producer > Source

SOURCE THREATS

A Submit unauthorized change

B Compromise source re po

C Build from modified source

16

Dependencies

DEPENDENCY THREATS

DEPENDENCY THREATS

compromised dependency

4 &4 & & 4 & &

Package > Consumer

BUILD THREATS

E Compromise build process

F Upload modified package

G Compromise package registry

H Use compromised package



SLSA (Supply-chain Levels for Software Artifacts)

SOURCE THREATS BUILD THREATS

A a AAA a ﬂ

Producer %—[ Source ]%—%—[ Package ]+ Consumer

ooooooooooooo

________________

----------------

DEPENDENCY THREATS




SLSA (Supply-chain Levels for Software Artifacts)

Provenance — nHopmauua o ToM, KTO co3fan oguH NUnn HECKOSIbKO NpOorpaMmmMHbIX
apTedakToB N Kakme aTanbl U MaTepuarbl MICNOSIb30BanNMUChb A9 co3aaHna aTux
aptedaktoB. Popmar in-toto (https://github.com/in-toto/attestation).

18




SLSA (Supply-chain Levels for Software Artifacts)

Provenance — nHopmauua o ToM, KTO co3fan oguH NUnn HECKOSIbKO NpOorpaMmmMHbIX
apTedakToB N Kakme aTanbl U MaTepuarbl MICNOSIb30BanNMUChb A9 co3aaHna aTux
aptedaktoB. Popmar in-toto (https://github.com/in-toto/attestation).

{
" type": ttps://in-toto.io/S5tatement/v0.1",
"subject": [
{
"name”: "output.txt",
"digest": {
"sha256": "a94890472T0T479b878197694b30184b0d2edlclcd2alecdfb85d299a192a447"
}
}
1,
"predicateType": "https://slsa.dev/provenance/v0.2",
"predicate”: {
"buildtype”: "https://www.jenkins.io/Pipeline”,
"puilder": {
*id": "http://jenkisDashboard/job/public test/122/"
}
"invocation": {
"configSource": {
"uri®: "git://github.com/Samsung/slsa-jenkins-generator.git@refs/heads/main",

19



SLSA (Supply-chain Levels for Software Artifacts)

Gitlab nnaTtHasa Bepcusa - Onuma RUNNER GENERATE ARTIFACTS METADATA =
‘true” B Bawewm .gitlab-ci.ym! gpanne

“ Why GitLab Platform Solutions Pricing Resources  Company  Contact us Q Talk to an expert Get free trial Sign in

Jun 22, 2022 - Dov Hershkovitch &

GitLab 15.1 Release

GitLab 15.1 released with SAML Group Sync and SLSA
level 2 build artifact attestation

Today, we are excited to announce the release of GitLab 15.1 with SAML Group Sync, SLSA level 2 build
artifact attestation, links to included CI/CD configuration, enhanced visibility into value stream with
DORA metrics, and much more!

These are just a few highlights from the 30+ improvements in this release. Read on to check out all of the
great updates below.

Join us on June 23rd as we celebrate DevOps! GitLab co-founder and CEO, Sid Sijbrandij, will introduce
best-selling author and DORA co-founder, Gene Kim. Gene will share his research and expectations for
the future of DevOps then GitLab VP of Product, David DeSanto, will share how GitLab is evolving The
One DevOps Platform to meet that future. We'll also unveil a new program to support your career
aspirations. You won't want to miss this one-hour virtual event. Reserve your seat now!

To preview what's coming in next month’s release, check out our Upcoming Releases page, which
includes our 15.2 release kickoff video.

20



SLSA (Supply-chain Levels for Software Artifacts)

GitHub Actions ¢ nnaruHom - hitps://github.com/slsa-framework/slsa-github-agenerator
[na Jenkins - https://github.com/slsa-framework/slsa-jenkins-generator

= O slsa-framework / slsa-github-generator Q Type (7] to search > saaleeeEn ¥

<> Code (5 Issues 237 19 Pullrequests 10 () Actions [ Projects |~ Insights

_L'j slsa-github-generator Fuuic @Watch 11 - % Fork 106 ~  fy Star 334

¥ main - | P 8Branches O 29 Tags = O slsa-framework / slsa-jenkins-generator Q Type 7] to search > + O a2 I. _.'
) isatishk d | tsi i = . . .
a. saisatishkarra and laurentsimon feat rename provenance-i () Cude O Issues 1 {‘1 PU” reques[s 2 @ ACIIOI']S @ Secumy |1 |n5|ghts
W github feat: renar
B actions fix: generic _Lj 5|sa_.|enk|ns-ger|erator Public @ Watch 8 ~ % Fork 5 = ¥y Star 19 =
I github fix(deps): |
B images docs: Upd; ¥ main - ¥ 2 Branches 0 Tags Q Gotofile t Add file ~ <> Code ~ About
B inemal revert: "fez A proof-of-concept SLSA provenance
renovate-bot Add renovate.json (#1 0e56af0 - lastyear L) 12 Commits :
W signing chore: Add @ json (#1) y O] generator for Jenkins
I slsa fix(deps): ¢ I docker [DOC] Update License location last year 0 Readme
) ! 5B MIT license
langlintt .
B version goangini B example Add example and config files 2 years ago
- ) A Activity
[ .gitignore fix: markdg
8 plugin [DOC] Update License location last year [E Custom properties

[ .golangciyml chore: golg

) ) ¥ 19stars

. [ LICENSE [DOC] Update License location last year
[ .markdownlint.yaml chore: Adc] .
® 8 watching

‘markdownlintignore ci: Add ma [ README.md [DOC] Update README.md last year % 5forks
[ yamliint.yaml chore: Adc [ renovate.json Add renovate.json (#1) last year Report repository

21
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SLSA (Supply-chain Levels for Software Artifacts)

HyxeH B nepsyto ovepenb anga npoussoautens N0, 4yTobbl MOXHO ObINO cKasaTb:
OTO gaeT bonblue goBepust Anst Nonb3oBaTesns u
3actasnset npounssoantend NO oTHocuTbCA K BbiIbopy cbopku boree TaTenbHO.

SOURCE THREATS BUILD THREATS

r Y h

Producer —>— Source —>—( Build )———| Package |—>— Consumer

Dependencies

DEPENDENCY THREATS

ZZ




SLSA (Supply-chain Levels for Software Artifacts)

Kyverno npowlen third-party ayaut, nposoanmsin komnaHnen Ada Logics, no ntory Kotoporo obinu
TakKXe OLlEHEHbI PUCKWU LIEMOYKM MOCTABOK B COOTBETCTBMN C SLSA.

LAlrEEL UONE dLLELK SUTTdUE TUETILITEU Uuring e Lredl modenng. FoOLLy DYypPdasses, LE. WTIETNE dll
internal attacker attempts to submit a request that bypasses a policy deployed by the Kyverno
admin.

The SLSA review found that Kyverno complies at the highest level (SLSA Level 3). Kyverno builds
its releases on GitHub Actions and includes verifiable provengset with releases, which makes
Kyverno hardened against a series of well-known attagsle@ectors in Kyverno's software supply-

Ada Logics Ltd



https://kyverno.io/blog/2023/11/28/kyverno-completes-third-party-security-audit/

OWASP Software Component Verification Standard (SCVS)

CtaHpapt OWASP SCVS:

. HanpaBneH Ha ynydleHune
Oe30nacHOCTU U KadecTBa LenoYek
NOCTaBOK NporpamMmHoro obecneyeHms
cthopmynmpoBaH AOCTAaTOYHO KpaTKo
COCTOUT U3 LLIECTU KOHTPOSEN

24

DDLUHSD Standard

en Web Application
Security Project

o] AVAS

Software Component
Verification Standard




OWASP Software Component Verification Standard (SCVS)

V1: HeobxoanmocTb MHBEHTapmU3aLnm

\V2: TpeboBaHUs K coaepXxnmomy crneumndukaumnm
nporpammMmHoro obecnedyeHuda (SBOM)

\V3: TpeboBaHUs K NpaBUSIbHOW HACTPOWKe cpeapbl
cHbopKu

V4: TpeboBaHUs K yrnpaBreHUo NakeTamm

V5. AHann3 KOMNOHEHTOB Ha YA3BMMOCTU, KAYECTBO U
Harnmyme onacHbIX NULUEH3UN

\V6: COop nHpopmaLnm O MPOUCXOXKOEHUN NAKETOB U
nx moandunkaymm

25



OWASP Software Component Verification Standard (SCVS)

@ULUHSD BOM Maturity Model

st s Verification Requirements
Frontispiece

Preface Description

Using the SCVS o . .
Component can be analyzed with linters and/or static analysis tools
Assessment and Certification

V1: Inventory Requirements . Component is analyzed using linters and/or static analysis tools prior to use

V2: Software Bill of Materials (SBOM)

Requirements Linting and/or static analysis is performed with every upgrade of a component

R e e B s G An automated process of identifying all publicly disclosed vulnerabilities in third-party and open source

V4; Package Management ’ components is used
Requirements

An automated process of identifying confirmed dataflow exploitability is used

V6: Pedigree and Provenance

T An automated process of identifying non-specified component versions is used

Guidance: Open Source Policy . An automated process of identifying out-of-date components is used

Appendix A: Glossary
An automated process of identifying end-of-life / end-of-support components is used

Appendix B: References
An automated process of identifying component type is used
An automated process of identifying component function is used

An automated process of identifying component quantity is used

An automated process of identifying component license is used




CIS Software Supply Chain Security Guide (SSCSG)

[ ana onucbiBaeT aTanbl Lenoyku
NOCTaBOK NporpamMmHoOro obecneyeHus,
Ha4YyMHaga ¢ podbasrneHns Koga
pa3paboTUYMKOM N 3aKaH4YNBas
noctaBkoun 1O KnueHTy.

PykoBOACTBO cornacyeTcs co
cTaHOapTamm 6e30nacHOCTU, TaKUMU KaK
SLSA, n BKknto4vaet bonee 100
pekoMeHdaumMn B NATU OCHOBHbIX
KaTeropusx.
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CIS Software Supply Chain Security Guide (SSCSG)

1. Source Code: ynpaBneHme UcxoaHbIM
KOOOM NPUNOXEHUS

2. Build Pipelines: 6e3onacHOCTb COOpKU

3. Dependencies: ynpasneHue
3aBUCUMOCTSIMM

4. Artifacts: ynpaBneHue aptedakramu (CIS- intemet Security © cisBenchmarks®
cbopKku

5. Deployment: 3awmnTa npouecca
pa3BepTbIBAHUA NPUNOXEHNS U C|S Softwa re

CBSA3aHHbIX pannos N KoHJUrypaumm

Supply Chain

Security Guide

28




CIS Software Supply Chain Security Guide (SSCSG)

CornacHo nyHkty 3.1.8 CIS Software
Supply Chain Security Guidelines,
BO3pacT NakeTa OoMmkKeH bbiTb bonblue 60
OHEW: 3Ta Mepa NpegoCTOPOXXHOCTU
NOMOXeT n3bexaTb BHEOPEHUSA
noTeHUMaribHO BPeAOHOCHbIX CTOPOHHNX
NnakeToB N 0becrneynTb JOCTaTOYHOE
BpEMS Ha UX NPOBEPKY.

29

3.1.8 Ensure all packages used are more than 60 days old

Description
Use packages that are more than 60 days old. ¢

Rationale

Third-party packages are a major risk since an organization cannot cont
and there is always the possibility these packages could be malicious. It
practice to remain cautious with any third-party or open-source package
ones, until they can be verified that they are safe to use. Avoiding a new |
organization to fully examine it, its maintainer, and its behavior, and gives
determine whether or not to use it.

noTE Developers may not use packages that are less than 60 days old

Audit
For every package used, ensure it is more than 60 days old.

Remediation
If a package used is less than 60 days old, stop using it and find another



O0630p cTaHOapTOB

SLSA (Supply-chain Levels for Software Artifacts)
OWASP Software Component Verification Standard (SCVS)

CIS Software Supply Chain Security Guide (SSCSG)

@ OWASP | Standard

<CIS. ek A— (® c1s Benchmarks™

SLSA

Draft Version 1.0
Open for Comments

CIS Software

Supply Chain
Security Guide




CAMOE YA3SBMMOE 3BEHO
LIEMNOYKW MOCTABOK - ...!



CAMOE YA3SBMMOE 3BEHO
LIEMNOYKU NMOCTABOK -

SABUCHUMOCTH!



BcnoMHUM

“You can't trust code that you did not totally create
yourself. Especially code from companies that employ
people like me”.

Bbl MOXeTe gOBEPATb KOAQY, TONbLKO €CnK Bbl Hanncanm
ero camun. OcobeHHO HeNb3dA O0BEPATL KOay OT
KOMMaHWW, KOTopble BepyT Ha paboTy Taknx Kak a”.

Ken Thompson, 1984
“Reflections on Trusting Trust”



Pa3bop atak Ha ueno4ky noctaBok (Supply Chain)

O Develop and Advertise Distinct Malicious Package from Scratch

Conduct Open-Source Supply Chain Attacko Create Name Confusion with Legitimate Packageo

Subvert Legitimate Packageo


https://sap.github.io/risk-explorer-for-software-supply-chains/#/attacktree

Pa3bop atak Ha ueno4ky noctaBok (Supply Chain)

Develop and Advertise Distinct Malicious Package from Scratch
(Pa3paboTtka n pekriama oTaefibHOro Bpe4OHOCHOro NakeTa C HyIs)

Develop and Advertise Distinct Malicious Package from Scratch

Conduct Open-Source Supply Chain Attack O Create Name Confusion with Legitimate Packageo

Subvert Legitimate Packageo


https://sap.github.io/risk-explorer-for-software-supply-chains/#/attacktree

Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

Paspabotunk RIAEvangelist _

36
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Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

dev.b
. Y

https:/fdeviy.io » HOBOCTK

MonynAapHbIid NpM-NakeT yaansaer U nepesanucbiBaeT ...

Pa3paboTtumk RIAEvangelist

18 map. 2022 r. — OgHako Tenepb 0DHapy#WNOCh, YTO HEKOTOPbIE BEPCHKM W3BECTHOI

( bwbnuotexn node-ipc, Toxe nogaepxueaemoil RIAEvangelist, cogepxar ropasgo bonee ...
5 SC Media 2 PortSwigger
hitps:/Awww.scmagazine.com » ... https://portswigger.net > npm...
What happens when 'protestware’ sabotages open source ... NPM maintainer targets Russian users with data-wiping ' ...
17 map. 20221. — As RIAEvangelist updated Node-ipc, he updated the version numbers as 21 map. 2022 . — 'RIAEvangelist (aka Brandon Nozaki Miller) embedded malware — or
well, triggering automatic updating of code for many downstream users. " ... 'protestware’, as he dubbed it — into Node.JS module node-ipc's latest ...

E Student Pocket Guide
https:/Awww.thestudentpocketguide.com » ...

RIAEvangelist's anti-war "protestware"” bashed by FOSS ... —
Hacktivist RIAEvangelist sparked outrage beyond the FOSS (Free and Open Source _

Software) community after uploading “protestware” (read malware) to his own ...

[NogoOHbIX XaKTUBUCTOB MOXHO OTCINEXnBaTb
B peno3utopun https://github.com/toxic-
repos/toxic-repos
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Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

[1lpoBepKka aBTOPCKOro cocraBa. Bnagenbuem easy-stack aBnaeTcs TOT caMbin
xaktmBuct RIAEvangelist, 0 KOTOpOM Mbl rOBOpPUNU BbILLE.

appScreenel

J5_shom.json @

=i S A S chomison > Todnoh, 2 NeIVIbBTaTR aia " A iy
9 TG Mpoextel SCA > JS_sbom.json > ModpobHele peaynsTarst 9/924.11.2023 17:16:22 n

m S

Obaog
Beero Kputuuecknd  CpemHwA Huzrmi Hrho Onucadne yR3BMMocTH
3 [ 4 1 2
Mogpobubie pesynbrars
KomnoHenTe HasHauena ouenka: 0. 5.
g CraHMpoBaHUR
! @ AsTop BHENHOTEKW HELOBEPEHHBIA.
delegates 1.0.0 MI ~
MeTpuKa OueHka
CpaBHEHWE CHAHKWDOBAHWA minimatch 3.0.4 ISC
Mo IYNAPHOCTE
semver 6.3.0 I1SC
{‘é} [ik " 4 ABTOPCKWA COCTaB 0.0
ansi-regex 5.0.1 MIT
AKTHBHOCTEL cooblwecTsa
autoprifixir 8.7.6
FAMHTERECOBAHHOC T B DE3ONACHOCTH Het
easy-stack 1.0.1 MIT 1
) - EwbnwuoTexa cosgaHa HeaBHO
AOS O MTT epBaA BEPCHA N DHTENLHO BhICOKAS
lineate 9000.0.0 MI MNepBan BepCcHA NOAO3PHTENEHO BbICOKAA
ms-react-native 0.46.4 MIT EDMHCTBEHHBIA NpoeKT 3Toro paspaboTunka

% Nyn-peKBecTOB HE BRINONHAKT T|.:l'_’5:;3ﬂ-|,‘1:'_- PEUSHINH OT OBYX HENOBEK
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Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

Develop and Advertise Distinct Malicious Package from Scratch
(Pa3paboTtka n pekrama oTaenbHOro Bpe4oHOCHOro nakeTa c Hyn4)

Develop and Advertise Distinct Malicious Package from Scratch

Conduct Open-Source Supply Chain Attack O Create Name Confusion with Legitimate Packageo

Subvert Legitimate Packageo


https://sap.github.io/risk-explorer-for-software-supply-chains/#/attacktree

Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

Starjacking - TexHUKa akTyaribHa anga nakeTHolx meHemxkepoB NPM/Yarn, PyPi u
RubyGems. 3akntoyaeTca B Kpaxe NonynsapHOCTU («3BE3O04YEK») Y YYXKOro

N3BECTHOIO MNakKeTa.

40
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Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

@ Search Gems... Q RELEASES BLOG GEMS GUIDES SIGN IN SIGN UP

openss| 22

OpenSSL for Ruby provides access to SSL/TLS and general-purpose cryptography based OStar | 229
on the OpenSSL library.

RELEASES BLOG GEMS GUIDES SIGN IN SIGN UP

GEMFILE:

[gem 'openssl', '-> 3.2' ﬂ

INSTALL:

[ gem install openssl B

Wy \

Opené -custom --»

It wraps the OpenSSL library. ) Star 29
TOTAL DOWI
434

GEMFILE:

[gem 'openssl-custom', '~» 2.2', '>= 2.2.2° Nan
434

INSTALL: LICENSE:
RUBY

[ gem install openssl-custom

REQUIRED RUBY VERSION:
>=2.2.0
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Pa3bop atak Ha ueno4ky noctaBok (Supply Chain)

[TakeT ms-react-native npuceounn cebe penyTtauunto NoNyfapHOro NpoekTa
https://github.com/facebook/react-native — tun atakm Starjacking.

15_sbom.json Iﬁ X i L
‘c q 65 NpoekTw SCA > J5_shom.json > flodpobHee pesynsTars 9/9 24.11.2023 17-16-22 -
e ———
@ OBaop B
i Huacei Wiibo Onucanune ya3BMMOCTH
1 2 0
IEI NogpobHbie pesynLTaTsl
KomnonenTe Hasnauena ouera: 0. 0.
= CHAMMpOBaHWA
(1) Nanvas GuBnuoTeka uCNONL3yeT cTATUCTMKY Apyroi BuBnuoTenw.
4 e delegates 1.0.0 MIT
MeTpuka OueHka
G ce ’ minimatch 3.0.4 1SC —
N MonynapHocTL 0.0
{n_, autoprifixir 8.7.6
Ly
0p Hacry » . . 0
A A AT ABTOpCKMIW COCTaB 0.0
easy-stack 1.0.1 MI
ann P A-{"AB—I.’E’.TI; .'..')3'?:‘]_[%-:__3-’1
lineate 9000.0.0 MIT
s — JanHTepecoBaHHoCTs B besona T ¢
me-react-native 0.46 4 MI JaMHTEPECOBAHHOCTE B De CHOCTH Het
[ ] y " BEnbnuoTeka cozgaHa HEOABHO

MNepean BepcHA NOQOIPHTENLHO BLICOKAR
EQMHCTBEHHEIM NpOeKT 3Toro paspaboTunka

% Nyn-pexKBecToB He BuiNaNHAKT TpeboBaHWe pELUSH3MM OT ABYX YenoBex
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Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

O Develop and Advertise Distinct Malicious Package from Scratch

Conduct Open-Source Supply Chain Attacko Create Name Confusion with Legitimate Packageo

Subvert Legitimate Packageo


https://sap.github.io/risk-explorer-for-software-supply-chains/#/attacktree

Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

o Develop and Advertise Distinct Malicious Package from Scratch

Create Name Confusion with Legitimate Package
(CospaHue Bpe4OHOCHbIX NaKeToB, MOXOXMX HAa NErMTUMHLIE)

Conduct Open-Source Supply Chain Attack O Create Name Confusion with Legitimate Package

"

\

Subvert Legitimate Packageo
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Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

45

OCombosquatting

O Altering Word Order

O Manipulating Word Separators

O Omitting Scope or Namespace

OAI Package Hallucination
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Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

colors_ or

*» Published 4 years ago

B cose

e 0 Dependencies

@ 21436 Dependents @ 26 Versions

color

TIHIURTR *.dependencies ““devDependencies

Install

» npm 1 colors

1}

Please check out the roadmap for upcoming features and releases. Please open Iss

provide feedback, and check the develop branch for the latest bleeding-edge upd

get color and style in your node.js console

-» node examples/normal-usage.js
First some yellow text
Underline that text

d

0 A

dRAP THE BAS§k

R H, i

are styles!

colorsss_

+ Published 5 days ago

[ Explore [se)

& 7 Dependencies & 0Dependents @ 2Versions

This package d

how to get started.

Keywords

ansi terminal colors

Install

> npm 1 colorsss

+ Weekly Downloads

100

Version License
0.0.2 MIT
Unpacked Size Total Files
50.9 kB 20
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Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

Pa3paboTynk oneyaTtancs u ckadan naket autoprefixir BMecTo nermTMMHOro
autoprefixer.

Js_shom.json - - .
‘l T AT Mpoextel SCA > JS_sbom.json > [ModpobHeie pesynsTatei 9/924.11.2023 17-16:22 n
I
@ Brero K PHTWYECHHH CpegHyin Huzr Hruo CF‘II(F.HHE! }FEEFHG';_H
13 & 4 1 2 0
E Nogpobinsie pesynsTarsl

KOMNOHEHTE HA3HaAYeHa OUEHKA: Og

— AHM P OBAHI
(1) BoamowHo gonyuiena oneyatka, uMa BunuoTeku noxome Ha autoprefiver.
El-} Jwcno| P
delegates 1.0.0 MIT )
MeTpura OueHka
@ CpasHEHME CHAHHPOBAHKHA minimatch 3.0.4 I5C
MonynApHoOCTE 0.0
ut xir 8.7.6
{'9} HacTpOMKM > A
/ ABTOPCKHA COCTaB
. AKTHBHOCTL cooblecTea
easy-stack 1.0.1 MIT
e JaMHTEpPECOBaHHOCTL B BE30NacHOCTH Hert
lineate 9000.0.0 MIT
BEwbnroTera cospana HefasHo La

ms-react-native 0.46.4 MIT

MNepBan BEpCHA NOAOIPHTENLHO BLICOKAR
ELMHCTBEHHGLIA NPOeKT 3TOre paspaboTynKa

% NyN-peKBeCcTOR HE BRINONHAKT '|J|'.'r.'l JBAHWE PEUEHIMMK OT ABYX HEN0BEK
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Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

Dependency Confusion - 3anyTblBaHWE MeHeOXepa rnakeTta BO BpeMs ckadnBaHU4A
NoKarsbHbIX 3aBUCUMOCTEN. [1na 3TOro 3f10yMbILLSIEHHUKM MOTYT 3arpyaTb B
o0LEegOCTYMNHbLIN PENO3NTOPUN BPEAOHOCHLIN MAKET C TEM XE UMEHEM, YTO U

BHYTPEHHUN.

PIP
) 2. 3.
Private package index Public package index
Original Malicious
Qweb Qweb
2021.03.1 69420.0.0
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Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

Dependency Confusion - 3anyTblBaHWE MeHeOXepa rnakeTta BO BpeMs ckadnBaHU4A
NoKarsbHbIX 3aBUCUMOCTEN. [1na 3TOro 3f10yMbILLSIEHHUKM MOTYT 3arpyaTb B
o0LEegOCTYMNHbLIN PENO3NTOPUN BPEAOHOCHLIN MAKET C TEM XE UMEHEM, YTO U

Al
B HyTpe H H M M - ubuntu-s-1vcpu-1gb-frai X Download and install - TH X x | €) projectdiscovery/httpx: | x

&« (] 08 shein.com

% Import bookmarks... € Getting Started % New Tab

FrabiE ih3Bh

0 ) Metwork 3 Inspector () Console (O Debugger {} StyleEditor () Performance fJ Memory [ Storage r Accessibility 232 Application ) Cookie Editor & HackTools 01 ] - X
OOOOOOOO line @ Bl |l

| 1€1n.C
& assets.dotfashion.cn Ctrl+P Gotofile
ctri+shift+F Findin files C

Ctrl+/ Show all shortcuts

2:—.§EFEFEFEFEFEFEFEF§ : 3
)

& Webpack
£ (webpack)/buildin
P lik
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Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

Dependency Confusion - 3anyTblBaHWE MeHeOXepa rnakeTta BO BpeMs ckadnBaHU4A
NoKarsbHbIX 3aBUCUMOCTEN. [1na 3TOro 3f10yMbILLSIEHHUKM MOTYT 3arpyaTb B
o0LEegOCTYMNHbLIN PENO3NTOPUN BPEAOHOCHLIN MAKET C TEM XE UMEHEM, YTO U
BHYTPEHHUN.

¥ Neutral Pumpkin Mews Pro Teams Pricing Documentation

I'||:||T| 'C'\ Search packages m Sign Up signin

@pizza-hut-us-development/client-core
9999.9.9 + Public + Published 3 months ago

@ Readme ﬁ Code (E:ﬁl e 0 Dependencies & 0 Dependents @ 1versions

This package does not have a README. Add a README to your package so that users know how to get started. Install
nstal

s npm 1 @pizza-hut-us-development/client;
Keywords

+ Weekly Downloads

4 A

HHHHH

Version License
9999.9.9 ISC
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Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

HekoTopble NnakeTHble MeHeaXXepbl CAMOCTOATESNIbHO 3a4yMariucb O peLleHnmn 3Toun
npobrieMbl Ha CBOEN CTOPOHE. Tak, HaunHaga ¢ Bepcumn 2.0 Composer (nakeTHbIN
vieHempkep ansa PHP), yacTHble peno3uTtopmn UMeKOT NpuopuTeT Haa
o0LegoCTYNHbIMM.

0

COMPOSER

Preventing Dependency
Confusion in PHP with

Composer

::\ Nils Adermann

9 Feb 11, 2021 3minr C

Alex Birsan recently published his article "Dependency Confusion: How I Hacked
Into Apple, Microsoft and Dozens of Other Companies" in which he explains how he
used language level package managers like npm (Javascript), pip (Python), and gems

(Ruby) to get companies to install and run his malicious code on their infrastructure.
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Kak nsbexartbs Dependency Confusion?

[MpoBepUTb, HET NN yXXe B 00LWEea0CTYNHOM
NakeTHOM MeHeKepe Bawmnx 6ndnmoTek

[Mpumepbl onsa NPM:

icnonb3oBaTb BO3MOXHOCTU 0ansioB
6noknpoBku Anst obecne4vyeHnsa 6e3onacHoro
ynpaBneHns 3aBUCMMOCTSIMU

https://www.npmjs.com/package/YOUR-PACKAGE- Mpumep: package-lock.json ans NPM unu

NAME
https://npmijs.com/org/SCOPE-NAMES

BHYTPEHHUX MakeToB UMM HEUMCIMNENCOB B
o0LEeaoCTYNHOM Peno3nTopmn. IToT crnocob
cambI apdeKTUBHELIM HE3ABUCMMO OT TOro, UMeeT
N MECTO HenpaBunbHasi HacTpoWKa cepBepa Unn
yenoBeYyeckne oLnodKum

Gemfile.lock ans Ruby

3apaHee 3aperncTpupoBaTb UMeHa CBOUX Mcnonb3oBaTth criefytoLlmne NHCTPYMEHTbI:

YTtunuta https://github.com/visma-
prodsec/confused npoBepsaeT, 3aHATbI NI UMEHa
NpuBaTHbIX NAKETOB B MYONUYHbBIX PENO3UTOPUAX

YTunuta https://github.com/sonatype-nexus-
community/repo-diff npoBepsieT, HET NN B

NMPOKCUPYEMbBIX PENOINTOPUNAX Nexus nakeToB
C TaKUMUN XKe NMEeHaMU, 4YTO U B NPUBATHbLIX


https://www.npmjs.com/package/YOUR-PACKAGE-NAME
https://npmjs.com/org/SCOPE-NAMES
https://github.com/visma-prodsec/confused
https://github.com/sonatype-nexus-community/repo-diff

Pa3bop artak Ha ueno4ky noctaBok (Supply Chain)

o Develop and Advertise Distinct Malicious Package from Scratch

Conduct Open-Source Supply Chain Attacko Create Name Confusion with Legitimate Packageo

Subvert Legitimate Package
(Pa3pywmnTb 3aKOHHbIW NakeT)

Subvert Legitimate Package
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Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

Inject into Sources of Legitimate Package O
Inject During the Build of Legitimate Package O

Distribute Malicious Version of Legitimate Package O
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Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

IAV-800] Become Maintainer - 3noymMbILUNEHHUK 3acTaBnseT aBTOPOB
3abpoLUeHHbIX NakeToB nepegatb cebe npaBa Unn perncTpupyeT Ha cebs
PENO3NUTOPUN No4 MMEHEM APYroro, KOTopbIn ObiN paHee yaaneH nnu CMeHun
Ha3BaHue.

55


https://sap.github.io/risk-explorer-for-software-supply-chains/#/attacktree

Pa3bop arak Ha ueno4ky noctaBok (Supply Chain)

IAV-800] Become Maintainer - 3noymMbILUNEHHUK 3acTaBnseT aBTOPOB
3abpoLUeHHbIX NakeToB nepegatb cebe npaBa Unn perncTpupyeT Ha cebs
PENO3NUTOPUN No4 MMEHEM APYroro, KOTopbIn ObiN paHee yaaneH nnu CMeHun
Ha3BaHue.

event-stream B 2018 r. -
3aBnagenu nonyngapHou
ounonuotekom B NPM

Packt Hub

Malicious code in npm ‘event-stream’ package targets a
bitcoin wallet and causes 8 million download...

Last week Ayrton Sparling, a Computer Science major at CSUF, California disclosed
that the popular npm package, event-stream, contains a...

28 HoaD. 2018 T.
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OueHka pucka komrpomeTtaummn Yyepes Supply Chain 3aBucnmocTen

KOMNOHEHTE HaZHAYEeHA OLeHKA: 5.[:|

« [lonynapHocTb

MeTpuKa OugHKa

« ABTOPCKUI COCTaB

MonynsapHoCTL

« AKTMBHOCTb cOOOLIEeCTBa AsTopckuii cocTag

AkTHBHOCTE coobllecTBa

« 3anHTEPECOBAHHOCTb
B 6e30naCHOCT|/| JaWHTepecoBaHHOCTL B De3onacHoCTK

BEnbnuoTera co3gaHa HEQABHO
MNepBan BepCHA NOQO3IPMTENEHO BEICOKAR
EOMHCTBEHHBIA NpoeKT 3Toro paspaboTynka

o NyN-peKBEECTOB HE BbINONHAKT TFIIE‘EIDBE:HHE PELUEHIHMK OT ABYX HENOBEK
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OueHka pucka komrpomeTtaummn Yyepes Supply Chain 3aBucnmocTen

« [lonynapHocTb
« ABTOPCKUI COCTaB
« AKTMBHOCTb cooOLlecTBa

« 3anHTEPECOBAHHOCTb
B Oe3onacHoCTH

KoMnoHeHTe HazHayeHa oleHKa: 0.5

(1) Astop 6ubnuoTeku HeLOBEPEHHBIA.

MeTpuKa OueHka
MonynspHOCTL

ABTOPCKMIA cOCTaB 0.0
AKTWBHOCTL coobulecTea

3avHTepecoBaHHOCTEL B De3onacHoCTK Het
BEwbnwoTeka co3gaHa HEOABHO

lNepBan BepCcHMA NOOO3PWMTENLHO BbICOKAS

EOMHCTBEHHLIA NpoeKT 3Toro paspaboTymKa

% MyNn-peKBECTOBE HE BbINMOMHART T[]EE'DBE[HHE PEUEHIMK OT OABYX HENOBEK
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BbiBOObI

: &

BesonacHocTb Supply Chain — 310 obecneveHune HBEeHTapu3auus:

6esonacHocTH , N0 BmecTe ¢ aTum npolle nckatb TO
koTopomy 1O nonagaeT B opraHMsauunio, oT camoe

MOMEHTAa co3aaHns Unn NoKynkn 4o YA3BMMOE 3BEHO

NCNOfb30BaHUS

Eﬁ] [ \]

Camoe ysi3BuMoe 3BEHO [MpeBeHTMBHbIE MEPbLI: CMOTPETb, YTO Mbl

LLerNnoY4Kn rnoctaBok — yCTaHaBJIMBaAEM,
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