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_/ Kak nameHusnacb KoMmaHaa naboparopum npu
paboTte B napaaurme PbINO

= KoMaHaa ctaTnyeckoro aHanmn3a (5 yenosek)
= KoMaHAa a33uHr TeCTupoBaHus (2 Yenoseka)

= KoMaHAa apXUTeKTYpHOro aHanm3a (2 4yenoseka)
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Kak nsmeHunacb KoMaHAa nabopatopumn npm 3,
paboTte B napagurme PbINO

S I

PasmeueHo paboTok 1600 ) ¢ S
Bonee 40 NpuHATLIX UCNpaBeHNN /. ‘e e
https://github.com/python/cpython/issues/106831
https://qithub.com/HdrHistogram/HdrHistogram c/issues/118

https://github.com/nodejs/node/issues/50896
https://qgithub.com/php/php-src/issues/12791
https://qgithub.com/php/php-src/issues/12962
https://listengine.tuxfamily.org/chrony.tuxfamily.org/chrony-dev/2023/10/msg00000.html
https://listengine.tuxfamily.org/chrony.tuxfamily.org/chrony-dev/2023/10/msg00001.html
https://github.com/OpenPrinting/libcupsfilters/issues/42
https://qithub.com/OpenPrinting/cups-filters/issues/552
https://qithub.com/OpenPrinting/cups-filters/issues/551
https://github.com/OpenPrinting/cups-browsed/issues/??;
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https://github.com/python/cpython/issues/106831
https://github.com/HdrHistogram/HdrHistogram_c/issues/118
https://github.com/nodejs/node/issues/50896
https://github.com/php/php-src/issues/12962
https://listengine.tuxfamily.org/chrony.tuxfamily.org/chrony-dev/2023/10/msg00000.html
https://listengine.tuxfamily.org/chrony.tuxfamily.org/chrony-dev/2023/10/msg00001.html
https://github.com/OpenPrinting/libcupsfilters/issues/42
https://github.com/OpenPrinting/cups-filters/issues/552
https://github.com/OpenPrinting/cups-filters/issues/551
https://github.com/OpenPrinting/cups-browsed/issues/22
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LleHTp nccneposaHuna 6e3onacHoOCTHU

Bce

H ENnpoYrTaHHbIE

IB&E g |or

Alexey Khoroshilow

JoBaBneH HOBBIA KOMMEHTAPIWIA.

Alexey Khoroshilow

JoBaEneH HOBBIA KOMMEHTApWIA,

Alexey Khoroshilow

JofaEneH HOBEBIA KOMMEHTapWIA,

Alexey Khoroshilow

JoBaBneH HOBLIM KOMMEHTAPKHA,

Alexey Khoroshilow

JoBasneH HOBBIM KOMMEHTAPKHA,

Alexey Khoroshilow

JAoBaBneH HOBLIA KOMMEHTAPKIA.

Alexey Khoroshilow

JoBaEneH HOBBIA KOMMEHTApWIA,

Alexey Khoroshilow

JofaEneH HOBBIA KOMMEHTapWA,

Alexey Khoroshilow

JoBaBneH HOBBIA KOMMEHTAPMA,

Alexey Khoroshilow

JoBaBneH HOBBIA KOMMEHTAPIWIA.

CMCTEMHOro nporpaMmMHoOro obecneueHus

TEMA
[lwe-svace] REDUNDANT_COMPARISOM.ALWAYS _FALSE: src/storage/storage_util.c:3389

[lwc-swace] REDUNDANT_COMPARISON.ALWAYS_FALSE: src/vbox/vbox_common.c:4817

[lwe-swace] PASSED TO _PROC_AFTER_RELEASE: src/gemu/gemu_command.c:9786

[lwe-swace] PASSED_TO_PROC_AFTER_RELEASE: srcfgemu/gemu_command.c:1561

[wc-swace] PASSED_TO_PROC_AFTER_RELEASE: src/qemu/gemu_command.c:9787

[lwc-swace] PASSED TO PROC_AFTER_RELEASE: src/gemu/gemu_command.c:8911

[lwc-swace] PASSED TO _PROC_AFTER_RELEASE: src/gemu/gemu_command.c:1517

[lwe-svace] MEMORY _LEAK.EXCEPTION: tools/virt-host-validate-common.c:199

[wc-swace] MEMORY_LEAK.EX.EXCEPTION: tools/virsh-completer-domain.c:695

[wc-swace] MEMORY_LEAK.EX.EXCEPTION: src/vbox/vbox_snapshot_conf.c:579
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LleHTp nccnegosaHusa 6e3onacHoOCTuU
CUCTEMHOro nporpaMmMHoOro obecneueHus
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_/ ABTOMaTM3aLUsa onpeaesieHusl NOBEepXHOCTU aTaku

tcp: 10.0.2.2:45686

r

[ Ipts/ptmx )

ksoftirqd/0

External
network

kworker/u2:0

swapper/0 python3
- redis_get.py

containerd-shim

fop: 127.0.0.1:7777

e —

Ipts/0 | fcp: 0.0.0.0:0°

redis-server

cont_0

. - ¥ ( -
fop: 127.0.0.1:40918 ('@ init-stdout )
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NMpuMeHeHune punocodpun
¢da33mMHra AN TecCtTupoBaHuUS
nsonsiumm Podman KkoHTenHepos
(v He TONbKO)

JleoHup
HHHHHH p OO0 HTU, «®oboc-HT»
ctyaeHT MI'TY baymaHa

()
sy 00



_/ CtpaTterusa ¢assmHr-rectuposaHma Podman
KOHTEeUHepoB

@ trinity-docker ruuic @Waich 2 ~ W Fork 4 | . ¢ Star 8 | .

¥ master - #* 1 Branch > 0 Tags Q Goto file t Add file ~ About

Dockerfile for Trinity kernel/syscall fuzzer

° ewindisch Fix entrypoint to accept cmdargs 00ffc9e - 10 years ago  ¥1) 4 Commits
00 Readme
[ Dockerfile Fix entrypoint to accept cmdargs 10 years ago & MIT license
Activity
[ LICENSE Initial commit 10 years ago o 4
1y & stars
[ README.md Create README.md 10 years ago & 2watching
% 4forks
[0 README sz MIT license g = Report repository
- Releases
trinity-docker
Mo releases published

Dockerfile for Trinity kernel/syscall fuzzer
Packages

This image when run {run as non-root using "-u'), will fuzz the kernel and, should there be a container-breakout
vulnerability, may possibly exploit it.

No packages published

Using this tool, I've personally discovered at least one breakout. One user even told me they managed to crash the Languages
Qemu process that their Docker host was running inside.

Authors

Shell 100.0%

Eric Windisch ewindisch@docker.com

https://qithub.com/ewindisch/trinity-docker

¢



https://github.com/ewindisch/trinity-docker

rcp-// Ctpaternsa ¢pa33umHr-rectuposaHmsa Podman
KOHTENHepoB

KpMTMLleCKme COCTOAHUSA

MNoTpebnerHne namsatn 6onblie numuta (> 110%)
HapyLueHme OrpaHquHMM no Ncnonb3osaHnue LM 6onbwe numnta (> 110%)

r|0Tpe6neHmo pecypcoB (cg rou pS) «  KonnyectBo A0YEpHMX MPOLIECCOB NPEBOCXOANT
YCTaHOB/IEHHOE 3HAYeHue

3anyLleHHbIM KOHTENHEP HE AO/MKEH NOpOXAaTb NpoLECC B

[lober n3 npocTpaHCcTBa NMEH K
poaANTENIbCKOM MPOCTPaHCTBE NMEH

UTeHne nnum 3anuch B  3anyLLUEHHbIN KOHTEMHEP He [O/MKEH YNTaTb/3anncbiBaTh B
3anpeLy 8HHbIE MECTa Ha XocTe HeJOCTYMNHblE MecTa XOCTOBOW CUCTEMBI

I_Ip[/|o6peTeHV|e HOBbIX NpaB « KoOHTenHep He J0/MKEH NOBbIWAaTh CBOW NPUBUIErNN
(capabilities)
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rq)-// CtpaTterusa ¢assmHr-rectuposaHma Podman
KOHTEeUHepoB

MPazzep CUCTEMHBIX
Bbl30BOB

L ®
Ly )

l/ T l trinity-main | [trinity-watchdogj
CucTema MOHUTOPWHIa Podman KoHTernHep \ \
IS X ™ B
do_syscall 1 L do_syscall2 | | do_syscalln J
J S

o s
< monitor 1 = | monitor m

\_ /

XocToBan onepaynoHHan
cUcTemMa 1




_/ AyavmT - CTOPOHHMM B3rsif Ha NPoOLEecChbl
pa3paboTku

= [loaroTtoBka K ayauTy

= C60op AaHHbIX U MHOPMaLINK

= AHanu3 AaHHbIX 1 NHPOPMaLUK

= DOpMyNMpoBaHME BbIBOAOB N peEKOMeHAaLUM
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AyauT - oBurartenb
6e3onacHoM pa3paboTkn

Enena
HHHHHH p OO0 HTU «®oboc-HT»
ctyaeHT MITY baymaHa
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‘©E[EPANILHOE ATEHTCTBO

MO TEXHUHECKOMY PEMYNUPOBAHWIO U METPONOTAW

HALUWOHANBbHBIA OCTP
CTAHRAPT 56939_

POCCUWCKOMN
GEOQEPALUMMK 2016

3awmra nHpopmauumn I

PA3PABEOTKA BE30OIMNACHOIO
NMPOrPAMMHOIO OBECNEYEHNA

O6bwwue TpeGoBaHuA
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