besonacHas pa3paboTtka npu
MCMOb30BAHMM OpPen source

KOMIOHEHTOB

KptoukoB KOHCTaHTUH
Swordfish Security
@twoks
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® Ayaut

® Bug Bounty

® Tpnaxx SAST/DAST/SCA
" DevSecOps

" Bnageneu npoaykTa
APPSECESIRACK



— ApXTEKTYypa NPUIoKeHUWN

MpuknagHoe MO

OnepaunoHHaA cmctema
Cepsep
CeTb




— ApXTEKTYypa NPUIoKeHUWN

: SQLi, RCE, XSS, ...
MpuknagHoe MO




— ApPXUTEKTYpa NpUnoXKeHnu

< SQLi, RCE, XSS, ...
< Log4Shell, Spring4Shell...
: Debug-pexum
Jenkins, Gitlab, .. :




— Open Source

1. BO3MOXXHOCTb Nepencrnoib30BaHNS

Jlrobon MoxeT NpoBepuUTb, MOANDULMPOBATb, YAYULIUTb U AaXKe
npoAarb.

2. YHUKanbHbI GEHOMEH

LiIndppoBoe BOJIOHTEPCTBO.
[Mopaep>kka, ysaxkeHue, npusHaHue, CV

3. CywecTteytouiee coobuecTtBo u gBMXKEHNE
OueHb 6oabLIOE



— Open Source

[Insi KOMNAHWIA

DPPEeKTVBHOCTb

Time-To-Market



— Open Source

B Hawwn gHW pa3paboTka MO HeBO3MOXHa 6e3
ncnonb3osaHma Open Source.

“\
,--l

Wolfgang Gehring, FOSS Ambassador
// Mercedes-Benz Tech Innovation




— Open Source: oNacHOCTb

ALL MODERN DIGITAL
'/“ ( EASY_ lNSTHLL)*—?—— $PYFHONPHTH INF‘RH‘;%UCTU%E

i 1{ _\ng G’N\OTHER PIP??) E E#S' [g]
S %“” Y
_
=)

Os P‘(THON \ HOI"IEBRELJ BINARY (2.6)
égﬂ:%:as / A PROTECT S0ME
NDOM PERS
??"’?—*OUNEDBV \\(\ X E\lﬁMEBEHSKH pirn:ﬁ
~/python/ BEEN THANKLESSLY

~/newenv/

i Ty MAINTAINING
usr/loca /Cellar Justliocal/lib/ puthon3.6 J SINCE 2003
fus{local/opt > /usr/local/lib/ Python27 *J
/(A BUNCH OF PATHS WITH “FRAMEWORKS' IN THEM SOMELHERE)/ [ B
| ]

MY PYTHON ENVIRONMENT HAS BECOME SO DEGRADED

THAT MY LAPTOP HAS BEEN DECLARED A SUPERFUND SITE.



— Open Source: onacHOCTb

® Equifax (147M), SolarWinds (Supply Chain)
® event-stream (npobaema C TPaH3UTMBOM)

® Dependency Confusion

" Log4Shell (Java Top 3)

® Maven Gate (2024)



— Open Source: 6e30MacHOCTb

% NnzaunH
" 3arpyska
" Cbopka
" Nlennon

" Jkcnayatayms



— 0. lnsanmH

" OnpeaeneHne busHec-3agaun
" OnpeaeneHvie TMNa NPUNOXKEHUSA
" OnpeaeneHne apxnTekTypbl

" Onpepenenve ppenmBopka



— 0. lnsanH

== JavaCPP Presets Platform For FFmpeg (GPL Enabled) » 4.4-1.5.6

JavaCPP Presets Platform For FFmpeqg (GPL Enabled)

License Apache 2.0 |GPL 2.0 |GPL 2.0 =
Tags

Date Aug 02, 2021

Files pom (7 KB) jar (3 KB) View All

Repositories

Ranking #126370 in MvnRepository (See Top Artifacts)
Used By 3 artifacts

= SPIDK



— 1. 3arpys3kKka nakera

® MawwHa pa3paboTumka

® MawwuHa areHTa CI/CD

e “
USER REMOTE
REPO

J

Maven Central
PYPI
NPMjs



— 1. 3arpyska nakera

® be3sonacHbIN Peno3nTopmn

E

- Em o Em oy,
.

" MNy6ankauyma nakeTos

USER

NMPONCXoANT B PaMKaX ; g

OpraHm3auMoOHHOro npoLecca

M BbINOJIHEHNSA PAja PYYHbIX MPOBEPOK

¢ W = mEm oz Em o o s

\ 4

LOCAL
REPO

REMOTE
REPO

T <

~
N
————————



— 1. 3arpyska nakera

" Mpaktnka OSA (Open Source Analysis)

® ABTOMaTM4ecKkasa NpoBepka

" Hannumne ysassmmocTen

" Hannumne BpeAOHOCHOrO COAEP>XKMMOTO

" MpobaeMHble ANLEH3UN

'

E

USER

\ 4

LOCAL
REPO

\ 4

]

REMOTE
REPO

B e e e




— 2. CéopKa

® Mpaktuka SCA (Software Composition Analysis)

" AHann3 maHndecToB

® AHanu3 aptedakTta

4 N
( “
CI LN CI
1 | </>
] APP i LOCAL
| i REPO
i \. J :
i : . y,
| sca | R o
i
package.json ;
package.lock L V\ﬁ]ri ol Nb
pom.xml i
it docker

requirements.txt




— 3. lension

® Pa3Hble cpeabl — pa3Hble HACTPOUKM

<>

" MNpoBepka apTedakTa
APP

B namnaanHe CD




— 4, JKcnayaTauua

® MonutopuHr 0-day

" YBepomnenue B Dev
" YBepomneHune B Ops

® YBenpomnenue B Vb

<>

APP

A\ 4

\\\\\\
s ~
~
~,
\\
~,



— OSA vs SCA

@ </> Malware/Protestware

Malware/Protestware Vulnerability

LOCAL . 2
o APP Monitoring

[ osa | [ sca |




— KaK cTponTb?

Open Source [ SCA ] Commercial
Dependency Check B kynyapax
Dependency Track

Trivy

npm audit



Cnacmb6o0!



Bonpochl



— DevSecOps

OSA DAST

AHanus 6mbnumnoTek OVHaMuyeckum

C OTKPbITbIM UCXOOHbIM aHaum3

KoaoM Dynamic Application Security
Testing

Open-Source Analysis

CTaTU4YecKui aHanus Kkopaa

AHanus3 3alWmLEeHHOCTH

Static Application Security MOBGUNbHbIX MPUNOXKEHUN

Testing Mobile Application
Security Testing
SCA S
KOMMOHEHTHbIN AHanNu3 3alWMLLEHHOCTHU
aHanus No KOHTEMHEepOoB
Software Composition Container Security
Analysis

OpkecTpauus n Koppensuums

Application Security
Orchestration & Correlation
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