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AnnapaTtHble nnaTtgopmbl

u AM M HD H FAABHAR  MNPOAYKUMA vy  3ATPY3KM TMOAAEPSKKA vy  KATAADT v O KOMMAHMM v

NAK "®©MNCy-IP"
Cpoku nocTaBku 60MbLIMHCTBA BUAOB NPOAYKLMUM OT 2-X pabounx gHEN.

MpeanoxeHue HOCUT MHPOPMALIMOHHbIV XapakTep 1 He ABNseTcA Nny6nnyHol odepTo. MAK "®ONCY-IP" KPK
YKaszaHHble LieHbl BKoYaloT B cebs HC. MAK "®MNCY-TLS"
MAK "ANET"

MexayHapogHas Bepcwé
Knouwm 31N

porpamMMHo-annapatHble komnnekcol "GCY-IP" Bepcuu 3 ans opranusaumn VPN u MexceTesoro akpaHuposanus B cetax TCP/IP

Komnnekcbl mogudukaumit ORD

FPSUIP-ORD3v2 TporpaMMHo-annapaTHslit "ONCY-IP" 8 THOM Kopnyce. =) OCB

MporpamMmHo-annapatHbli komnnexc "ONCY-IP" Ha 6a3e poccuitckoi annapaTHoR NNaThopMbi E] ocE
8 KOMNaKTHOM Kopnyce =

Mporp 0-annapaTHslit "®MNCY-IP" Ha 6a3e poccHACKO annapaTHoM NnatdopMbl M =
FPSUIP-ORD4v2 ORDA4Y2 - A E_] oCch

Komnnekcbl moguuxaumit STD

FPSUIP-ORD4

FPSUIP-STD3-1U TporpamMmHo-annapaTkblit komnnekc "OMNCY-IP" Ha 6a3e annapaTHoit nnaTdopmbl EJ OCE, OCTIK

Tunopa3smepa 1U

167 239,20

190 108,80

190 108,80

315 444,00




C yero HaumMHancs Haw aHanum3s

Flawfinder is a simple program that scans C/C++ source code and reports potential security flaws. It
can be a useful tool for examining software for vulnerabilities, and it can also serve as a simple
introduction to static source code analysis tools more generally. It is designed to be easy to install and
use. Flawfinder supports the Common Weakness Enumeration (CWE) and is officially CWE-Compatible.

Cppcheck is a static analysis tool for C/C++ code. It provides unique code analysis to
@ + detect bugs and focuses on detecting undefined behaviour and dangerous coding
y constructs. The goal is to have very few false positives. Cppcheck is designed to be
able to analyze your C/C++ code even if it has non-standard syntax (common in
embedded projects).

intercept-build make

cppcheck --project=compile_commands.json --enable=all --xml-version=2 \
--xml -q 2> report.xml

S cppcheck-htmlreport --file=report.xml --report-dir=out
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Be3onacHasa pa3padboTka - Hawu gHU

- Cl: Gitea + Jenkins

- Nposepsiem pull request'vl rmasamm 1 He Tonbko (Jenkins Gitea plugin)

- Clang Static Analyzer - ot scan-build k CodeChecker
- scan-build - Does not include support for cross-translation-unit analysis.
- CodeChecker - CTU + Z3: --ctu --z3-refutation=on

- GCC warnings - Jenkins napcuTt nor; nogaepXxnBaeTcsi HOBOW BEpPCUEN

CodeChecker'a

- Svace + Svacer

- Dependency-Track - otcnexuBaem ya3BMMOCTU B 3aBUCUMOCTAX
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UcTopnmn 06 nHTerpauum cpeacts
CTaTM4YeCKOro aHanmsa

#1: Clang SA c CTU-ananusom nog Windows

YnaneHHbln agMUHUCTpaTop - cobupaetcsa komnunsatopom beec32c (RAD Studio).
BCC32C is a Clang-enhanced compiler with a command line flag compatible only with
BCC32 (the classic compiler).

Hanpﬂmyro aHalrindy He noasnexxmtT n3-3a paCLUMpeHMVI CUHTakcuca C++, KOTOpPbIE
nobaBrneHsbl B KOMIMUIATOP (I/I NCMOJIb3YKOTCA B NOAKITHOHAEMbIX xe/J,epax).

Clang-enhanced => goctyn kK 63keHay MOXHO nony4nTb Yepes dnar -Xclang'.
Bocnpoussoanm nosegeHune scan-build/CodeChecker.
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Monyyaem compilation database - gpann compile _commands.json, BHyTpy MaccmB json-o0bLEKTOB BMAA:

"arguments": [
"bcc32c", "-DRELEASE",
"-I", "include",
"-isystem", "c:\\borland\\include",
"-tM",
"-Xdriver", "-emit-ast",

"C:\\jenkins\\workspace\\clangsa\\ast\\source
"C:\\jenkins\\workspace\\clangsa\\source.cpp"
1,
"file": "source.cpp",
"directory": "C:\\jenkins\\workspace\\clangsa"
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leHepupyem AST-pannbl n compile_commands.json:

arguments = ['bcc32c', *macros_args, *include_args, *borland_args, '-Xdriver', '-emit-ast']

compile_objects = run_compiler(sources, out_dir, 'ast', arguments)

Monyyaem chann externalDefMap.txt:

count,file enumerate(sources):
proc_args = ['clang-extdef-mapping', '-p', db_dir, file]

res += subprocess.run(proc_args, capture_output= , text= ) .stdout
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clang-extdef-mapping:

This tool collects the USR (‘Unified Symbol Resolution' values are strings that provide an
unambiguous reference to a symbol) name and location of external definitions in the source
files (excluding headers).

Input can be either source files that are compiled with compile database or .ast files that
are created from clang's -emit-ast option.

23 :c:@S@CValue@F@SetClass# ast\DlgCfg.ast
15:c:0F@InitItems# ast\DlgCfg.ast

54 :c:0S@TDiffCfgDsrD1g@F@FindValueinAllStruct#I#I#I1#*v#1#
ast\DlgCfg.ast

37 :c:@S@CStructure@F@AddItem#*S@S@CItem# ast\DlgCfg.ast
12 :c:@F@GetPort ast\PortNames.ast

™
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3anyCKaeM aHalina:

analyze_args =
-Xdriver --analyze

-Xclang -analyzer-config

-Xclang experimental-enable-naive-ctu-analysis=true
-Xclang -analyzer-config

-Xclang ctu-dir={}

-Xclang -analyzer-config

-Xclang ctu-index-name={}

-Xclang -analyzer-config

-Xclang crosscheck-with-z3=true

-Xclang -analyzer-output=plist-multi-file

""" format(project_dir, extdef_file).split()

arguments = ['bcc32c', *macros_args, *include_args, *borland_args, *analyze_args]

compile_objects = run_compiler(sources, out_dir, 'plist', arguments)
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[Tocne aHann3a nosiydaem nanky ¢ pesynsratamu aHanmsa B plist-goannax.
KoHeptupyem nx B html ¢ nomowbto CodeChecker:

S codechecker parse -e html -o reports_html reports

Checker statistics Severity statistics

etk ame SeveriniNumber ot rporisfovorivlN umber ol oot

core.CallAndMessage

core.NullDereference H 30 12
core.UndefinedBinaryOperatorResult H 10 L | 89
core.uninitialized.Assign 2

core.uninitialized.Branch F 2

cplusplus.NewDeleteLeaks H 1

deadcode.DeadStores L | 89

unix.Malloc 1

unix.MallocSizeof 10

unix.cstring.NullArg 1
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#2: Clang SA false-positives

1. PaameTka kKOMMeHTapusmm

void test_simple() {

int x =1/ 0;
}

2. AHanna ¢ SMT-pewarenem Z3

Clang He nocTtaBnsaeTca ¢ nogaepxkon Z3 (13-3a NUUEH3UM Ha NOCeaHN), B TOM YuUCre B
odumumansHom apt.llvm.org. Coopka noxuTcs Ha nreym Tex, KoMy 3TO HYXHO:

cmake -DLLVM_ENABLE_PROJECTS=clang -DLLVM_ENABLE_Z3_SOLVER=ON #. ..

Ncnonb3yem CodeChecker ¢ donarom --z3-refutation=on.
™
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AHanus Ha CyTKu

Mpodomnu CodeChecker'a: default, sensitive, extreme; portability.
[ToCMOTPETL CMNCOK NPOBEPOK AN KOHKPETHOro npoduns:

S CodeChecker checkers --analyzers=clangsa --profile=default \
-0 rows

Konn4yectBo npoBepok Ans pasHblx npodunen (clang 15.0.7):
portability: 1 - optin.portability.UnixAPI
default: 45
sensitive: 72
extreme: 109

|
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S CodeChecker analyze -j64 -o reports_security \
--analyzers clangsa --ctu --z3-refutation=on \
-e profile:extreme compile_commands. json

[ INFO
[ INFO
[ INFO
[ INFO
[ INFO

[ INFO

2024-01-17
2024-01-18
2024-01-18
2024-01-18
2024-01-18

2024-01-18

22
11
17
21

21

:22]
:51]
:36]
18:
100]

15]

100]

[541/546] clangsa analyzed
[542/546] clangsa analyzed
[543/546] clangsa analyzed
[544/546] clangsa analyzed
[545/546] clangsa analyzed

o941.
542.
543.
o544 .
945.

Cc
Cc
Cc
Cc
Cc

successfully.
successfully.
successfully.
successfully.
successfully.

Analysis length: 81703.43273234367 sec.

22 h 41 min 43 sec
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#3: emaHrnuHr C++ nmeH B otyeTax Svace(r)

olmnbke

48

49 if ((curtick-last_tick)<=18) return; // é& &ééé& 1 0é & O
50 last_tick=curtick;

51 if ((newMem=GetFreeram()) !=oldMem) {

52 oldMem=newMem;

53 if (oldMem<1024) strcpy (heapStr," e .. .");
54 else sprintf (heapStr,"%111u", newMem);

55 drawView () ;

56 }

57 ¥

58
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[MepenncbiBaem ann svres, nponyckasd MaHrmmMpoBaHHbIE MMeHa Yepes c++Hilt:

demangle_func(m):
mangled = m[1]

mangled == '--': m[0O]
demangled = run(['c++filt', mangled], capture_output= , text= ) .stdout
name = demangled.strip().replace('&', '&amp;"')

f'function="{name}"

regex = [
(re.compile('function="(_zZ[~"]*)"', re.M), demangle_func),
(re.compile('struct (_Z[”~ ]*)'), demangle_struct)

p, demangle regex:
content = p.sub(demangle, orig_content)

content = run(['c++filt'], input=content, capture_output= , text= ) .stdout
print(content, end="")




S svace-demangle -h
usage: svace-demangle [-h] (-f FILE | -d DIR) [-i] [-b]

options:
-h, --help show this help message and exit
-f FILE, --file FILE Svace results file
-d DIR, --dir DIR directory with .svace-dir in it

-i, --inplace change results file in-place
-b, --backup store copy of results file with .bu extension
S svace-demangle -d . -ib

demangling .svace-dir/shared/data/85/8586674ceba31235a9e1d360c68d9177ed406465
demangling finished.

copy of original results file:
.svace-dir/shared/data/85/8586674ceba31235a9e1d360c68d9177ed406465.bu

S svacer import ...
™ S svacer upload
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DyHKIys

A string is copied into the buffer '&this->heapStr[0]' of
size 32 without checking its length first at
timeheap.cpp:53.

Coob1ieHne 06
oinoke

48
49 if ((curtick-last_tick)<=18) return; // ¢& €666 1 0& & O
50 last_tick=curtick;

51 if ((newMem=GetFreeram()) !=oldMem) {

52 oldMem=newMem;

53 if (oldMem<1024) strcpy(heapStr," ©ee....");
54 else sprintf (heapStr,"%111u", newMem) ;

59 drawView () ;

56 }

57 }

58
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da33vHr

- OBbyyeHue (kypcbl / obyyeHne coTpyaHukoB / research)
- Kakne nHctpymeHTbl nonpobosanu: libFuzzer, AFL++, FUTAG
- MHCTpyMmeHThl Ha aTane BHegpeHnud: Natch, Crusher (Sydr)
- IHTepecCHble HanpaBneHus:
- Hopper - aHanor syzkaller gnsa C-oubnuotek, automatic intra- and inter-API
constraints learning.
- oss-fuzz-gen - generates fuzz targets for real-world C/C++ projects with various
Large Language Models (LLM) and benchmarks them via the OSS-Fuzz
- DeepState - unit test-like interface for fuzzing and symbolic execution
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Cnacn6bo 3a BHUmMaHue!
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