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# whoami

« Java/Python pa3paboTtunk

* YBrekawLwmnca pesepcep Ha gomy c IDA
N NagnbHNKOM

* rpato B CTF B komaHae ONO

* PykoBognTenb KOMaHabl pa3paboTkm 1
DevOps Ha VInCTF & CentralCTF

* PykoBogmTenb KoMaHabl pa3paboTkm 1
nopgaepxkn cepsmco Vb B Wildberries




I[1a kTo Takom 3T1oT Baw CTF?
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# Capture 'he Flag
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EcTb ABa TMna

 Task-based *Y KOMaHObl ECTb CEPBEP

5 NPUNOXXEeHUN
 MHOro 3agaHun, 3a

BbIMOJIHEHNE - OYKU * B KaXkgom ya3BMMOCTbL(TH)

 [loHATHbLIE KaTeropun 3agaHnn  « Bawa 3agada — HaUTU ux,
3anartynTb y cebs u

XOpOLLI AN HOBUHKOB ISKCrJ1tyatmnpoBartb y PYyrmnx
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Jeopardy (categories)

- WEB

* Reverse
* PWN
 Crypto

* OSINT

« Stegano

 Misc



Jeopardy (kaKk coopma)

* [lpocTble npaBuna * B uenom kak dpopma —

OOCTaTOYHO CKy4YHas
* PaboTa kak B komMaHae, TaK u

NooAMHOYKE

* [MBKNN YPOBEHb CITOXXHOCTU

* [1poLle npoBOAUTbL
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Attack-Defence

* ECTb Heckonbko komaHg (10-20)

*Y Kaxkgon KoMaHAbl CBOW CepPBEP C NMPUNOXeHUAMU

* Bce kOMaHabl HAXOOATCA B O4HOWN CETU

* B Kaxkgom cepBuce ogHa UM HECKOMbLKO YA3BMMOCTEN

* Pa3 B payHa yekep genaet smoke no cepBucy 1 pasmMeLlaeT B
HeM donar

« 3aga4a KoMaHabl — HANTU X N YCTPaHUTb, a TaKKe HanmcaTb
CKpUNT 3axBaTta riaroB y COCeAHMX KOMaH/



Live

He6esonacHo — cbsctf.live
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Round: 150

CHECK FAILED

Definitely not kks

10.70.19.2 25893.87
HgbSec
2 10.70.24.2 15962.14
6 Lunary .
10.70.30.2 :
7 revteam —

10.70.87.2

collacode

ktforces

7kek
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Yekep

« CKpUNT, 3anyckarwmnmnca pas B payHa
* [lpoBepseT, BeCcb N Ball cepBUC AOCTYNEH

* ECcnn ecTb BO3MOXHOCTb, KnageT doniar B XpaHunky 4epes AP
cepsuca



Vulnbox & services

« Obpas3 BM c yctaHOBNeHHbIMWN Ha HEE CEpBUCaMM

* MoxeT BblaaBaTbCS yHaCTHUKaM OJ1A4 pa3BepPTbiIBAHUA Y cebs

* MoXeT npenocTaBNATLCA YXKe roTOBbIN BO BHYTPEHHEWN
nnargopme copeBHOBAHUN



A OHO HamM Hapno?
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[1ns Koro genartb?

* Bawwin cotpyaHUKK

e LLIKONbHMKN 1 CTYOEHTBI NEPBOro-BTOPOro KypcoB
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How-to guide

* OnpegennTech C Leneson ayautopnen copeBHOBaHNN
* OnpegennTtecb ¢ popmMmaTom

* HabpaTb komaHay pa3paboTku

* Boibepute temy

* Tpe3Bo oLeHnBanTe cBou cubl U oNbIT ©



A 4TO HAM NOMOXeT?



CTFd

CTHd

Teams

Scoreboard Challenges Admin Team Profile

Scoreboard

Top 10 Teams

4000
3000
2000
1000
0
01:00 02:00 03:00 04:00 05:00 06:00 07:00
Dec 26, 2017
—e— Marie —e— Carl —e— Megan —e— Tiffany David —e— Diane —e— Ralph —e— Eugene —e— Stephen —e— Bobby
Place Team Score
1 Marie 3759
2 Carl 3710
g Megan 83113
4 Tiffany 3150
5 David 3097
6 Diane 3000

Logout
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Live

He6esonacHo — cbsctf.live
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Round: 150

CHECK FAILED

Definitely not kks
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Hackerdom AD CTF
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2034.38

1267.14

1203.21

1073.73

873.38

583.77

350.84



Cnacu6o 3a BHUMaHue!

Xaknmos JleB

Wildberries Security Techlead



