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PbIHOK B 2022 roay

O6Lwmit 06bem pbiHka B 2022 roay coctaeun 193,3 mnpa py6. / B 2021 rogy — 186,9 mnpa py6.
Cpepnctsa 3awmTsl nHdopmauum — (4%, yenyrn — 26% / 8 2021 rogy — /3% n 27%

70% - otevectBeHHble komnanun, 30% - 3apybexHblie / B 2021 rogy — 61% n 39%

CpeacTtBa 3awmTbl MHchopmauumn Ycnyrun PbiHOK B PO
/ \\ W BHeapenue (Bknio4an npoektuposaxune) m ConposomaeHune \ / m/laboparopua Kacnepckoro Paositive Technologies \\
m Network Security Endpoint Security Infrastructure Security Check Point Software Technologies mBILZONE
AyTcopcuHr (Bkno4as MSSP/MDR) m KoHcantuur mCisco mFortinet
m Application Security mData Security W User Security O, I POCCASADBNNE WAASTOB mHbOTeKC uIBM
m®akTop-TC mKpunro-Mpo

42%
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3APYBEXHbIE BEHOOPbI B P® HA KOHEL 2022 TrOOA

3aaBun o6 yxoae OctaHoBun npogaxu MO OcTaHoBUN NoaaepXxKy

Check Point Software Technologies

Fortinet [a [a [a
Imperva [a [a [a
F5 HeTt [a [a
CyberArk Het [a [a
Palo Alto Networks Het [a [a
Trend Micro Ja [a [a
Cisco Ja [a [a
IBM - [a [a
Micro Focus Ja [a [a
ESET Ha [a Het
Broadcom (Symantec) Oa Oa Oa
Trellix (McAfee) Ja Ja [a
ForcePoint Het Ja [a
Nessus Het Ha Ha
Qualys Het Ja [a

Checkmarx Het Het Het



®OAKTOPbI

PbiHOYHBbIE OXnpaHusa nocre 2022 roga hopMupyroTcst Ha OCHOBe crieayLwWwmnx (pakTopoB:

/'/,,/

MaccoBbln yxoq 3apy0exHbIX BEHOOPOB C OTEYECTBEHHOIO pblHKA
[Mpogorkatowmecs knbepartakm Ha opraHbl Bfiactu, GBU3HEC U NPOMbILLNIEHHbIE OOBbEKTLI SKOHOMUKN PO

PasBuBaetcs perynsitopHasi 6asa Bokpyr degepanbHoro 3akoHa «O 6e30nacHOCTN KpUTUYECKON MHopMaLMOHHOW MHPpaCTPYKTYpbI
Poccunckon degepauyunm» Ne 187-3

BBeneHa oTBETCTBEHHOCTL NEPBLIX ML, OpraHmn3aumin 3a obecnedeHme nx nHpopmaumoHHon 6esonacHocTn. Ykas NpesnaeHTa ot
01.05.2022 Ne 250 «O gononHuTenbHbIX Mepax no obecnevyeHnto MHpopMaLnoHHon 6esonacHocTn POy

OnpepeneHbl 4oNOoNHUTENbHbIE Mepbl MHOPMaLUnMoHHON 6esonacHocTU. Ykas NpeanaeHTa ot 30.03.2022 Ne 166 «O mepax no
obecneyeHno TEXHONOrMYeCKoOM HE3aBNCUMOCTM 1 6€30MacHOCTN KpUTUYECKON MHGOPMALMOHHON MHAPACTPYKTYPbl PO»

[ocyaapCTBOM akTUBHO CTUMYNUPYETCS pas3BuUTUE oTpaciu (BblaensaoTcs cybcuanm v rpaHTbl, a Takke apyrne Mepbl Noaaep»Kku
OTpacnu: Hanoroeble 1 NPoOYMNE NbroThl, AOMNOMHUTENbHbIE Y4eOHbIE NPOrpPaMMbl, CHUXKEHNE PEryNSATOPHOM Harpysku)

YecTovatoTcsi TpeboBaHUSA OTpacneBbIX PErynaTopoB, NPeabsBsieMble K 3akaszynkam peweHni Nb, 4to 6yaet AONONHUTENbHO
CTMMYNMPOBaThL CNpPOC
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NMPOIMHO3 A0 2027 TOAA. OBOBLUEHHBIE BbIBO/bl
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\ ~—@— PbIHOK C COBbITUAMM PbiHOK 6e3 cobbiTuit MpeAaplayLwmii NPorHo3 ~@— VHOCTpaHHbIe BEHAOPb!

BbIBOObI:
é N
« C 2023 no 2027 rr. oTeuecTBeHHbIN pbiHOK VB npeanonoxutensHo seipactet ¢ 193,3 mnpa py6. no 559 mnpa py6. (B 2.8 pa3sa)

« CAGR pbiHka B 2027 roay coctasut 24%

* Haunnas ¢ 2023 roga npakTnyecku BeCcb BH0OXKET 3aKas3ynMKoB Ha CcpeacTBa 3awnTbl tHGopMauumn B cektopax B2G n B2B byaet
noTpayeH Ha NPoayKLMI0 POCCUNCKNX BEHLOPOB.

«  Oxwupaetcs, uto B 2027 roay 40N pblHKa OTeHecTBEeHHbIX BeHaopos coctasuT D31 mnpa py6.

* [laHHble Ha cnanpax 2-5 Ha ocCHoBe MHdOpMaLMn U3 aHanNUTUYeCKNX oT4éToB LieHTpa cTpaTermyeckux paspabotok (https://www.csr.ru/ru/research/).
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A YTO C BOINMPOCAMM
KAOPOBOI'O OBECIIEYEHUA ? ? ?



OB OBPA30BAHUU CMNELUMAIIUCTOB
NOo UHOOPMALIMOHHOW BE3OMNACHOCTU
B POCCUUACKOWU ®EOEPALINA

1.

D.

3amMeTHa CMeHa OpueHTaLMn onpalunBaeMblX C 3apybeXHOoM
MeTogonorndeckon 6asbl Ha POCCUNCKYIO.

. PacteT ynoBneTBOpEHHOCTb BbiNyCcKHMKamun BY30B. [pn aToM camum

NOoKa3aTesyim oCTaroTCA JOCTAaTO4YHO HN3KNMW.

. KomnaHun B oBa pasa akTnBHee MHTepecyloTcss obpa3oBaHnem B

4aCTun OpraHnN3aLunNOHHbLIX MEp.

. B obpasoBaTenbHbIx NporpaMmmax AosmkHa NoABNATLCA oTpacnesas

cneundmka. BosamoxHo kaxxgomy BY3y B 3aBncnMMocCTu OT ero
OCHOBHOIO HanpasreHnsa NOAroToBKN KaapoB TpebyeTcs
dopmupoBaTb COOCTBEHHLIN BOK C OTpacneBon SKCNEPTU3ON.

Bonpoc npo y3kyto crneynanmnsauunio B b B 0byyeHne oTKpbIT.

* AHanutuyeckum otyet Pl «kKubepbesonacHoctb» HTU «3HepaxuHer»

2023 rog*




HEKOTOPbIE BAPUAHTbI PA3BUTUA KOMMNETEHLUNA
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CTtypeHTbl, MOnoAable Monoablie cneunanucThl, KapbepHbin Tpek ans
cneunanucTtbl nocne BY3a, nPpUHMMaeMble C pbliHKa cneumanucTa BHYTpM
npodg)eccCUOHaNbHbIX KOMMaHuUun

Konrnepxeu



NMPOPECCUOHAIIbHbBIE KOMINETEHUWU ONA PASBUTUA

1 AHOOPMALIMOHHAA
BE3OMNACHOCTDb B

MHOOPMALIMOHHbLIX CUCTEMAX

1.1
MpoektuposaHune Nb
B MHOPMALMOHHbIX
cuctemax

1.4
Ayaut Vb

1.2
OkcnepTtnsa Vb

1.5

OueHka
adpdekTmHoCcTU VB
B MH(POPMALIMOHHbIX
cuctemax

1.3
TecTtupoeanue MO

2 AHOOPMALIUOHHAA
BE3OMNMNACHOCTb CUCTEM

NMPOMbLILUNEHHOM
ABTOMATU3ALLUU

21 2.2
[MpoekTnpoBaHne Ayout UB cuctem
CUCTEM 3aLLMTHI NPOMBbILLIIEHHON
nHdopMauun aBTOMaTM3aLum n
cucTem 30K
NPOMBbILLSIEHHOMN

aBTomartusauum

23

—\
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3 CUCTEMbI 3ALUMTLI
MHOOPMALIMOHHOM

BE3OMNMNACHOCTMU

MeToponoruyeckoe
obecneyeHune Vb

5 YNPABJIEHME NPOEKTAMM UMb

OKnn

4 YNPABJNEHUE U PA3BUTUE CEPBUCOB MH®OPMALIMOHHOM

BE3OMNMACHOCTMU

31 3.2

CucTtemMbl aHanuaa Cuctemsbl

3aumueHHoctn MC MeXceTeBoro
3KpaHUpoBaHus

34 3.5

Cuctembl Cucrtemsbl

dunbTpaunn OBHapy>eHuns 1

WHTEepHeT-Tpaduka npeaoTBpaLLeHnst
BTOPXXEHUN

3.7 3.8

Cuctembl Cucrtemsbl

KpunTtorpadumyeckomn ynpasneHus

3aWmThl puckamu B B UT-

nHopMauun aKTusax

W apyrue cuctembl 3almTbl MHpopMaLmm

3.3

MoHuTopuHr NB 1
ynpasneHue
nHuuageHtammn b

3.6

Cucrtemsbl
aHTMBMPYCHOMN
3awmThl

3.9

Cuctembl
MOHUTOPUWHra
cobbiTnn B 1
ynpaeneHus
nHumaeHtammn b
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CTYOEHTbI BY30B, MPO®ECCUOHAIbHbIX KOJEDKEN i:(ﬂjé

@ g““ OTKpbITLIX ABEpei Kypcbl nuuHoro pocra,
nMmMnuagbl
camopasBuTue
MK P
[NMpodeccrnoHansHoe
e TEXHU4YecKoe
pasBuTME
NHcTutyT
HacTaBHMYeCTBa
2 2 . AganTaunoHHble
KYpCbl U CNEThI
CocrtasrneHue

NHAMBUAyanbHoro @
nnaHa passutusa (UNMP)

S
< L . Takasi nporpamMma pasBuUTUsSi MOXET BbITb paccuuTaHa Ha 2-3 roga
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CTYOEHTbI BY30B, MPO®ECCUOHATIbHbIX KONNEOXEN -

BA30BbIN

OKCMNEPT

...................

YIMYBNEHHbIU

3HAHUE

onbIT




OXUWOAHUA OT BbINMYCKHUKA MO HAINPABINEHUIO
noarotoBKkn «MHPOPMALIMOHHAA BE3OIMNMACHOCTb»
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Mo cyTn cneunanbHOCTM :

[MoHMMaHue kak paboTaeT OCHOBHOE NPOU3BOACTBO
3HaHue cTeka TexHonornr TCP/IP, npuHUMnoB NocTpoeHus IP ceTen
3HaHUA N YMEHUS NPUMEHATb pasnuyHble open source MHCTpymeHThl UB (Takune kak Kali Linux, NMAP, Wireshark n 1.4.)

3HaHWe CoBpeEMEHHbIX TEXHOMOIMI 3aLnTbl, HaBbIKM PaboTbl C OCHOBHbLIMU POCCUIACKMMUW CPEACTBaMM 3aLLMTbl MHOpMaL MK

HaBblkn npoBeneHns aHanusa nNpoeKkTHOW, 3KCnslyaTauMOHHOM AOKYMeHTauum no sonpocam Nb

N3 obLero :

NogkoBaHHOCTL B T TexHonormnsix -
YMeHue «untatby» akTyanbHble TpeboBaHna 3akoHogaTenscTea no Vb

w® g \

Kom MyHI/IKa6eJ'I bHOCTb U BMEHAEMOCTb

CnocobHocTb paboTbl B KOMaHae

NHuumatnBHOCTb, 06y4aeMOoCTb

AQanTUBHOCTb K HOBbIM TEXHOMOMMAM

AMONLNO3HOCTb




MOJ1OAbIE CNEUUNATIINCTbI NO HANPABJIEHUIO UB

MepumeTp KOMNaHUn IKCMNEPT

WWW.HH.RU
@ KaHnanbi B Telegram
KappoBble meponpusaTus KOMnNaHuu ‘
, YINYBNEHHbIV v
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KAPbEPHbIN TPEK CNELUMANNCTA UB
BHYTPU KOMINAHUN

*

BHyTpeHHAA akagemus/kypcsbl
O6y4eHne HacTaBHUKOM

O6y4eHune BO BHelWHUX YL

CamopasBuTue (ydactne B cepsmucax

4/
P n/vnn npoekTax)
‘ . ‘ i A




LUK «KUBEPBE3OMACHOCTb»

EnergyNet

ObveduHaem KomnemeHyuu u gpopmupyem cucmemHbil
nooxoo0 K obecneyeHuto KubepbeszonacHocmu

D EnergyNetCS@vya.ru

CINMACUBO 3A
BHUMAHWE!




