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VOLKSWAGEN

B Poccuu oTmeHSA10T KOpOHaBUPYCHbIe orpaHYeHUusA. 3HaUYUT 11 3TO CKOPYIO OTMEHY
MacCcoBOW AUCTaHLUOHHOI paboTbI?

% KﬂpUHaBprc DGDETEIET CBOIO Ce@30HHOCTDb, 23adBuna lNonoea
ria.ru » 20211202/koronavirus-1761817023.html ---

KopoHaBMpyc NOCTENEHHD CTAHOBWMTCA C@30HHBIM 3aboneBaHWeMm, 2aABUNA MMaBHbIA
CaHWUTaPHbIA Bpay AHHa NMonoea. PMA Hoeoctn, 02.12.2021.

«[JonroxnaHHoe pelleHne». B Mockee 0OTMEeHWUIU MaCO4HbI...
gazeta.ru > social/2022/03/14/14629381.shtml «-+ 14 maprta

M3p Mockebl Ceprei CoBAHWH NOANUCaN YKa3, OTMEHAKWMWA C 15 MapTa aHTUKOBUAHbIE
OrpaHu4eHus, 0eACTEOBaBIWKME C BecHb! 2020 ropa. B ropone nepectan BoiTb 00AZaTENLHDbIM
MaCOYHBIN PEXWNM, N3MEPEHWEe TEMNEpaTyPbl PabOTHUKOE NPpeanpUATUA U OPraHnu3aLMiA,
VCTAHOBKA PazienuTeNbHbIX Neperopoaok Ha pabounx MecTax. B pernoHax takxke
NOCTENEHHO CHAMAaKOT KOPOHAaBUPYCHbIE OrpaHWYeHMa. ... Y1Cno 3apa3nelumxca
KopoHasupycoM B Mockee 14 MapTa YEENWMUYMNOCh 33 CYTKKU Ha 957, OHO COCTaBMUNO MeHee
1 ThiC. B ieHb BNepeble C 23 ceHTAbpA 2020 roga. 3aMTKT OT «AeNbThl» U «OMUKPOHa»:
[MHUDYpPr pacckazan o HOBOM BaKLMHE OT KOpOHaBMpyca. CKpbITh
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. VOLKSWAGEN
MpenmyuiectBa ynaneHHou pabotbl. Bpems

B 6onbLumx ropopax noesgka Ha paboty n obpaTHO MoOXeT 3aHMMaTb 2-3 Yaca B ieHb.

Ha ckonbko 310 mMHOro?

3 yaca X 20 pabouux gHeii B mecay X 12 mecsaues — 720 4acoB B rof, / 24 yaca — 30 CYTOK B rop,

e
OHeu
720 4acoB / 12 YaCoB gedaTesiIbHOCTU —_ B rO|D| E
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VOLKSWAGEN
OCHOBHbI€ MPUYMHDI BAUSIOLLME HA MJIaHbl MO CMeHe mecTa paboTbl:

71% poccusiH nnaHupytoT B 2022 rogy cMeHuTb paboty*

0 yBenm4yeHume o afeKBaTHbIU
7 3apaboTHou 5 KONNEeKTUB C XOPOLLUNM
O nnaTol o PYKOBOACTBOM
* rnbkunm rpadpuk

o HanTn banaHc * BO3MOXHOCTb TPYAMUTbCA YAANIEHHO
o MeXAy paboToin u * OTCYTCTBME HEeobXooMmocTu

OTAbIXOM cobntogatb gpecc-kon

* cornacHo onpocy Paborta.py
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) VOLKSWAGEN
Onpocbl NOKa3bIBaloT BbICOKWIA 3aNpocC Ha yAaNleHHY10 paboTy cO CTOPOHDI

COTPYAHUKOB™

O COTPYAHMKOB XOTAT rMOKOCTM Mo
8 8 / oTHoweHuto K Tomy I'IAE n KOIT'OA oHu
o paboTatot

O COTPYAHMKOB CKOpee yBONATCA, eCliv UM
5 4 He NpefocCTaBaT Heobxognmon rmbkocTu
o B pabote

YpoaneHHasa pabota Tpebyet
MHBECTUPOBAHUSA B
® TexHonornu

FnobanbHble onpoc coTpyaHukos. NioHb 2021. https://www.ey.com/
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https://www.ey.com/

VOLKSWAGEN

Bbibupaem Ha 4ém BypyT pabotaTb nonb3oBarenu

‘ {:CE} \ Managed Laptop

fol Bring Your Own Device (BYOD)

= On-Premises Workstation accessed remotely
> T 1

q
Cj/\_b Desktop as a Service (DaaS)

(A
== Virtual Desktop Infrastructure (VDI)
DI p
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VOLKSWAGEN
ObecneunBaem 6€30NacHOCTb yAaNeHHbIX KOMMNbIOTEPOB

=2 OpobpeHHbIN cnucok MO

ObHoBneHue MO

OTCyTCTBUE NPaB afMMHUCTPATOpPaA Y NONb30BaTesNel

Antivirus

1
@

&5=|  BkNtouéHHbIN Firewall
=] KoHTponb akTyanbHoro AV, BkntovéHHoro Firewall, n 1.4. co
=)  ctopoHbl VPN
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. VOLKSWAGEN
Bbibupaem ontumanbHbii meTop opraHmnsauum VPN

 Full tunnel (“forced tunnel”)

BeCTb TpaduK OT KIMEHTOB 3aBOpayMBaeTcs B TyHHenb Ao VPN wwio3a komnaHum

* Limited split tunnel (“full tunnel with exceptions”)

BeCTb TpaduK OT KNIMEHTOB 3aBOpaYnBaeTcs B TyHHe b A0 VPN w033 KOMNaHMK, 33 UCKNTI0YeHneM Heckonbkux npunoxexuii (0365,
VolP, ..)

e Dual tunnel

TpaduK 40 KOPNOPATUBHbIX MPUIIOXKEHU 3aBOPAYNBAETCA B TYHHENb, UHTEPHET Tpaduk naét yepes cloud SWG (obnayHbiii proxy)

* Split tunnel

B TYHHEeNb 3aBopaynBaeTcs Tpaduk TONbKO A0 KOPNOPATUBHbIX MPUSTOXEHUA

« Agentless web portal (SSL VPN)

[,0CTyN K KOPNopaTUBHbIM NpUoXxeHsam Yyepes web portal

* Notunnel

KOopropaTuBHbIe NpunoxeHus NybnmkyoTca B UHTEpHeT Yepes banaHcnposLmky. Joctyn 3awmwaerca WAF + 2FA
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VOLKSWAGEN

OpraHusyem OoCTyn K NpUnoXXeHUsam yepes KopnopatuBHble TenedoHbl noa
ynpasneHnem MM\DM

OpraHu3syem foctyn K 60MbLLMHCTBY MPUNOXEHWI AOCTYNHbIMM € TenedoHa:
+  Email

* KopnopaTtusHble mecceHaxepbl (Skype, Teams, ...)

*  BHyTpeHHue noptansl (KopnopatusHblii, Service Desk, ...)

* Cuctembl yripaBneHusa 3agavyamu 1 npoekTamu

- 300

* LMS (cuctembl 06y4eHus)

* UT.AO.

B uenom gns noboro HoBoro u cyLiectBytowero MO:

* EcTb nn pogHoe npunoxeHue nop tenepoH?

*  OTKpbIBaeTCa N1 NPUIIOXKeHNe Yepe3 KOPNopaTUBHbIV TenedoH?
«  ONTMMM3NpOBaHa Nu BepcTKa?

* PaboTatloT NN CCbINKKU Ha npunoxeHwue n3 3ﬂ€KTpOHHOI7I nouyTbl?
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VOLKSWAGEN
CraHpapTHaA cxema [oCTyna B UHTEPHET U3 BHYTPEHHe ceTu
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VOLKSWAGEN

GROUP RUS

CTaHpgapTHasa cxema [0CTyna B UHTEPHET U3 BHYTPEHHEN CeTH

S

Internet

17

Internet Traffic

SRl ==:

On premise Proxy Border Firewall

Pac file
redirection

On premise user
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VOLKSWAGEN

GROUP RUS

Yto npoucxoput, Kkorga nonb3oBartesib HAaUMHaeT pabortatb U3 goma?

()

Home Office User
Internet

Internet Traffic

Pac file
redirection

reg

On premise Proxy Border Firewall

On premise user
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VOLKSWAGEN

GROUP RUS

Tpaduk B MHTepHeT maplupytusupyertcs yepes VPN GW v BHYyTpeHHUN Proxy

n O

Home Office User
Internet

17

Internet Traffic

SRl ==:

On premise Proxy Border Firewall

Pac file
redirection

On premise user
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VOLKSWAGEN

GROUP RUS

Kak 3auTuTb Nnpssmon ocTyn B UHTEpHET Npu yaaneHHou pabore?

()

Home Office User

Internet

Internet Traffic

Pac file
redirection

. On premise Proxy Border Firewall
On premise user
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VOLKSWAGEN

GROUP RUS

Heob6xopumo ncnonb3zoBatb o6nauHblii Proxy (SWG) pns 3awmutbl UHTEpHET Tpadpuka
nonb3oBaTtenen

Pac file

Q redirection

Home Office User E E
Internet

Cloud Proxy

GRE/
IPSEC Tunnel

Pac file
redirection

) Border Firewall
On premise user
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VOLKSWAGEN
OcobeHHocTu. Mpu Full-VPN Harpy3ka Ha npoLieccop MoXXeT BbipacTu B ABa pa3a npu
nepepaye gaHHbIX. Hoytoykn pomkHbl 6bITb MOLHbIMU

CPU Intel(R) Core(TM) i5-10310U CPU @ 1.70GHz
% Utilization 0%
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VOLKSWAGEN
OcobeHHocTU. HekoTOopble npunoxeHus He pabortatot yepes VPN

MpunoXxeHns c yctapesLUE apxXuTekTypoi (konnposaHue ¢pannos, npsmoe
obpaweHue k b, n 1.0.)

BupoeoHabnwopgeHue

MpunoxeHns roe TpebyeTca MUHMMANbHAA 3a0epPXKKa
nop.
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VOLKSWAGEN

Bbibepute Ha 4ém b6yayT paboTaTb COTPYOQHMKU

Bbibepute TexHonoruto VPN
3awuntute yganeHHbole paboyne mecra

Cpenante MakCUMYM NPUNOXEHWUA AOCTYMHbIMMU C
MObUnNbHbIX TenedoHOB

ObecneybTe KOMPOPTHYIO 1 Be3onacHyo
yaaneHHyto paboty

AHppei MnHaes

Andrey.Minaev@vwgroup.ru

WWW.VWEgroup.ru
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