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BblCOKOYpOBHEBAA CXeMa pPeLUeHus
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BHYyTpeHHUN ceTeBOU NepumMeTp 3aKasvuka

[logTBEp)XaoeHmne
nepBoro gpakropa.

Pernctpauna 2FA npu nepsom Bxoge. Cmena napona®. r_ 009¢°

; 2.2 23 !
JTornu2 MopTan camoo6eny>KuBaHma®
[lonb3oBaTtens Maposnb? 5 5
i ;
— NpoBepka nepBoro : 3anpoc oTnpasieH BO = Teees MNonTBep>xaeHne nepBoro
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NAS' 2 2.1
[locTyn pa3peLueH. -
O RADIUS / LDAP / [1poBangep
: 5 ADFS /IS Adapter® YUYETHbIX 3anucen
+ : ' (Active Directory)
YCTPONCTBO NOJIb30BaTENA : : 3anpoc 2FA oTnpaBreH B 06/1aKO.
: 3 ! TMepemaétca TOMBbKO NMOMVH.
v X ;
'MNMopnep>xuBaroTca Bce 0CHOBHble BeHaopbl NAS
2 lorviH 1 naponb nonb3oBaTena B goMmeHe Active
‘ [lpoBepKa BTOpOro paktopa Directory

4

3 RADIUS/LDAP/ADFS/IIS ApanTtepbl 1 MopTan
Camoobeny>XmBaHMA pacnpocTPaHAKTCA C
OTKPbITbIM NCXO4HbIM KOLOM.

4 CMmeHa napona BO3MOXKHa nocsie rnosiHom
ayTeHTupukaumn.

Multifactor Cloud




SSO kKopnopaTUBHOro ypoBHA: NPUMBOAUM BCe YYETHbIE 3anncu nonb3oBaTesien K eAUHON
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Dgé CAPEX: 0 py6nen 2 BHeppsAaeTca 3a Hegeno

[Toon3BOaNTENBHOCTbL ON-prem - Ao 2 yaca - uHTerpaumsi ¢ o6nakom, n 66CKOHEYHOCTb
3000 coTpyaHnkoB Ha 06YyyYeHmne nonb3oBaTenei &

O6naka - oT 50 TbIC. aBTOpU3aLIMA B
MUHYTY (M BCE MacwTabupyeTcs)

/) ByPass & 8 meTopoE

8 METO40B BTOPOro pakTopa, U3 KotTopbix 3 - Ansd
aBTOpu3aLnn 6e3 nosib3oBaTeNIbCKOro UHTEPPENCa




[TIPOTOKONbI MHTErpaLun
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API
RADIUS
LDAP
oAuth

OpeniD Connect

3awuuLaemMmblie CUCTeMbl

>

>

VPN u VDI

Linux-uHppacTpykTypa
(B Tom uncne Bce poccuitckue aucTpuéyTHUBDI)

Windows-uHdpacTpyKTypa
WEB-npuno>xeHusa

O61a4Hble NPUNOXKEeHUAN
(Kak ypaneHHbI, Tak u noKanbHblil BXoA)

[TopTan camoobcnyXuBaHus




PeweHune MULTIFACTOR [MpooyKT B peecTpe poccuickoro M0O;
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oT AO
OP 2 4YacoB 999,
He Tpebyert 3aTpar Ha MHTerpauna n BBoA B CHUXXeHne prUcKoB
BHeApeHune u aKcnnyartauuio. HeaBTOPM3OBAHHOIO O0CTyNna
MHPPACTPYKTYPY. BbICTPbIN OHOOPAMHT. 6e3 co3a4aHuA HOBDIX.
N J
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[ MFA 1 KoHTpONb AocTyna

> be3onacHOCTb gocTyna K UHPPaCTPYKTYpE;
[MpepoTBpalleHne YroHOB YYETHbIX 3anncen,
yTe4yeK OaHHbIX N CeTEeBbIX aTak;

3awuTta VPN n VDI-nogkntoyeHun;

3awmTa obnayvHbix SAML-npunoXxeHun;
3awmTta Windows 1 Linux MHppacTpyKTypbl.
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@ NMopTan camoo6cny>XuBaHuA

> CaMOCTOATENbHbIN OHOOPOMHI MOJSIb30BaTENEN

> CamocToATenbHaA KoHdurypauma 2FA;

> PeweHune npobnem c goctynom 6e3 y4yactuA
IT-noooep>xkn (BKAO4YaA CMEHY
NPOCPOYEHHOro nNaposA).

I
Boutun? I: II
-
@

SSO

EavHbin BXxoa n YnpaBneHue AOCTYNoM

> VlckniovaeT MynbTUNNNKaLNIO YYETHBIX
3anucen B o61avyHbIX cuctemax;

> EOVHBbIA NOCTaBLUMK YY4ETHLIX 3annuceun aia
O0CTyna K BawnM MpUnoXeHUAM;

> YnpowaeT Nnpruem Ha paboTy 1 yBONbHEHUE
coTpyaoHukos gnAa IT.

Be3onacHOCTb
[JononHUTENbHbIN YPOBEHL 3aLLMTbI NOBEPX
BaLUMX OCHOBHbIX MeTO40B ayTeHTUduKaumm.

CHuXeHue 3aTpaT Ha NoAaepXXKY
YnpoLlieHne paspeLlieHnAa npodriem C
OOCTYMOM.

HenpepbIBHOCTb NpoLIeCcCOB

NHTynTuBHbIN UX, noBblweHne
NPOAYKTUBHOCTU COTPYLOHUKOB.
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https://reestr.digital.gov.ru/reestr/308396/

KoMnaHuo npeacTasun onepaynoHHBIA =
anpekTop BukTop YauwumH

Ha Hawem cteHae C40 mMbl paccka)XemM BaMm
KaK 3a TPU roga cyl,ectBoBaHUA NoJy
060rHaTb BCE aHANOrM4YHblE PELLEH

sales@multifactor.ru

HoBOCTHU, nHCanabl
M UOEN B HALWLUX COUCETAX




