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be3onacHocTb UT-MH(pacTpyKTypbl Ha BCeX YPOBHAX

3awmTa OoT nepexoaa Ha
npeablaylwmne Bepcmm MUKpokoaa

Bepudurkauus B npouecce paboTbl

KpunTtorpacuyeckune cpeacrsa
ayTeHTU(mKaums nporeccopa

3arpyska ¢ HEM3MeHSAeMOoro
BCTPOEHHOI0 HOCUTENS

3aluiLeHHan Lenoyka nocrasok
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Llenb aoBepus

INNornyeckumn cnoun

Secure Supply Chain
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Tunbl aTak

Ransomware, malicious insider, malware, phishing, SQL
injection, theft, trojan horse, user error, water-holing, zero
day attack

DOS, DDOS, user error, worms

Ransomware, man in the middle, user error,
worms

Malware, data theft, malware, theft of hard
drives

Root kit, boot kit, booting into alternate OS,
phlashing

Boot Kit, root kit, tampering, data theft

Malware (firmware), unvalidated firmware
updates

Counterfeit materials, malware, tampering,
theft, root kit, boot kit




Silicon Root of Trust n Firmware Verification B cepBepax HPE
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MpoBepka exeaHEeBHO, a He TONILKO NpwU 3arpyske

Secure Boot

Ecnn Bce Mmnkpokoapl
OEeNCTBUTENbHbI, CEPBEP paspeLumnT
3arpysky OC

Option ROM npoBepsieTcs Ha

Option ROM NOASNIMHHOCTb U JOCTOBEPHOCTb
SPS MpoBepka MUkpokoda «Server
Firmware Platform Services»
l.E. MpoBepka Mukpokoda “Innovation
Firmware Engine” (I.E.)
CPLD iLO npoBepsieT MUKpPOKOA
Firmware CUCTEMHOTO NPOrpaMM1pyemMoro
norunyeckoro yctponcrtea (CPLD)
BMC MwuKpokoz npoBepseTcs npu
Firmware BKIIOYEHUM cepBepa
BMC /iLO5 HenepesanucbiBaemas obnacTtb B
Silicon Chip | mukpocxeme
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Pensando Distributed Services Platform
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Policy and Services Manager (PSM)

Features Enterprise Enterprise Pro

Policy and Services Manager

Centralized Distributed Network and Policy Management
Telemetry

Always-on telemetry and deep observability

Full Encryption Offload

East-West encryption (IPsec) for data-in-flight
Distributed Stateful Firewall

For bare-metal, virtualized (Windows Hyper-V, Linux KVM) and
containerized environments




Distributed Service Card (DSC-25)

P26966-B21 Pensando DSC-25 10/25G 2p SFP28 Card
Mognepxka Silicon Root of Trust n Secure Boot

1000BASE-T (MGMT)
x8 PCle 3.0

2 x 25GBASE-X (DATA) )



Distributed Stateful Firewall
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COop ceTeBOM TernemeTpumn U 3epkanupoBsaHue Tpaduka
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NMpumepbl HACTPONKU 3epKanupoBaHusa Tpaduka
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LLincppoBaHue Tpadpuka
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Pe3lome

Ha Pensando DSC MOXHO peanunsoBaTb:
*  OQunerpauuto Tpaduka (Firewall)

« 3epkanupoBaHue Tpadmka (ERSPAN)

* LWndpposaHue Tpadmka (IPSec)

Bce onucaHHble yHKUUN:

* MoryTt pabotatb 04HOBPEMEHHO

« PaboTtaloT Ha NIMHENHON CKOPOCTN NMOPTOB

* He ncnonb3yloT BblYMCIINTENBHLIE PECYPCHI cepBepa
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