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Onucanmne yRIsuMocTH:

A remote code execution vulnerability exists in the way that the MSHTML engine improperly validates input. An
attacker could execute arbitrary code in the context of the current user. If the current user is logged on with
administrative user rights, an attacker who exploited the ity could take control of an affected
system. An attacker could then install programs; view, change, or delete data; or create new accounts with full user
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Henomusreas:

61d 07h 27m Usee the vendorBeapos,s advisory:
v Tt ipontal masc. microselt com/en-USSecurity-guidance advisory CVE-2020-1055

I Tievp e rpomss. Obwan nadopmarms:
2 Cramyc:

Hara magug n paGory:
15.06.2022 21:21:29 B pafiore

Cpox monommcsss:
g:;: On po 0 YRHNMOEI 12002022 15:57:02

UNIHCEHEC YH3EHMOCTH:
O M- A cross-site-scripting (X55) vulnerability exists when Adtive Directory Federation Services.
12 00 2022 15-57-00 (ADIS) does not properly sanitize user inputs. An un-authenticated attocker could exploit the

. vulnerability by sending a specially crafted request to an offected ADFS server. The attacker who

1 o successiully exploited the vulnerobility could then perform cross-site scripting attacks on affected
g 2 % systems and run scripts in the secarity context of the current user,
Ocratox Bpestes go oxoisasnex OO0 HCIpaRnEIBA
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False-Positive

. o o Bpems yyacTtus B 0O6Hapy>XeHnn u [pynnMpoBKa OaHHbIX G —
ACTPOAKW JononkurensHeie Bpems xu3Hu I0C
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" = Kill-Chain dasui: . 8+ 1SP: ‘ a v IA3S
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Tonbko akTyarnbHble AaHHble, MeHbLUE False Positive
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