[1ByXdaKTOpPHaA
AYTEHTUPUKALMA
MOV APEeCccKo Ha BXo4e



2011 r., onpoc komnaHuu GriDsure (=) GriDsure

Pe3ynbrarhbl:

60% w13 onpoLllueHHbIX komnaHuen GriDsure pykoBoantenen MHGQOPMaLMOHHbIX
CIny>0 OoTMeyYaloT BbICOKNM YPOBEHL CIOXHOCTU TPAAMULMOHHLIX METO0B
OBYXJ0aKTOPHOW ayTeHTUMMKaLUNM U CHUTAIOT, YTO peanunsaumna aTux MeTogoB
obxoanTCsa CrMLIKOM AOPOoro

36% OMpPOLLEHHbIX CYUTAOT MHOTOYPOBHEBYO ayTEHTUMUKALINIO BaXKHENLLIUM
dakTopom Ans 6esonacHocTM AocTyna

b 34% onpoLIEHHbIX YBEPEHDI, YTO COTPYAHUKM B COCTOSAHUM cAenaThb BCe
HeobxogMmoe ans 3aluTbl KOMNAaHMM OT KOMIMbIOTEPHbIX Yrpo3.

32% cTaBAT Ha NepBoe MeCToO 0bydeHne COTPYOHUKOB, U TONbKO 7%
BbICKa3bIBAOTCS 3a MOSIHOE OTKIIIOYEHME yaaneHHoro ocTtyna



2020 r., KoHpepeHuma RSA 2020

Microsoft:

99,9% B3/IOMaHHbIX aKKayHTOB He
NCNONb30BaNnN ABYX(PAKTOPHYIO
ayTeHTudunkauuto (2FA) B KauecTse
3aLlNTHOW Mepbl

[0 KaKOW-TO NMpUUMHE Mosib30BaTesIN He CTPEMSTCS
akTusupoBaTb 2FA, gaxe kKorga pedb 3axoguT O
KOPMOpaTMBHbIX YYETHbIX 3anucax. HanpuMmep, Bcero nuilb
11% aKKayHTOB OopraHusauun 3agencTsoBanu
ABYX(MAKTOPHY ayTeHTUdUKauuo.

MNpeactaButenn Microsoft oTMeTUIN, YTO BONBLLUNMHCTBO aTak
Ha YYE€THble 3an1cK KpanHe NMpocCTbl: 3/10YMbILLUNEHHUK
NblTaeTcs NogobpaTh YacTo UCMO/b3YEMblE CBA3KU <UMS
nosib3oBaTens-naponb». Hanpumep, ataku Buaa «password
spraying» npuBenu K B3noMy 480 TbIC. aKKayHTOB B sSiHBape

NcTouHukK: https://www.anti-malware.ru/news/2020-03-06-1447/32156

~40% (480k accounts in January)

compromised by Password Spray*

B2 Microsoft

*Cloud detected only
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2022 r., opmnumanbHbin 6n1or Google

SAFETY & SECURITY

Keeping you safe online with Google
and beyond

Feb 08,2022 - 4 minread

Q Jen Fitzpatrick < Share

SVP, Core Systems and Experiences

Keeping your information safe

We provide easy, simple-to-use tools like Security Checkup to give you actionable recommendations on
how to strengthen the security of your Google Account. In 2021, we auto-enrolled over 150 million
people in two-step verification (2SV). As a result of this effort, we have seen a 50% decrease in accounts

being compromised.



HeMHOro Teopum

Cnocobbl ayTeHTUPUKaLMK, Ha KOTOPbIX OCHOBaH meToa, 2FA:
* MONb30BaTe/b YTO-TO 3HAET
* nonb3oBaTenb 061a4aeT YHUKAbHbIMU YePTaMU, KOTOPbIE MOXKHO ouMPpPoBaTb U CPABHUTL

®* N0JZ1b30BaTe/ib YTO-TO UMeeT

MepBblt MeToA, BCTpeYaeTCs NPU BOCCTaHOBIEHNM NAPO/Iei MO KOHTPO/IbHbIM BOMPOCaM.

BTopoit cnocob Yalle npumMeHseTcs A1a 3alMTbl AaHHbIX HA MOBUbHbIX ragKeTax U ANA aBTOPU3aLUU KIMEHTCKUX NPUIONKEHUI Ha
cepBepax.

Tpetunit cnocob — yaule Bcero ato SMS nam PUSH ¢ npoBepoYHbIMM Kogamu, reHepupyembimm no texHonorum OTP. Koa npuxogmt
Ka*KAblM pa3 pa3HbI U MOXKET reHePUPOBaATLCA HA 4PYrOM YCTPOMCTBE NONb30BaTeNSA (annapaTHbIM TOKeH, webPass, cMapTdoH 1 T.n.)

PASSWORD
OTP LA A AR A N N J
369875 -> OTP
369875
Rad
OAHOpasoBbIn Monb3osarens BBOAUT AYTEHTUPUKALMOHHDBIN CeTb 1 AaHHbIE KOMNAHUK
Naponb, NPUCAaHHbLIN OCHOBHOMN cepsep KnueHTa NOA HAAEXHOM 3aLUTON

Ha cMapTHOoH ¥ OAHOPA30BbI NAPONK



Cnocobbl NpoOBEPKM MOANNHHOCTU C
MCNnonb3oBaHmem 2FA

AnnapaTHble TOKeHb!
SMS-coobleHunsn
Push-ysegomnenuns

[MpoBepKa NOAJIMHHOCTU C NOMOLLLbIO FOI0COBOU CBA3U
buomeTpuna



HeobxoammocTb 2FA




HeobxoammocTtb 2FA

* B Hauane 2014 roga PenepancHasa crnyxba no TeXHNYECKOMY M SKCNOPTHOMY KOHTPOISHO
(PCTIK) yTtBepauna MeToandecKUn OOKYMEHT O Mepax 3aluTtbl  MHopMauMn B
rocydapCTBEHHbIX UH(POPMaAUNOHHbLIX cuctemax. [OKYMEHT MpPoOsiCHUIT MHOIME acnekThl,
KacaloWmMXCs  OpraHM3auMOHHbIX U TEXHUMYECKMX Mep  3aWnTbl  MHGopmMauuu,
NPUHUMAEMbBIX B TrOCYyOAPCTBEHHbIX WMHMOPMAUMOHHLIX CUCTEMAX, B COOTBETCTBUMU C
yTBEpPXAEHHbIM nNpukaszom PCTIK Poccum ot 11 doeBpanga 2013 r. Nol7.

« OCTOK HaCTOATENbHO pekomeHayeT NONMHOCTbIO OoTKa3aTbCH oT
NPMBbLIYHOW ayTeHTUdMKALIMM HA OCHOBE CTaTUYEeCKUX naporen ansa BCcex nonb3oBaTtesieu
6e3 UCKNIYEeHN N nepenTtn K bornee HageXHoUM MHOrodpakTopHOU ayTeHTUupukauun.
ObsizatenbHbiMM  TPeOOBaHUAMW ONst  MHOroakTopHOM ayTeHTUdMKauum SBngeTcd
ncnonb3oBaHWe anmnapaTtHbIX ayTeHTUMPUKATOPOB U MexaHM3Ma O4HOPAa3OoBbIX Maponeun
npu yganeHHoOM 1 fiokanbHOM OOCTYne.



https://www.tadviser.ru/index.php/%D0%A4%D0%A1%D0%A2%D0%AD%D0%9A
https://www.tadviser.ru/index.php/%D0%97%D0%B0%D1%89%D0%B8%D1%82%D1%8B_%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%B8
https://www.tadviser.ru/index.php/%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D1%8F
https://www.tadviser.ru/index.php/%D0%98%D0%91_-_%D0%90%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D1%8F

CylecTBytolme B1UAbl U MeToabl 06X0a3
ABYXPAKTOPHOM ayTEHTUOUKALUM

1. ABHbIM 06x04 (HegocTynHOCTL 06n1ayHOro cepsuca 2FA)

2. KomnpomeTtauma ceptndmkata nognmucm SAML (KpaxKa npnBaTHOro
KJ1lo4a, UCNoAb3yeMoro A5 nognucu ceptudukatos SAML)

3. ®unwwuHr c nocnegyrowmm MITM (MHCTPpYyMeEHTbI MOTYT ObITb pa3Hble -
Muraena, NecroBrowser, pesepc-npokcn Modlishka, SEToolkit, Phaas-
cepBuCbl 1 ap.)

JKcnayaTaums paspeLlleHHbIX MCKatYeHun (K npumepy, POP3/SMTP)
5. TpoAaHbl

MFA bombing nnu «ataka Ha yctanoctb ot MFA» (MFA fatigue attack)
Komb0 ¢ coumanbHOMN UHKEHEepUen



ABHbIM 0OX04 (HEAOCTYMHOCTb 0D/1a4YHOrO
cepBuca 2FA)

B HeKoTOpbIX 061a4HbIX cUcTEMAX ABYXDAKTOPHOM ayTEHTUDUKALUU
MMEIOTCA HACTPOUKU, NO3BOIAKOLLME BOUTU B LLENEBYLIO cucTemy be3
BTOpOro ¢aKkTopa, ec/iinm cepBmnC HeAOCTYNEH.

Bxoa 6e3 BToporo daktopa BoobLE-TO IETMTUMHbBIN METO/,, KOTOPbIW
MOKET pa3peLwnTb Ball aAMUHUCTPATOP. Ha3sbiBaeTca bypass.

[Mpu BHEAPEHUN U HACTPOMKE CBOEN CUCTEMbI HEOBXOAMMO
06A3aTeNIbHO NPOBEPATb KaK HACTPOeH bypass.



KomnpomeTaumsa ceptTndmkata noanmcu
SAML

SUPPLY CHAIN ATTACK -
Attackers insert malicious code into a DLL component of g _________ E
legitimate software, The compromised DLL is distributed to =

organizations that use the related software, SolarWinds.Orion.Core.
Businessloyer.dil
EXECUTION, PERSISTENCE . .
When the software starts, the compromised DLL loads, and i 5 E > @
the inserted malicious code calls the function that contains L =
the backdoor capabilities. solorwinds.business SolarWinds.Orion.Core. Backdoor
layerhost.exe BusinessLayer.dll activates

DEFENSE EVASION

I
|
I
I
|
I
|
|
I
I
|
I
The backdoor has a lengthy list of checks to make sure it's I
I
|
I
|
I
|
|
I
I
|
|
|

running in an actual compromised network.
Backdoor inspects

environment
RECON
The backdoor gathers system info
Backdoor
gathers info
INITIAL C2
The backdoor connects to a command-and-control server. @ _________
The domain it connects to is partly based on info gathered

from system, making each subdomain unique. The backdoor | Initialc2 Command-and-
may receive an additional C2 address to connect to. | server control
' }
EXFILTRATION |
The backdoor sends gathered information to the attacker. :
— S
Backdoor sends

HANDS-ON-KEYBOARD ATTACK

The backdoor runs commands it receives from attackers. The
wide range of backdoor capabilities allow attackers to

perform additional activities, such as credentialtheft, 2/~~~ \M) ~ T 77 é
progressive privilege escalation, and lateral movement. Second C2 Backdoor runs Attacker starts

server commands from hands-on-keyboard
attacker attack

NcTouHumk: https://www.anti-malware.ru/news/2022-09-05-114534/39468



OnwmHr c nocneayowmm MITM

Ecnun HeT npoBepku npoucxoxxaeHmsa HTTP Tpaduka
M knrod 2FA oTnpaBnserca yepe3 HTepHerT,
(ULLMHI MOXXEeT BbIMOJIHATbCA NMOYTU NPO3paYvyHO
nocpeacreoMm MiTM c ncnonbzoBaHueM obpaTHoOro
NPpoOKCU-cepBepa.



OnwmHr c nocneayowmm MITM

* Muraena & Necrobrowser

sha384-oqVuAfXRKap7 fdgcCY5uykM6+R9GqQ8K/
uxy9rx7HNQLGYL1kPzQholwx4JwY8wC"

sha384-oqVuAfXRKap7 fdgcCY5uykM6+R9GqQ8K
uxy9rx7HNQLGYL1kPzQholwx4JwY8wC"

Muraena: The Unexpected Phish
- Michele Orru and Giuseppe Trotta




OnwmHr c nocneayowmm MITM

e peBepc-npokcn Modlishka

:~/go/src/github.com/drklwi/Modlishka# ./dist/| xy -config ter
BN Enabling pl in: autocert vo.1

BEBN Enabling plugin: ce
BBl Control Panel: Coll

+ . =>1 | |+ . Nu \ [ reqex
BERN Enabling plugin: template vo.1
INF ontrol Pane 3VHE .

BNFN Control Panel UR




OnwmHr c nocneayowmm MITM

* PhaaS — cepswuchbl

1. User puts their 2. Phishing site proxies
password into the request to the actual
phishing site website
p >
R 4. Phishing site proxies
the MEA screen to 3. Website returns an
the user E MFA screen
> ® - @
- -
User 5. User inputs the Phishing site 6. Phishing site proxies Target website
A additional ! request to the actual 4

authentication website

kL J

8. Phishing site redirects
the user to another
page

7. Website returns a
session cookie

——»  TLS session 4————»  Malicious proxy server —4——— TLS session 4———

NcTouHumk: https://www.anti-malware.ru/news/2022-09-05-114534/39468



JKcnayaTauma paspeLlleHHbIX UCKAoYeHU M (K
npumepy, POP3/SMTP

Inbox - - Outlook

Send / Receive Folder View Help g Tell me what you want to do

[] L=
ljl l._||j x D 52 Reply = ¥ > Siarch People A) %
o - 2 Reply All = Address Book .
MNew  New - Delete Archive E‘@_ Quick Move Tags ) ) Speech | Send/Receive
Email ltems~ | %©7 £ Forward Steps -+ - M Y Filter Email - M All Folders
MNew Delete Respaond Quic.. N Find Send/Receive -~
£
4 jyoti@jyoti.com Search Current Mailbox @ | Current Mailbox - 2 Reply EaReply All 3 Forward
b Inbox Tue 22-01-2019 07:56
5 Drafts [5] All  Unread By Date ~  Mewest + anknshten do-k,nu.'ne}.l
4 Older
= Sent Items Test
IZ] Deleted Items ankrishten downey <.. To manish@bharatnewstv.in -~
= test 22-01-2019
All Mail Your phone holds your most

Bin ; -
ankrishten downey <... i
7] Calendar —— T Your phone holds your most

Your phone holds your most H H
5] Contacts precious memories. If you lose
Important ankrishten downey <... your phone or it stops working,
. test mail 22-01-2019 I h d vid i

INBOX.Archive Your phone holds your most all your photos and videos wi

INBOX.Drafts . . be lost forever. So what should
jhony alexander <jho...

INBOX.Junk Test 22.01-2019 you do?

M Om s e ankrishten downey <... Never fear, help is here! Activate
""" Test mail 22-01-2019 -

[tems: 64 ASend.-"F‘.eceive errar [ BE - 1 + 100%




TpoAHbI




MFA bombing

(I was spamming employee with push auth for over a
hour) | then contacted him on WhatsApp and claimed
o be from Uber IT, told him if he wants it to stop he
must accept it

And well, he accepted and | added my device .47 py




Komb0 € coumanbHOM UHKEHEPUEN



YTo byaeT 3aBTPA’

* Hac 3acTaBnAOT UCNO/b30BaTb COBPEMEHHOE peLlleHne No
MHOrogaKTopHOM ayTteHTUPMKaumm (MFA), HenogBeprkeHHoe
PULLINMHTY UM aTaKaM «4YesIoBEeK NocepesuHe»: K MPUMeEpPY TOKEHbI
FIDO2 nnu peweHna Ha 6baze WebAuthn.

e lononHUTENbHbIN PpaKkTOp — BomeTpma?

* Bxopn 6e3 naponen no agpecy snekTpoHHoM noutel? [don. ®aKkTtop
byaet npuxoanTb NO 3TOMY aapecy?



NTormn

Heobxoamnmo, HO HeaO0CTaTOUYHO

ITonbko BHUMAHUE, OTBETCTBEHHOCTb U XPaHEHUE AUL, B PA3HDIX KOP3UHaX
3alUUTUT BaC B NOJIHOMU Mepe'

Ana nepepaum BToporo paKropa:
He UCNoab3yuTe ronocosble coobLeHns
He ucnonab3ymte CMC
He o3auTte HTTP

Beperute cebs!
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