MeHep)xep naponen
[laccBOpK

HapexHoe pelueHne ang COBMECTHOM pPaboThl
C KOPMNOPATUBHbLIMK MAPONIMMU



[laccBOpK —
MeHen)Xep naponeun
nnga busHeca

N TOCKOMMaHUU

[1lacCBOPK yNPOLIAEeT COBMECTHYIO

PabOTYy C KOPNOPATMUBHbLIMM NAPONSAMM.

Bce naHHble 6e€30nacHO XpaHSATCS

Ha BalleM cepBepe, a COTPYAHUKM
6bICTPO HAXOAAT HY)XXHbIE MaPONN.
AIMUHUCTPATOP ynpasaseT npaBamMu
NoJib30BaTENEWN, OTCNEXMBAET BCE
OENCTBUSA N UBMEHEHUS.

Macceopk HacTpoiku 1 nons3oearen

CEW®bl OPTAHU3ALUWUN

¥ ALMUHUCTPUPOBaHKUE

9 Docryn k cepeepam

BB TecroBbie cepeepbl

» KnuenTsl
[NouTta
» Peknama v NpoaBuXeHue

» DQUHAHCHI

NUYHBIE CEU®DbI

» Mow naponu

HepaBHKWe naponu
Ob6lme co MHOM

M36paHHble naponu

© MacceBopk LleHTp nopnepxku

ALMUHUCTPpUPOBaHKE > JlOCTYN K cepBepam

HeT akTUBHBIX CChINOK
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MAPONHK
YueTHasd 3anuch Ha InfoBox
Penosutopuin
Emergency Server User
Emergency User SSH Passphrase

a Server account

Site24x7 Monitor

Peno:

Eweé 12 cotpynHu
HeT akTUBHbIX CC

O6wme WcT

NorunH

Maponk

URL

Teru
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Poccunckum npoaykTr
U noaaepxKa

Halwmn TexHn4yeckme
crneymanmcTbl MOMOryT
BaM C YCTaHOBKOW

N OTBETHAT Ha tobbIE
BOMPOChHI

i

BxoguT B peecTp
poccuimckoro NO

[NoaxoaunT ong BHEAPEHWNA
B rOCKOMIMaHMN N XOpPOLO
BMMCbIBAETCA B NMOJINTUKY
NMMIMOPTO3aMeLLEHNA

YcTtaHaBnuBaeTcH
Ha Ballu cepsepa

Bce naHHble WndpytoTcy
M LOCTYM K HUM €CTb
TOJIbKO Y BacC



2

Ypno6Hoe ynpasseHue
Nnonb3oBaTeENAMU
U NpaBamMm

[Mpurnawante
COTPYAHUKOB B ObLLME
nankm n cenaoel,
HacTpauBawWTe rnpasa
LOCTYynMa

NMopneprxka Active
Directory / LDAP

ABTOpM3auma B [laccBOpk
C UCMOJIb30BaHNEM
YYETHbIX AaHHbIX 13 AD /
LDAP kaTanora

Q

</>

OTKpbITbIV AN ayanuTa
MCXOAHbIN KOA,

[To3BongeT ybeamTbCs B
OTCYTCTBUU YA3BUMOCTEN
N Henpruemnemoro
YHKUMOHana



Korpa Hy)XeH

B kOMNaHumM HeO6X0AMMO NPOBOAUTL ayAMUT 6e3-
OMacHOCTM, a 6e3 cneLmanbHOro NPOrPamMmMHOro
obecrneyvyeHuns 6bICTPO 3TO He caenaTb

COoTpyAHWKM HE MOTYT MOAYYUTb AOCTYN
K CEPBUCY, MapOsib OT KOTOPOTO €CTb TOJIbKO
y COTPYAHWKA, KOTOPbIM HE BbIXOAMT Ha CBS3b

COoTpYyOHMKN TPATAT MHOIO BPEMEHW Ha MOWNCK
HYYXHOTO Napons, KOrAa OHW XPaHATCS B Pa3HbIX
MeCTax 1 Yy PasHbIX NtoLen

IT-oTAENY KOMMAaHWUM HEOOXOAMMO XPaHUTb
KOpnopaTuBHble Naposn, NPeOCTaBNATb
N OTCNEXMBATL K HUM AOCTYN

[lns npenoTBpaLleHns CnyvyaeB NoTepmM 4OCTYNOB
K CEpPBMCAM, KOTAa YBOJIbHSETCS COTPYAHMK,
KOTOPbIM Obl1 OTBETCTBEHEH 3a HUX

Cnyxbe 6e30nacHOCTM HEOHXOANMO
OTC/IeXMBaTb BCE AOCTYMbl COTPYAHMKOB
N UCTOPUIO X EeNCTBUMN



OCHOBHbIe BO3MOXHOCTHU



AyauT 6e30nacHOCTH

naponen

e OnoBelleHns O CTapblX, Clabbix
N CKOMMNPOMETUPOBAHHbIX

Naponsax

e TOHKas HaCTpOWKa rnpas
AOCTyMa 4Jig narnok n cenpos

* VIcTopus BCex AeNCTBUN

N N3MEeHEeHNM

MaccBopk HacTtponku n nonbsosatesm

MOW AKKAYHT

HacTponku akkayHTa
ABTOpm3saums n 2FA

HacTponku API

YMPABJIEHUE

YnpaBneHune nosnb3oBaTensmm
LDAP HacTpomkun

SSO HacTponkmu

VIHpopmauma o6 opraHmsaummn
HacTtponku Macceopk
MaHenb 6e3onacHocTH
VicTopusa gencranin

SKCNoPT AaHHbIX

VIMAOPT AaHHbIX

© MaccBopk LleHTp noanepxkun

NMaHenb 6e3onacHocTHU

Baw cTtatyc 6esonacHocTn

Kon-Bo naponen

3 8 6 78 307
Ha 14/08/2021 15:31:44 Cna6ble naponun Crapble
WU NCTEKLLME
= Do6aButb dunbTp  piankov@konfeta.pro X
HA3BAHME | CEN® CJIOXHOCTb BO3P
Emergency Server User AOMUHUCTPUPOBAH... — o ——— 3 Me
Segmento Target Peknama n Npopu... — e 6 Me
Site24x7 Monitor AOMWHUCTPUPOBAH... === 12 o)
CodTnanH goctyn KnveHTbl —— 8 Me
®duHonor PurHaHCHI Oue
XocTuHrep AOMWUHUCTPUPOBAH... Ove



Yapo6Has coBMecTHas

pa6oTa

e [lpurnawante COTPYAHNKOB
B O6LIMe Nanku 1 cendbl

e HacTpounte nHterpauuio

c AD / LDAP

e [pynnoBoe ynpasfieHue
MpaBaMu NMosib3oBaTenew

C MOMOLLbIO POJIEN

MaccBopk HacTtponku n nonbsosatesm

MOW AKKAYHT

HacTponku akkayHTa
ABTOpm3saums n 2FA

HacTponku API

YMPABJIEHUE

YnpaenieHue nosb3oBaTeNsMu
LDAP HacTpomkun

SSO HacTponkmu

VIHpopmauma o6 opraHmsaummn
HacTtponku Macceopk

MaHenb 6e3onacHoCTH
VicTopusa gencranin

SKCNoPT AaHHbIX

VIMAOPT AaHHbIX

© MaccBopk LleHTp noanepxkun

YHpaBneHme noJib3oBaTelaMUnN

Monb3oBatenn Ponu  [lpurnawexns

& Cepreit Kocra (s.costa@konfeta.pro)

() cenobl v NANKK ®

() v AamuHmcTpupoBaHie

O
O
D » [ouTa

¥ Peknama 1 NnpoaBMKeHne
O CepBuCbI MO MPOABWKEHUIO
D Coucetn

() »

[Monb3oBaTens v

AOCTYyn

A TonbKo YTeHue

Hacnepnosatb OT ponen

VGpaTb ABHO BbICTaB/1I€EHHbIE MpaBa
“ NCnoNb3oBaTb POU

HeT pocTtyna

70T cend GyneT He@cTyﬂeH
rnosnb3oBaTento

CTpyKTypa nanok

[Monb3oBaTenb MoxeT npocmMaTtpmBaTb
nanku, HO He naponan

Tonbko YTeHne

[Monb3oBaTeNb CMOXET TONbKO
npocMaTpuBaTb Napoan U nanku

Pe,ﬂ,aKTI/IpOBaHVIe
[Monb3oBaTenb CMOXET co3aaBaThb,
npocMaTpuBaTh U pefakTupoBaTb
naponv v nanku



MaccBopk HacTtponku n nonbsosatesm

be3sonacHoe xpaHeHue
KOpI'IOpaTI/IBH biIX Q Mowmck OunsTpsl =

CEA®bl OPFTAHU3ALUN A )

na porleﬁ ¥ ADMWHUCTPUPOBaHWE

8 docTtyn K cepBepam

TecToBble cepBepbl

L Co3ﬂ|a I;]Te yﬂ.O6HyI'O KnneHTbl
MonAepKa KIMEHTOB

CTPYKTYPY XpaHeHWs naponem  Moura
C HOMOLLLbl‘O Marnok » Peknama v NpoaBmxeHne

» DOUHaHChI

° ﬂ,O6aBbTe naponu oT NTIOObIX NNYHBIE CER®BI A ®
» Mown naponu
PECYPCOB BPYYHYO ?
WM UMNOPTUPYIMNTE U3 hanna (© Henasrme naponu

2 O6wme co MHOM

Y% W36patHble naponu

® BbICTpO HaXoAnTeE aKTyalJibHblE
MapoJin C MOMOLLBLIO TETOB
N LUBETOBbLIX METOK

© MaccBopk LleHTp noanepxkun

AOMUHUCTPUPOBaHMe > JLOCTYR K cepBepam

g 3 ¥-- wee [ O4 O6uias ¢ 12 nonb3oBaTensMmn, AIMUHUCTPUPOBaHME
~i/’ 7 )
« &

HeT aKTMBHbIX CCbINOK

NAPOJIN
Penosutopui
YyeTHas 3anmchb Ha InfoBox
Emergency Server User
Emergency User SSH Passphrase
Server account

Site24x7 Monitor

Penosuntopuin

ELé 12 coTpyAHMKOB MOTYT MPOCMaTpYBaTh Naposb
HeT aKTMBHbIX CCbINOK

O6wue VcTtopus pencteuin  Pepakumm

NoruH user@passwork.ru
Maponb ceccccccccce

TokeH sescccscse

URL https://www.npmjs.com
Tern Admin | GIT



KopnopaTuBHble . EmE _ a

4
naposu Bceraa ARMURMCTRUPOBaHIS
p | O6uwas ¢ 12 nonb3osatensm, 1 ccoiika
v 4 HepaBHsg akTUBHOCTb
: HUCTPUPOBaAHUE
i e A
noa pyKou @20 B |
LocTyn K cepepam OCTyn K cepBepam
[ Y pEep naponewn
Mo6unbHoe npunoXxeHune TecToBbie cepaepbl BCTOBbIE CepBEpbI
- f napons
BbICTpbIM 4OCTYN K BalMM
KOPMNOpaTUBHbLIM MaposiaMm PEroauiopii
erno3nTopuin
C MO6l/I)'IbHOFO TeJ'IeCIDOHa ber@passwork.pro
YuyeTHas 3anucob Ha InfoBox
eTHas 3anucb Ha InfoBox
pername
Emergency Server User
5pay3epH0e paCUJVIpeHVIe ergency Server User
Server account mm@passwork pro
Bbl MmOXeTe BCTaB/ATb, > ‘
erver account
reHepmpoBaTb NN YMNPaBAATb tername
MaponamMmu BaLLEN KOMMaHUMN
b B BEO ij —|—

BCEro 3a napy KIMKOB MblLLbIO °



[laccBOpPK noaxoaunT
AN KOMMaHUM no6oro pasmepa

na rockomnaHumn Ina 6usHeca nna AT-otpenos

BxoauT B eAnHbIN peecTp
Poccunckoro 1O
PycckosidbluHaa noanepyxka
BO3MOXHOCTb MCNONb30OBaHMSA
FOCT wudpposaHuUs
YyacTue B 3aKkynkax no 44
n223 o3

[ToKynrKa Yepes pecensepos
NN HaNPSAMYIO

[MPOCTOM U MOHATHbIN
NHTEpPdENC

AyaouT 6€30MacHOCTU Naponemn
NHuTerpaumns c Active Directory
/ LDAP

ABTOpun3aums yepes SSO
HacTpowka knactepusaymm

M OTKa30yCTONYMBOIO
peLeHns

YCTaHOBKa B HECKOJIbKO
dUINANOB KOMMAHUU
OnepaTmBHasa TexXHUYECKas
noaLepxKa

YnpaBneHue rnpasammu
nosib3oBaTeNnem C MOMOLLbIO

ponen

AP| ons nHTerpaunm ¢
MHPPACTPYKTYPOMN KOMMaHMUU
XpaHeHMe narnok 1 naposnewn

B BMUAe AEepeEBa

icTopuna nsmeHeHn naposnen
M6KNIA MMNOPT U SKCMOPT
NaHHbIX



be3zonacHoOCTb
N TEXHNYECKUNE XapaKTEPUCTUKN



be3zonacHoOCTb

YcTaHaBiuBaeTCsa Ha Balm cepBepa
u paboTaeT 6e3 NHTepHeTa

OTKa3oycTonuYmMBbIN KNacTep,
peninKaumsa naHHbIX 1 6eKanbl

OTKpbITbIK AN ayauTa MCXOAHDbIN
KoA

Bce paHHble wngpyroTcs
c nomouwbto AES unn TOCT

Pa6ota no SAML SSO u 2FA

Zero knowledge (HyneBoe
pacnpocTpaHeHue)



TexHnyYeckKkue
XapaKTepPUCTUKU

OcHoBHas uHoopmauus

[MaccBopk paboTtaeT Ha PHP n MongoDB,
noanepXXmBaeT yCcTaHoBKY Ha Windows Server
n Linux ¢ Docker nnm 6e3 Hero.

[MaccBOpPK He TpeboBaTeNEeH K pecypcam
cepepa(-oB). O6beMbl HEOH6XOAMMbBIX PECYPCOB
(RAM, CPU, HDD) n KonnyecTBO CEpBEPOB

3aBUCAT OT KOJIMYECTBA aKTUBHbIX MOJSIb3OBaTENEN,

Ob6beMa XPaHUMbIX AAaHHbIX, @ TaKXXe TpeboBaHNI
K OTKa30yCTOMYMBOCTU CUCTEMBI.

CepBep NpUNOXeHUs U 6a3a AaHHbIX MOTYT
paboTaTbh HA OAHOM O6LLEM BblAENEHHOM UM
BUPTYallbHOM CepBepeE.

Ol'lepaLl,VIOHHble CUCTEMbLI

* Linux (Ubuntu, Debian, CentOS, Astra,
RED OS)
* Windows (2016-2019)

TpeboBaHue K cepBepy

* RAM — 4-8 GB
* CPU — 4 gapa nam 6onblue
* HDD — 100 GB (»enaTenbHo SSD)



JInueH3npoBaHue
N CTOUMOCTD



Tunbl NMUEH3NN

CraHpapTHasg nnueHsus

* TOHKasg HaCTpPOMKa NpaB AOCTYMa 4S9 KaXK40ro
NOoNb3OBaTENS

* YnpaBneHue npaBamMmy NOMb30OBaTeNEN C MOMOLLbIO
ponew

* OTYeTbl O AENCTBUAX KAXKAOrO MOJIb30OBaTENS

* [lopnepxka LDAP / AD

* [MOKMN MMNOPT M SKCMOPT AAHHbIX

* [lByxdakTopHas ayTeHTUOMKaLNSA

* [laHenb 6€30MaCcHOCTM Naponemn

* HacTpavBaeMbIv reHepaTop naponeun

* /cTopua nsMeHeHn naposien

* WHTerpaumsa c nomoLsto API

* Mo6WbHbIE NPUIOXKEHUS U Bpay3epHble PaCLUMPEHMUS

e OnepaTMBHag TEXHMUYECKas NOALEPIKKA

PacwunpeHHas nuueHsus

* Bce BO3MOXHOCTU CTaHOAPTHOM NINLEH3NU

» ABTOpM3auma ¢ nomoLsto SAML SSO

o MannuHr rpynn LDAP ¢ ponamu B [laccBopk

« HacTpownka pennvkaumm 1 OTKasoyCTONYMBOE peLLEHUE

e YCcTaHOBKa B puamasbl KOMNaHUU

* YyacTme B roczakynkax, COnpoBOXAeHWe CAESKU

* [lOMOLLb B HACTPOMKE U MHTErpaumm B UHPPACTPYKTYpPY
KOMMaHU

* BupeonpeseHTaumsa COTPYAHMKAM U PyKOBOACTBY
KOMMaHU



YTO BXOAUT B CTOMMOCTD

Kopo6o4yHas Bepcus JocTtyn K apxuBam

MaccBopk C UCXOOHbIM KOAOM
beccpouHble ML EH3UOHHbIe JoCTyn B KNINEHTCKMUIM nopTan
KJ1IOUMU

OaviH rop NnoanUCKM Ha o6HOBNEHUSA
N TEXHNYECKYIO NOAAEPIKKY



[Topnucka Ha O6HOBIEHUA
N TEXHNYECKYIO NOOAEPXKKY

Y10 Takoe nognucka?

[Moanmncka Ha OBHOBNEHMS

N TEXHUYECKYIO MOAAEPXKKY
rapaHTUpyeT CTabunbHYyO pPaboTy
[MaccBopk. OHa OTKpbIBaAET 4OCTYnM
K HOBbIM BO3MOXHOCTSIM,
ynyyuweHnsamMm 6e30nacHoOCTH

N MOMOLLMN TEXHNYECKMNX
CreumanmcToB

OAavH rop y)xe BKJIIOYEH

OauH roa NoanMCKM BKIKOYEH

B CTaHOapTHYO 1 PaclumpeHHyto
nmueHsnn. B panbHenwem nognmcka
nprnobpeTaeTcsa OTAENbHO.

HpO,EIJ'Il/lTb noaAnNnMCKY MOXHO Mo
crneunanbHOM LieHe nnu 3a MOJIHYIO
CcToMMOCTb. CnevumanbHas LeHa
,El,el7ICTByeT NMOKa Balla noarmcka
dKTVBHa. HO)'IHyI-O CTOMMOCTb
HeO6XOAMMO 3aMIaTUTb, €CNKM Balla
NMOoANMMCKa YyxXe 3aKOH4YINJ1aCb.

MOXHO NpMo6pecTu cpasy
HECKONbKO NIET MOAMUCKN CO CKUIKOM

MoxxeT nu lNacceopk
pa6boTaTtb 6€3 noanncku?

[MpooneHmne NoAnMCKM
Heoba3aTeNbHO, HO Mbl HE CMOXEM
rapaHTUPOBATb CTabUIbHYIO PabOTy
6€3 YCTaHOBMEHHbIX aKTYyaJIbHbIX
OOHOBJIEHUI.

AkTyanbHas Bepcus [laccBopk
HeobxoanMa Oas obecneyeHus
COBMECTUMOCTMW C HOBbIMW BEPCUSIMU
OC, MO6UJIbHbIMWN YCTPOMNCTBaMM

N APYrMMM CUCTEMaMM



CtommMmocCTb

Kopo6ouHas Bepcus,
eAuHopasoBas onsarta

o Jlo 10 nonb3oBaTenen
CrangapTHasa nuueHsms — 24 000 py6.

* 1o 25 nonb3oBaTenen
CraHpapTHas nmueHsmng — 39 000 py6.

* [lo 50 nonb3oBaTenen
CrangapTHasa nuueHsms — 72 000 py6.

* 1o 100 nonb3oBaTenen

CrangapTHasa nuueHsms — 132 000 py6.

NMpoaneHue noannUcku
Ha cnepylowmnm rog,

o Jo 10 nonb3oBaTenen
16 800 py6. / roa

e 1o 25 nonb3oBaTeneun
27 300 py6. / rog

e 1o 50 nonb3oBaTenen
50 400 py6. / ron

* 1o 100 nonb3oBaTenen
92 400 py6. / ron

Ycnosusa npuobpeteHus
N CKUOKMU

PaclumMpeHHble NNLEH3NM
n pegakumm 6onbiie 100
nonb3oBaTeNem — no 3anpocy

YT106bI yBENNYMTL MNOMb30OBATE-
Nen, HY>KHO 3ar1aTUTb TONbKO
pasHWLY B LieHe

Ckunaka 20% ong MmeguuUnHCKMX
N YYEBHbIX YYpeXaeHnmn

Ckupka 10% npu murpaumm

He obnaraetca HAC



a Macceopk

Hawun KnneHTbl
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